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Abstract

The development of distributed computing systems and of their usage in domains such as
the Internet of Things, Big Data, etc., raises numerous questions on the tools available
to model the complexity of such systems. Non-formal modeling methods fail to create a
rigorous way to describe and analyze these systems. In this thesis, we propose to find
an approach to model and analyze both functional and non-functional aspects of these
systems using formal techniques.

The objectives of this work include: (1) exploring the use of proof-based formal meth-
ods for the specification and verification of both structural and behavioral properties of
component-based systems, (2) describing and validating security properties in reusable
libraries, (3) describing and classifying the relationships between security properties, and
(4) developing a set of supporting tools. To achieve these objectives, we seek to: (a) de-
scribe high-level concepts for system architecture in a component-port-connector fashion
as a metamodel; (b) develop an Event-B interpretation of the metamodel adding commu-
nication characteristics such as buffering, first-in-first-out (FIFO), and synchronicity; (c)
extend this formal model to represent security properties; and (d) create an automated
tool suite using the formal model that can be integrated into a systems development
lifecycle.

The approach leverages both model-driven engineering (MDE) and formal techniques
to create methods and tools for respectively the design and the analysis of complex system
architectures. The methods and tools will not only focus on functional requirements, but
also on non-functional requirements by creating reusable libraries of security properties
that can be used during the design phase. To validate our work, we explore a set of rep-
resentative security objectives extracted from the Confidentiality, Integrity, Availability,
Authenticity, Accountability (CIAAA) classification and a case study on a secure Gateway
system.
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In this chapter, we present the overall context in which this thesis is situated. The
objective is to highlight the motivation behind this work, define the research problem it
seeks to address, and clearly articulate the corresponding research objectives. Further-
more, this chapter provides an overview of the publications made throughout the course
of this work. Finally, we conclude with an outline of the structure of the manuscript.

1.1 Context

Recently, we have seen a significant shift in the development of software applications.
We have transitioned from traditional standalone computer systems towards distributed
systems, where multiple interconnected devices operate via the Internet. Consequently,
Machine-to-Machine communication and other distributed computing paradigms have
become central issues in modern systems engineering. This shift has introduced new
risks specific to distributed systems while the existing concerns tied to enabling technolo-
gies, such as virtualization, containerization, and cloud infrastructures, persist. These
challenges demand robust development methodologies that address both functional and
non-functional properties, such as reliability, scalability, and security.

To meet these demands, new production methods have emerged that integrate and
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extend existing engineering paradigms, including Model-Driven Engineering (MDE) [6), [7],
Component-based Software Engineering (CBSE) [8], and formal methods [9]. CBSE em-
phasizes the use of reusable software components to accelerate development, reduce costs,
and improve system quality. MDE focuses on creating and exploiting domain-specific
models as primary artifacts throughout the engineering process. It aims to increase
automation, consistency, and abstraction by transforming models into executable code
or other system artifacts. Meanwhile, formal methods provide mathematically rigorous
techniques to specify, model, and verify systems, particularly in ensuring correctness and
detecting errors early in the design process. These paradigms, when combined, offer a
powerful foundation for designing secure, reliable, and efficient systems. This is particu-
larly relevant for industrial systems with diverse use cases, as well as for web applications
driven by the recent proliferation of cloud-based computing systems. Security plays a
critical role in these environments, where vulnerabilities can lead to severe consequences.

When studying distributed systems, we often rely on models to abstractly represent
their behavior and structure. Distributed computing programs typically employ well-
established communication models [10] such as message passing, remote procedure calls,
and distributed shared memory. These communication models enable system compo-
nents—each with a limited, localized view—to interact explicitly with their neighbors.
A system’s program at each node consists of state variables and a finite set of actions.
Components interact with their own state variables and those of their neighbors following
specified communication protocols.

In this work, we model software architectures primarily using message passing and
remote procedure calls. Our models capture the architectural communication styles and
allow us to analyze their behavior rigorously. The primary goal of this modeling and
verification process is to ensure that architecture models satisfy desired properties, such
as security and correctness, while avoiding undesired properties, such as deadlock or
starvation.

Security is often addressed during the operational phase of a system, with risk as-
sessments performed by analysts to evaluate the deployed system’s vulnerabilities. This
involves collaboration between security experts and system stakeholders to identify risks,
recommend security strategies, and implement mitigation measures. However, this reac-
tive approach has limitations:

1. Developers are often constrained by functional requirements, making significant
architectural changes impractical due to cost or complexity.

2. Architects and developers typically lack advanced knowledge in security engineering,
limiting their ability to implement effective security strategies.

To address these challenges, security must be integrated into the system design process
from the early stages. Our work focuses on the architecture development phase, where de-
sign decisions remain flexible. We leverage MDE [I1] to incorporate formality into system
design, enabling rigorous analysis of both functional and security-related properties.
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Figure 1.1: Conceptual vision

Moreover, reusable models, such as security policies and design patterns, can bridge
the knowledge gap for developers and architects. By embedding security considerations
into reusable components and formally analyzing their interactions, we can promote best
practices and ensure robust, secure, and adaptable system designs.

1.1.1 Conceptual Vision

This research is part of our research team effort to promote the use of model and pattern-
based engineering approaches to improve the design, implementation, configuration and
deployment of multi-concerns systems. In the context of our work, we use a similar def-
inition of a concern about an architecture as in the work by Rozanski and Woods [12]:
a concern is a requirement, a constraint, or an objective that a stakeholder has for that
architecture. Ultimately, the goal is to improve the Pattern-based system engineering
(PBSE) framework [13] considering security and safety requirements within software ar-
chitectures built on top of the reusable models described in this proposal. Capturing and
providing expertise by the way of security patterns has become an active area of research
in the last several years. Security can be captured within patterns that provide reusable
generic solutions for recurring security problems, here dealing with architectural problems.
A complete catalog of security patterns has been introduced by Fernandez [14]. We plan
to transform our Pattern-based system engineering (PBSE) pattern modeling concepts to
formal specifications to ensure semantic validation.
As shown in Figure [I.1] the conceptual vision is composed of two levels:

o Theoretical level: Creation of a conceptual model of a system and its concerns,
as well as the semantics. A conceptual model of a system and its concerns provides
a common understanding of all concepts employed in the development level, while
the semantic domain ensures a precise description of the addressed problems and
solutions approaches. A conceptual model of a system and concerns should capture
the main concepts and relationships to describe the concerns within the system in
the context of different standards and domain-specific practices. A semantic domain
should capture the concerns as desired properties of the system. At this level,
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the conceptual model and the semantic domain are described using a technology-
independent formalism.

« Development level: Creation of a tooled methodology for the system architect to
support the design and analysis activities during the processes of building software
architecture and concerns from the conceptual modeling and the semantic domain.
At this level, we propose using a well-known approach in MDE: a Domain-Specific
Language (DSL) for the creation of the design environment and existing tooled
formal languages for the analysis environment.

1.2 Motivation

The rise of concerns over security and the ability to build trustworthy systems comes with
the question of the tools used to design such systems. Every type of system needs to be
able to be represented with the specifics it has and also we must understand the limits of
the tools we use.

For Component-Based Systems (CBS) and even security in general, the most prevalent
tools used are model checkers. Model checkers are most suitable when trying to find
quickly a flaw in modelled system. However, model checkers may lack the definitive
answer as they only try to find contradictions in the model. Model checkers can only say
they have not found a flaw, not that a flaw does not exist. For example, the work of
Rouland et al. [15] [16] shows a modelisation in the model checker Alloy.

To go beyond the limitations of model checking, we want to work on another type of
formal method: proof-based languages. By using mathematical proof as a means to prove
system properties, we can have a higher level of trust and assurance in the systems we
design.

Our motivation for this research stems from key challenges in the development of
secure and trustworthy component-based systems:

1. There is a pressing need for a modeling approach that can capture the structure
and behavior of component-based systems within a rigorous, proof-based formalism,
enabling early validation and reducing design errors.

2. To address growing concerns about system security, we must be able to formally
express and verify meaningful security properties within these models, thereby in-
creasing the confidence in the system’s resilience against threats.

3. With multiple formal verification techniques available, it is essential to understand
the unique capabilities and limitations of proof-based methods compared to model
checking, so we can apply the most effective tools for each class of system properties.



1.3. PROBLEM STATEMENT )

1.3 Problem Statement

While the need for considering security early has been acknowledged, traditionally, se-
curity has been treated primarily as a concern during the development and deployment
phases of the system life cycle, typically approached as a reactive process centered on
the detection and mitigation of vulnerabilities. In formal methods, this has often been
addressed using model checking techniques. However, model checkers generally provide
limited guarantees, identifying counterexamples rather than offering definitive proof of
security, and tend to be effective only on systems of relatively small size. This late-stage,
limited approach neglects security issues that may arise during the early phases of system
design and hinders the concurrent consideration of security and functional requirements.
These limitations prompt the question of whether it is possible to develop tools that
support the analysis of non-functional security properties using a proof-based approach.
Crucially, such tools must maintain a separation of concerns, given the distinct expertise
required for formal verification and security analysis.

1.4 Research Objective

Taking into account the previous discussion, we specify our research problem as an overall
research goal of this thesis: Propose an integrated approach for the specification,
detection, and implementation of security requirements to support secure sys-
tems engineering at early stages of development using reusable models with
tool support. Special emphasis is devoted to promote the particularly challenging task
of efficiently integrating established security concepts. Furthermore, a focus is placed on
the potential benefits of the combination of MDE with reuse of existing artifact (e.g.,
security solution models, like security patterns). Decomposing the overall research goal,
we propose the following research objectives (RO) that we address in this thesis.

RO 1: Model CBS using formal methods

Our first objective is to create a model capable of representing complex CBS using formal
methods. This objective is decomposed into sub-objectives listed below.

RO 1.1: Model an abstract specification to describe CBS and the communi-
cation between components

This objective requires a specification that is abstract and independent from any im-
plementation. By creating this abstract specification, we will be able to describe the
properties and behavior of a system and then interpret those into any suitable formal
language.
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RO 1.2: Create a formal model using a proof-based language to represent CBS

We need to model the abstract specifications of CBS using a formal language. This will
be done by creating a model in proof-based formal language (Event-B). This model will
need to be able to represent both structural and behavioral properties of the systems. We
must determine how to create this model in the most generic way possible to be usable
for a variety of project while still being able to represent useful properties. When this
objective is done, we should have a formal model representing CBS where an architect
that is not an expert in formal methods can describe a component-based system.

RO 2: Formalize CBS security properties and constraints for-
mally

Once RO 1 is completed, we want to use the resulting model to formalize security prop-
erties and constraints in a reusable manner. This is done in three steps; first, formalize
the properties in an abstract way, then refine the model to implement the properties, and
finally bundle them as libraries. These three steps are detailed below.

RO 2.1: Formalize the security properties and constraints using abstract spec-
ification

Using the abstract specification language defined in RO 1.1, we want to describe some
security properties in a model-independent language. This is done by adapting com-
monly accepted security properties described informally and translating them in this new
language adapted to CBS.

RO 2.2: Formalize security properties and constraints using a proof-based
language

Based on the model obtained by completing RO 1.1, we want to be able to integrate
security properties and constraints. This will raise some questions on how to extend the
security property model such that the properties created in the previous model are kept
in the extended model. Also, work must be done on how we interpret a security property
in a formal language. At this point, we should have a set of formally described security
objectives as properties in our model.

RO 2.3: Bundle the security properties and constraints in reusable libraries

Once the properties are formalized we need to identify categories to regroup them. These
categories can follow recognized categorizations for security objectives like the CIAAA
group (Confidentiality, Integrity, Availability, Authenticity, Accountability). These cate-
gories will then be implemented into the model as independent libraries of properties that
the user can import to suit their needs.
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RO 3: Modelization and formalization of relationships between
security properties and constraints

RO 2 focused on the specification of individual security properties and constraints. In
this objective, we aim to formalize some relationships between these properties. This
encompass not only finding which properties and constraints are related, but also what
type of relation they have (realizes, enforces, fulfill, etc.).

RO 3.1: Find a model representation of the relationships

In this objective, we aim to extend the concept of security properties and constraints
and create a metamodel representing the relationship between security concerns for both
domain-specific and domain-independent applications. We aim to create a set of concepts
and vocabulary that is general enough to be applicable in most cases.

RO 3.2: Instantiate some relationship using this model

This objective aims to validate the metamodel described in RO 3.1 by demonstrating its
ability to accurately and comprehensively represent relevant security concepts and their
interrelationships. Specifically, we seek to identify and construct concrete instances of
the relationships defined within the metamodel, drawn from realistic system scenarios
or case studies. Through this instantiation process, we aim to assess the expressiveness,
consistency, and applicability of the metamodel to support the specification, reasoning,
and reuse of security properties and constraints in a model-driven engineering context.

RO 3.3: Formally represent the relationship between security properties

In this objective, we aim to develop a general formal representation of the relationships
defined in RO3.1. To validate these formal representations, we will leverage the concrete
examples and relationship instances identified in RO3.2, ensuring that the formalism
is expressive enough to capture real-world use cases and sufficiently robust for potential
automation and reasoning within model-driven engineering environments.

RO 4: Create a tool suite to support the architects in the process

Building upon the models defined in the previous objectives, this goal aims to make
the formal approach accessible and reusable, even for users without expertise in formal
methods. We seek to abstract the underlying complexity and provide a user-friendly
framework that enables system architects to intuitively describe and verify their systems.
At the same time, the framework remains extensible, allowing experts in security and
formal verification to contribute by enriching the underlying models and libraries.



8 CHAPTER 1. INTRODUCTION

RO 4.1: Creation of the domain-specific language using eclipse modeling
framework

This objective aims to develop a DSL for representing a CBS and its associated properties.
The tool must support the creation of instances of the metamodel, enabling the modeling
of concrete systems. The DSL must be formally specified through both an abstract syntax,
which defines the structural aspects of the language, and a concrete syntax, which provides
its representational form in EMF. This dual specification ensures a complete and precise
definition of the domain-specific language.

RO 4.2: Transformation of the DSL into Event-B

This objective aims to enable the automated transformation of the system model into a
formal Event-B specification for verification purposes. This transformation builds upon

the models defined in RO1, RO2, and RO3, and produces a new Event-B refinement
that represents a concrete formal instance of a system modeled using the proposed DSL.

RO 4.3: Verification of the generated model using Rodin

This objective aims to utilize the generated model produced during RO4.2 and ver-
ify it using the Event-B method through the Rodin platform. It encompasses both the
structural validation of the system and the formal verification of its functional and non-
functional properties. The structural validation ensures that the architectural elements of
the system—such as components, connectors, and interfaces—are correctly specified and
conform to the defined metamodel. Meanwhile, the formal verification process focuses
on discharging proof obligations generated by the Rodin platform to confirm the correct-
ness of the specified properties. This dual-level verification reinforces the soundness and
trustworthiness of the modeled system within a rigorous formal framework.

RO 5: Apply and validate the framework in a case study

Once the previous objectives have been realized we should get a complete formal model
of component based system architecture. In this model we would have represented some
security properties and their relationships. Finally we should have a tool suite supporting
the use of the formal model for systems architects. This objective aim to validate all of
this work by applying all of those tools and theories into a recognized problem in computer
security applied to component-based system.

1.5 Publications

This section presents published papers related to the thesis. In the following, we list and
provide concise overviews of those publications in chronological order.
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« Paper A. [17] Loic Thierry, Jason Jaskolka, Brahim Hamid, and Jean-Paul Bode-

veix. “Specification and Verification of Communication Paradigms for CBSE in
Event B”. In: International Conference on Engineering of Complex Computer Sys-
tems (ICECCS). IEEE. 2023, pp. 157-166.
doi: https://doi.org/10.1109/ICECCS59891.2023.00028.
Summary: In this paper, we proposed a formal approach to specify and verify
both the structural and behavioral aspects of component- based systems using a
framework based on the Event-B formal method. This framework is based on a
component-port- connector metamodel describing the high-level elements of a dis-
tributed system. The behavioral aspect includes a library of paradigms that can
be used by the connectors for components to communicate, as well as connector
properties that describe the expected behavior (FIFO, Synchronous). We used a
simple library example to validate our approach and were able to specify and verify
both structural and behavioral properties on its abstract representation.

o Paper B. [I§] Loic Thierry, Brahim Hamid, and Jason Jaskolka. “A Formal

Approach for Verifying and Validating Security Objectives in Software Architec-
ture”. In: Verification and Evaluation of Computer and Communication Systems
(VECoS). Springer. 2024, pp. 143-158.
doi: https://doi.org/10.1007/978-3-031-85356-2_10.
Summary: In this paper, we proposed a formal approach to specify and verify
security objectives in the context of a component-based software architecture and
message-passing communication, using Event-B. The proposed approach follows two
levels of abstraction: (1) logical specification of security objectives using first-order
and modal logic as an abstract and technology-independent formalism; (2) formal-
ization and verification using Event-B as a semi-automated proof assistant. For
each representative CIAAA security objective, an appropriate security mechanism,
acting as a constraint of the model, to make the security property hold is defined
and verified.

« Paper C. [19] Loic Thierry, Brahim Hamid, and Jason Jaskolka. “Reusable For-
mal Model Libraries for Specifying and Analyzing Security Objectives in Event-B”.
In: International Conference on Model and Data Engineering (MEDI). Springer.
2024, pp. 55-63.
doi: https://doi.org/10.1007/978-3-031-87719-3 4.

Summary: In this work, we proposed an approach for specifying and and verifying
security objectives in component-based software architecture models via reusable
formal model libraries of security properties and constraints. Our solution is based
on metamodeling techniques that enable the specification of the software architec-
ture structure and on Event-B for the precise specification and verification of secu-
rity aspects as properties of a modeled system. Furthermore, we walked through an
MDE-based prototype to support the proposed approach and a formal-based tool,
namely Rodin, to conduct verification and identify model inconsistencies. We con-
structed an example of this tool suite, in the form of Eclipse plug-ins, using EMF
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(Eclipse Modeling Framework).

1.6 Thesis outline

This manuscript is organized as follows. Chapter [2 presents the technical framework that
forms the foundation of this thesis. Chapter [3| provides a survey of the literature relevant
to the various aspects addressed in this work. Chapter |4| introduces the methodology
adopted to design a comprehensive framework based on formal methods and its integra-
tion into existing SDLC processes. Chapter |5 presents a model-based definition for the
design of CBS of all the key concepts employed throughout this thesis. Chapter [6]provides
a formal representation of the previously introduced concepts using abstract semantic and
the Event-B formal method for the formal analysis. Chapter [7] describes the tool sup-
port developed to implement and apply the proposed approach. Chapter [§]illustrates the
proposed approach through a detailed case study and discusses its potential for general-
ization and extension. Finally, Chapter [ concludes the manuscript and outlines possible
directions for future work.
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2.1 Introduction

In this chapter, we present the technical framework that supports the development and
implementation of this work. We begin by introducing the toolset used for MDE, detailing
its capabilities and relevance to our methodology. Subsequently, we provide an overview
of the Event-B formal language, including its theoretical foundations and practical utility
for formal modeling and verification. This section also describes the associated tooling
environment that enables the application of Event-B within our framework.

2.2 Software Engineering
Shortly after the beginning of software development, the way software is developed has

been analyzed and guidelines and best practices have evolved over time in the different ap-
plication domains. Since then, software systems engineering has evolved to an engineering

11
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domain, having impacts on the different fields of system development, such as develop-
ment processes and software product life cycles. The IEEE defines in their standard
ISO/IEC/IEEE 24765:2017 [20] Software Engineering as follows: software engineering
the application of a systematic, disciplined, quantifiable approach to the development, op-
eration, and maintenance of software; that is, the application of engineering to software.
In software systems engineering, two principal concepts intervene in the construction of a
system: a) the practical use and economic value, being the balance of what the customer
wants and what the customer is ready to pay for, and b) the correctness, suitability and
safety, being the attempt to ensure the correctness and the suitability of resulting product
and the absence of safety-critical failures. Tackling these two principal concepts are the
challenges of the software engineering discipline, which is based on, and evolves through,
application of scientific and mathematical knowledge.

2.3 Component-based Development

Component models provide a way to cope with some limitations of the object model.
While object models focus on the encapsulation of data and behavior within objects
and emphasize inheritance and polymorphism [21], component models aim to promote
higher levels of modularity by encapsulating functionality into reusable, replaceable, and
composable units called components [22]. Components typically interact via well-defined
interfaces and are deployed independently, allowing for better separation of concerns,
scalability, and reusability in large systems. In contrast to object-oriented designs, which
often suffer from tight coupling and limited reuse at a larger scale, component-based
approaches offer improved maintainability and clearer architectural structure.

Component models complement the object model by providing an architectural view
of the application. Therefore, component models provide a coarser-grained representation
of the application: a component is typically implemented as a compound of objects or
of other components, therefore providing different levels of abstraction for representing
complex systems. The main additions of component models to object models can be
summarized as follows:

 Identification of connection points between components and the associated links,

o Identification of the services required by a client (instead of just the services provided
by a server)

o New communication patterns (for example event-based communication).

Component technology has become a central focus of software engineering in research
and development due to its great success in the market. Reuse is a key factor that
contributes to this success. The basic idea in CBSE is building systems from existing
components rather than “reinventing the wheel” each time. The components are built to
be reused in different systems and the component development process is separated from
the system development process [23].
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Szyperski gives the following definition of a component [22]: A software component is a
unit of composition with contractually specified interfaces and explicit context dependencies
only. A software component can be deployed independently and is subject to composition by
third parties. There are several component-based methodologies including Catalysis [24],
KobrA [25], OPEN process framework [26]. Flex-eWare [27] is model-driven solution for
designing and implementing embedded distributed systems. It combines Model-Driven
Engineering and Component-Based Engineering. Bagnato et al. present a framework
called EAST-AADL [1I] which is an architecture description language for the automotive
domain supported with a methodology compliant with the ISO 26262 standard. The
language and the methodology set the stage for a high-level of automation and integration
of advanced analyses and optimization capabilities to effectively improve development
processes of modern cars.

Component-Based Development (CBD) processes are flexibleand can be adapted to
many different software development processes (e.g., V cycle, Waterfall, Agile, etc.). In
our context, the main concern is to achieve architecture design with components and foster
their reuse [28]. To explain CBD processes, reference development phases corresponding
to four abstraction levels of a system model are identified as shown in Figure 2.1} Re-
quirements, System Architecture Design, Software Architecture Design and Component
Internal Design.

In addition, Figure shows the different artifacts at each phase (features, analysis
functions, design functions and software components) and their m-to-n relationships [1J.
Typically, “m-to-n” relationships (from n entities of a higher level to m entities of the
lower level) allow refining models throughout the process for an incremental system con-
cretization.

Requirements. During this phase, requirements are analyzed in order to construct a
set of features that the system is expected to provide.

System Architecture Design. In this phase, each feature is analyzed and refined with
a set of individual function units (e.g., sensing and actuating functions). Hence, the
functions are abstract and independent from any hardware or software.

Software Architecture Design. Each function is refined with a set of software compo-
nents (which define software components in terms of provided and required interfaces)
and hardware nodes.

Component Internal Design. In this phase, each software component is realized. The
realization may be done by: (1) combining existing software components or (2) from
scratch. Particularly, in Component-Based Development (CBD) methods using UML
such as Catalysis [24], each component is designed and implemented internally as a set of
classes that implement the interfaces required externally. In addition, internal interactions
are realized.
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Figure 2.1: Component-Based Software Development Process and Used Artifacts [I]

2.4 Model-Based Engineering (MBE)

Models are used to denote abstract representation of computing systems. In particular, we
need models to represent software architecture and software platforms to test, to simulate
and to validate the proposed solutions. MBE based solutions seem very promising to
meet the needs of secure and dependable application development. The idea promoted by
MBE is to use models at different levels of abstraction for developing systems. In other
words, models provide input and output at all stages of system development until the
final system itself is generated.

2.4.1 Models

Models can be found in a variety of forms in a number of contexts in the area of software
engineering. Their primary purpose is to adjust the representation of a complicated
system by presenting essential information that may be of interest to the user. Models
accomplish this by abstracting those details that are irrelevant to the purpose for which we
want to use them. Because humans have limited observation and processing capabilities,
we use models to describe and interact with our environment, even if we aren’t aware of
it. Sentences spoken or written in a given language might represent a variety of mental
models. Mathematical equations are employed as models in physics, finance, and a variety
of other areas to do calculations and reasoning. While the use of models in software
engineering is not new, there has been a lot of attention in this topic in the previous
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decade since modeling can help create trustworthy software systems [29].

A metamodel is a model that defines an abstract representation of models. As shown in
Figure the Object Management Group (OMG) identified three degrees of abstraction
on top of a reality layer. The Meta Object Facility (MOF) [30], an OMG standard that
defines a collection of key concepts needed to construct models (and sufficient to define
itself, i.e., MOF is a metamodel of itself), is at the summit of this pyramid. As a result,
MOF (M3) can be used to develop modeling languages (M2), which can then be used to
define models (M1), which are representations of real-world systems (MO).

UML modeis, erc.
M1 Model

nMo Real world Code, erc.

Figure 2.2: Modeling pyramid of the OMG [2]

2.4.2 Model-Driven Engineering (MDE)

The concept of a model is a major paradigm in software engineering. Its use represents
a significant advance in terms of level of abstraction, continuity, generality, scalability,
etc. MDE is a form of generative engineering [31], in which all or a part of an application
is generated from models. MDE is an approach that offers tools to deal with the devel-
opment of complex systems improving their quality and reducing their development life
cycles. The development is based on model approaches, metamodeling, Model-to-Model
(M2M) transformations, development processes and execution platforms. The advantage
of having an MDE process is that it clearly defines each step to be taken, forcing the
developers to follow a defined methodology. MDE allows to increase software quality and
to reduce the software systems development life cycle. Moreover, from a model it is pos-
sible to automatize steps by model refinements and generate code for all or parts of the
application.

MDE provides a useful contribution for the design of trusted systems, since it bridges
the gap between design issues and implementation concerns. It helps the designer to spec-
ify in a separate way non-functional requirements such as security and/or dependability
needs at a higher level of abstraction. This allows implementation independent validation
of models, generally considered as an important assurance step.

The development process cycles are mainly iterative, resulting in different levels of
model refinement from analysis to design. There are implementation platforms that ad-
dress these issues in a specific context (e.g., the MDA standard [32]), but in many other
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Figure 2.3: MDE: Overview on M2M Transformation [3]

contexts, the links between models refined or processed to solve references (to non-existent
elements, elements not referenced, created elements, etc.) are still solved in ad hoc man-
ner, without adequate support from generic technologies.

A M2M transformation specifies mechanisms to automatically create target models
from source models. The OMG defines a M2M transformation as: the process of converting
a model into another model of the same system [3]. As similar definition for a M2M
transformation is provided in [33] as the automatic generation of a target model from a
source model, according to a transformation description. Figure [2.3]shows the conceptual
background on M2M transformations as they are used in MDE.

The Meta-Object Facility (MOF) [34] is a standard defined by the OMG to describe
modeling languages such as the Unified Modeling Language (UML) [35]. Query View
Transformation (QVT) [36], based on the Object Constraint Language (OCL) [37], is an
OMG standard to specify M2M transformations in a formal way, between metamodels
conforming to MOF.

2.4.3 Domain-Specific Modeling Language (DSML)

In software engineering, Domain Specific Modeling (DSM) [38, [39] is a methodology that
uses models to specify applications within a particular domain. A Domain-Specific Model-
ing Language (DSML) is a language that is specifically tailored to the needs of a particular
problem or application domain. Domain experts can understand, validate, modify, test,
and sometimes even develop such languages. DSMLs are frequently used in MDE [40)].
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A language is defined by an abstract syntax, a concrete syntax and the description
of semantics [41], 38, [42]. The abstract syntax defines the concepts and their relation-
ships which are often expressed by a metamodel. On the one hand, the concrete syntax
defines the appearance of the language. A grammar or set of regular expressions is of-
ten used to design the concrete syntax. On the other hand, semantics defines the sense
and meaning of the structure by defining sets of rules. DSM in software engineering is
used as a methodology using models as first-class citizens to specify applications within
a particular domain. The purpose of DSM is to raise the level of abstraction by only
using the concepts of the domain and hiding low level implementation details [39]. A
Domain-Specific Language (DSL) typically defines concepts and rules of the domain us-
ing a metamodel for the abstract syntax, and a concrete syntax (textual, tree-structured,
tabular, diagrammatic, etc.). DSL allow specifying systems in a domain-friendly man-
ner. Most metamodels and/or abstract syntaxes offer one or more concrete syntaxes to
instantiate their concepts. The UML standard, for example, provides concrete syntaxes
with diagrams for different viewpoints, in a graphical manner with icons and links. Other
metamodels, and especially domain-specific modeling languages, often come with a tex-
tual syntax. As we shall see, processes in DSM reuse a lot of practices from MDE, for
instance, metamodeling and transformation techniques.

2.5 Incorporating Security in System and Software
Engineering

In system engineering, security may be compromised on several system layers. Usually,
security is considered when design decisions are made leading to potentially conflicting
implementations. The integration of security features requires the availability of system
architects, application domain-specific knowledge and security expertise at the same time
to manage the potential consequences of design decisions on the security of a system and
on the rest of the architecture. For instance, at the architectural level, security means
having a mechanism (it may be a component or integrated into a component) to protect
the system and its assets. Once a system is designed, it must be assessed to detect and
evaluate risks in order to treat them.

Approaches taking into account security aspects in software/systems engineering are
often considered as Software Security Engineering [43]. In this section, we will analyze
the state-of-the-art of different approaches in software systems security engineering. In
the first section, we will take a look at the integrated approaches taking into account the
engineering life cycle from requirements engineering down to software release. In a second
section, we will analyze more specific approaches in the MDE domain, which are in general
less holistic and are specialized on different phases, such as requirements engineering or
system design.
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2.5.1 Generic Software Systems Security Engineering

For the study of existing general-purpose security engineering approaches, we limit our-
selves to approaches covering a broad spectrum of the development life cycle and proposing
an extensive set of security-oriented activities. We will focus on the three forefront repre-
sentatives, namely Microsoft’s Security Development Life cycle (SDL), OWASP’s Compre-
hensive, Lightweight Application Security Process (CLASP) and McGraw’s Touchpoints,
as they are recognized as the major players in the field. These three secure software
development approaches or processes have been extensively validated, either by usage in
large-scale development projects [44], reviews by security specialized companies [45, [406]
or by being inspired by industrial projects [47]. An overview will also be given on further
standards or approaches.

Microsoft SDL. Microsoft’s Security Development Life cycle [48] is probably the most
rigorous, most tool supported and most oriented towards large organizations (e.g., Mi-
crosoft uses it internally). Microsoft defined this process in 2002 to address security issues
frequently faced in development. It contains an extensive set of (security-oriented) activ-
ities, which can be used as supporting activities in development process models. These
activities are often related to functionality-oriented activities and complement them by
adding security aspects. Proposed activities are grouped into classical development phases
(i.e., Education, Design, Implementation, Verification, Release) to ease the introduction
into existing approaches. Vast guidance, such as detailed description of methods and tool
support is available, enabling even less qualified practitioners to achieve the required out-
come. These guidances go as far down as to give coding and compiling guidelines, which
do not map to process model activities anymore.

CLASP. The Comprehensive, Lightweight Application Security Process (CLASP) [49]
by the OWASP Consortium is a lightweight process containing 24 main security activities.
It can be customized to fit different projects (activities can be integrated) and focuses
on security as the central role of the system. The main focus of CLASP is to support
engineering processes in which security takes a central role. For this approach, the foun-
dations of a secure system are built in the architectural design and focus is given on this
part of the process model. The activities proposed are developed to cover a wide range
of security aspects and are conceived from a security-theoretical perspective and defined
in an independent manner to allow a process designer, wishing to integrate them, a large
field of flexibility. Recommendations are given on how to integrate these activities in an
existing process, but there is no direct mapping and the coordination is less direct than
in other approaches (such as in SDL or Touchpoints). CLASP also offers a rich set of
security support resources, such as an extensive list of security vulnerabilities which can
be used at different checkpoints throughout the process. The drawbacks of the approach
defined by the OWASP consortium are mainly that some activity descriptions, although
crucial for secure software development, fail to give detailed methodological indications,
and the lack of work product descriptions for the proposed activities.

Touchpoints. McGraw’s work [50] is based on industrial experience and has been
validated over time. It provides a set of best practices regrouped into seven so-called
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touchpoints. These touchpoints express the interactions among process developers and
security and how the developer can take into account the security aspects by using the
framework (e.g., Risk Management, Attack Analysis, Code Review, but also Examples
and Basic Security Knowledge). The activities focus on risk management and flexibility
and offer white-hat and black-hat approaches to increase security. For McGraw, risk
management is of elemental importance in software security. The approach tries to enable
this by providing a risk management framework supporting the security activities. In
[47] McGraw offers, in addition to an extensive set of security knowledge and links to
resources, a rich set of examples on security analysis activities and solutions. In giving
general guidelines and adaptive activities, the approach can be tailored to most existing
software processes focusing on the touchpoints of the existing process and the proposed
security enhancements.

2.5.2 Model-Based Software Systems Security Engineering

Model-based software systems security engineering approaches tackle security aspects at
different phases of the development. From the organizational context over requirements
engineering down to system design and implementation, different independent approaches
exist. Several approaches have been proposed in the literature dealing with security
engineering in the requirements phase. Using abuse frames to model and develop the
constraints of security requirements on functional requirements and trust assumptions
is proposed in [51l 52], allowing the extension of problem frames to determine security
requirements. This allows defining security requirements as constraints on functional
requirements and trust assumptions. Another approach for security-oriented requirements
engineering is proposed by extending use cases to misuse cases [53, [54] to elaborate security
threat identification. The idea behind this approach is to describe functions the system
should not allow, eliciting security requirements and the following constraints on assets.

System design model-driven software engineering processes use UML profiles such as
SecureMDD [55], SecureUML [56] and UMLsec [57, 58] providing formal specifications for
verification of security-oriented systems. SecureUML provides a UML profile based on
Role-Based Access Control (RBAC) allowing specifying access control in the overall sys-
tem design. This information can be used to generate access control infrastructures,
helping the developers to improve productivity and the quality of the system-under-
construction. SecureMDD proposes a methodology which allows generating platform-
specific models (e.g., JavaCard) from a high-level stereotyped UML model. In addition
to guidelines in modeling security aspects, the framework offers verification based on
a formal approach on the produced models [59]. UMLsec is a UML profile aiming to
support modeling of security-critical systems. The profile allows expressing security rele-
vant information within the existing model and diagrams and thus taking security aspect
into account in the overall system development. In addition to approaches focusing on
one phase of the development life cycle, one notable holistic MDE approach is given in
the literature. Lee et al. [60] [61] proposed an integration model for integrating security
engineering approaches into software life cycle standards, mapping the concepts of the
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software life cycle [62] to security engineering concepts (a set of concepts collected from
various security engineering approaches). The approach tries to give an understanding
to stakeholders where and when security activities intervene and interact with standard
process life cycle activities.

2.6 Formal Techniques for Specification and Verifica-
tion

Formal techniques [63] refers to mathematically rigorous techniques and tools for software
and hardware system specification, design, and verification. The term ‘mathematically
rigorous’ refers to specifications used in formal methods that are well-formed statements
in a mathematical language, and formal verification that are rigorous proofs of these
statements. A logic is the definition of such a language with a way to decide if a statement
is valid. A formula is a sentence in the language. A formula’s truth can be determined in
one of two ways: syntactically or semantically. A syntactic deduction is a finite sequence
of formulas that begins with an axiom (arbitrary true formula) and proceeds by adding
some inference rule to each formula in the sequence. The semantic approach aims to
provide an intuitive basis for formula definitions of fact. Depending on the application
field, many families of logics have been investigated. Constructive logics are used in
computer science with the aim of generating code from a software specification. Instead
of a value, each formula has a proof that shows is validity (true or false).

In the following sections, we presented an introduction to the logics and formal tech-
niques that will be used in this thesis.

2.6.1 Logics
First Order Logic (FOL)

First-order logic (FOL) [64], also called the quantificational logic, is the “usual” math-
ematical logic. FOL is a logical system for reasoning about properties of objects. The
usage of quantified variables and predicates, in addition to the links between logical com-
ponents, is the main characteristic of first-order logic. We can then formalize sentences
by saying that if  meets the condition P, it also satisfies the property @ for all x.

FOL augments the logical connectives from propositional logic. Propositional logic is
a formal system in mathematics and logic. The system is made of a set of propositions.
Each proposition has a truth value, being either true or false. Propositions can be joined
together using logical connectives to make new propositions :

o Negation: —p o Implication: p = ¢
e Conjunction: p A ¢ « Biconditional: p < ¢

e Disjunction: p V ¢ o True: T
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. operate on ... | ... and produce
Connectives(<, A, etc.) ... | propositions a proposition
Predicates(=, etc.) ... objects a proposition
Functions ... object an object
o False: L
For example :
pV qg=r

is a proposition indicating that p or ¢ implies 7.
In FOL, this system is extended with :

o predicates that describe properties of objects
o functions that map objects to one another

o quantifiers that allow to reason about multiple objects

Predicates. Predicates reason about objects in a declarative way. A predicate is applied
to a set of arguments to form a proposition, which is either true or false.
For example :
is_the_partner_of (personl, person2)

is a predicate indicating that personl is the partner of person?2.

Equality FOL includes a particular predicate = that determines whether two objects
are equivalent. Equality can only be applied to objects; it cannot be used to compare two
propositions.

For example :

personl = person?

is a predicate indicating that personl and person2 are equivalent.

Functions. Functions return objects associated with other objects. Functions, like pred-
icates, can take unlimited number of parameters but always return a single value.
For example :
get_partner(personl)

is a function that return the partner of personi.

Quantifiers. Fach quantifier has two parts: (1) the variable that is introduced, and
(2) the statement that’s being quantified. The variable introduced is scoped just to the
statement being quantified.

Existential Quantifier A statement of the form 3 x - p is true if | for some choice of
x, the statement p is true when that x is plugged into it.
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For example :

Jx - has_a_partner(x)

is a proposition that is true if some x exists such as the predicate has_a_patner(z) is true,
i.e., if some x has a partner.

Universal Quantifier A statement of the form V x - p is true if, for every choice of z,
the statement p is true when x is plugged into it.

For example :

YV x - has_a_partner(x)

is a proposition that is true if for all x the predicate has_a_partner(z) is true, i.e., if all x
has a partner.

Modal Logic (ML)

Modal logic (ML) [65] is another branch of logic that has its roots in philosophy. It
was created to look at the use of the terms “necessarily” and “maybe” in reasoning.
Modal formulas are composed of propositions, which are atomic arguments, and modal
operators, which deal with the concepts discussed above. In this section, we introduce
some fundamental concepts of modal logic.

Uni-modal logic. Given a set P of atomic propositions (i.e., propositions which cannot
be broken down into other simpler proposition) the propositional modal language ML is

defined as :
pu=p| L]y = ¢|0p

where | is the constant false proposition and p € P is an atomic proposition.
The classical boolean and = operators are defined as follows.

p=p=1
01V 02 = (1) = @2
J_E—\T

o1 A P2 = (201 Vo)

[] is called the necessity modal operator. Usually, but not necessarily, ¢ is called the
possibility operator and is defined as ¢ = —[—, the dual of .

Multi-modal logic. A multimodal logic is a modal logic that has more than one prim-
itive modal operator. Given a set P of atomic propositions, the propositional multimodal
language M L,, is defined as :

pu=plLl|le = @0 e..0, ¢
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Normal modal logic. A normal logic is a set £ of modal formulas such that £ contains :
« all axioms of propositional logic
« all instance of the Kripke schema (K) : (A = B) = (0A = 0OB)
and it is closed under the following inference rules
« Detachment rule (modus ponens): A= B, A+ B
o Necessitation rule: - A = [JA

The smallest logic normal logic is called K. Most commonly used modal logics are
extensions of K. These modal logics are obtained by extending the system K with a set
of new axioms. We note a model logic L extending system K with a set w of new axioms
asL=Kpw

In the following, we list some a the most common modal logic obtained by supplement
K with new axioms:

e KD=K®Up=0p
e KT=KélUp=¢
e S4=KT & Up = olp

e S5=S4pUp =000

Modal operator. A modal operator (also known as a modal connective) is a logical
connective used in modal logic. It is an operator that creates propositions out of propo-
sitions. A modal operator is distinguished “intuitively” by expressing a modal attitude
about the proposition to which the operator is applied. Knowledge [66], obligation [67],
and temporal [68] are some examples of use modal operators showing that modal logic is
used today as more general way for various types of concepts.

Ezxamples of common modal operator

Epistemic logic. Epistemic logic is an example of modal logic applied for knowledge
representation. The multi-modal operators reflect the level of knowledge, ignorance and
belief in the possible world. The O, operator written as K, () is translated as “x knows
that ..."

For example, we express in epistemic logic “Bob knows that Alice has a partner” as:

Kpos (has_partner(alice))

Temporal logic. Temporal logic is an example of modal logic applied for propositions

qualified in terms of time. For example, the sentential tense logic has four modal operators
(in addition to all usual operators in first-order propositional logic):
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P: “It was the case that...” (P stands for “past”)

F: “It will be the case that...” (F stands for “future”)

G: “It always will be the case that...”

H: “It always was the case that...”

For example, we express in temporal logic “Bob will eventually have a partner” as:

F(has_partner(bob))

2.6.2 Event-B

For the this research, we decided to use Event-B. We aimed to use a proof-based formal
language for developing our tools, and Event-B met this criterion while also aligning with
the expertise available within our research team.

In this section, we provide a brief overview of the Event-B formalism with the help
of a small example. The example chosen is the traffic light system for a crossroad, as
described in the Event-B Handbook [69]. This system models the state of the traffic
lights at a crossroad, showcasing the main principles of Event-B.

Event-B language

Event-B is a formal modeling language grounded in set theory and first-order logic. It
is both a simplification and an extension of the B formal method. Event-B adopts an
event /state-based approach [70], allowing for the precise definition of system behavior
and properties.

Formally, an Event-B model is defined by a tuple (d; c; A;v; 3; I; Init, E'), where:

o d: carrier sets (data types),

e c: constants,

o A(d;c): a conjunction of axioms defining properties of model data structures,
e v: a vector of the model variables,

e . the model state space defined by all possible values of v,

e I(d;c;v): a conjunction of invariants specifying the properties that must be pre-
served across all states,

o [Init: a non-empty set of model initial states (Init C R) with R the set of all the
possible states of the machine,

E: a set of model events, where each event e is a relation of the form e C R x R.
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Event-B models are divided into two main components: the MACHINE, which de-
scribes the behavioral aspects, and the CONTEXT, which defines the static properties of
the system, such as sets, constants, and axioms.

Variables and invariants are declared in the MACHINE. Variables are strongly typed
using invariants, ensuring correctness. For example, in Listing two variables (cars_go
and peds_go) are declared along with three invariants, stating that the variables are
Booleans and cannot both be true simultaneously.

variables
cars_go
peds_go

invariants
@invl cars.go € B
Q@inv2 peds_go € B
Qinv3 —(cars_.go = TRUE A peds_go = TRUE)

OO U W

Listing 2.1: Variables and invariants
Events in Event-B are defined in the general form:
e £ any [v where ¢ then act end
where:
o [v: local variables of the event,
» ¢: guards (predicates) defining the conditions under which the event can occur,
e act: actions performed by the event.
The guards serve two purposes:
o They type the local variables, and
o They define the event’s conditions.

An event can only be triggered if its guards are satisfied, based on the current state of
the MACHINE.

For instance, in Listing [2.2] two events control the peds_go variable. The set_peds_go
event requires that cars_go is false, ensuring no conflict at the crossroad.

1 event set_peds_go
when

©@grdl1 cars_go = FALSE
then

@actl peds_go := TRUE
end

event set_peds_stop
begin

@actl peds_go := FALSE
end

HOOWOD Uk WN

—_

Listing 2.2: peds_go events
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In contrast, the set_cars event (Listing [2.3]) uses a parameter new_value to update
cars_go. This event demonstrates the use of local variables, which are typed and checked
against guards.

1 event set_cars

2 any

3 new_value

4 where

5 ©grdl new_value € B

6 Q@grd2 new_value = TRUE = peds_go = FALSE
7 then

8 Q@actl cars_go := new_value

9 end

Listing 2.3: set_cars event

Event-B semantics

Event-B semantics is based on the concept of before-after predicates [71], which describe
the relationship between the system’s state before and after an event occurs. A before-
after predicate is expressed as:

3t - (P(t,v) N2’ = F(t,v)) ANy =1

where:

t: temporary variables,

v: system variables that change,

P(t,v): predicates involving t and v,

2’: new values of the changed variables, determined by F(t,v),

y: variables that remain unchanged (y = /).

In Event-B, these predicates are embedded within events, ensuring that the system’s
state transitions preserve all defined invariants. Proof obligations are generated to verify
these transitions and ensure consistency.

Refinement

Event-B employs a top-down refinement methodology to incrementally develop system
models. Refinement involves introducing additional details, such as new variables or
events, while preserving the properties of the abstract model. This approach supports the
concept of correctness by construction, where properties proven at an abstract level are
maintained in subsequent refinements.

For example, in our traffic light system, we refine the variable peds_go into peds_color,
representing traffic light colors (Red or Green). This refinement requires a gluing invari-
ant, such as the one shown in Listing [2.4], to link the abstract and concrete variables.
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variables
cars_go
peds_color

invariants
Qinvl peds_color € {Red, Green}
Q@gluing peds_go = TRUE < peds_color = Green

N O Uk W=

Listing 2.4: Concrete variable and gluing invariant

2.7 Development environment

In this section, we will briefly introduce the technologies that we use in our development
environment to support the approach presented in this thesis through tool support.

2.7.1 Eclipse Modeling Framework

There are several Domain Specific Modeling (DSM) environments, one of them being
the open-source Eclipse Modeling Framework (EMF) [72]. Meta-Object Facility (MOF)
provides an implementation of Essential MOF (EMOF), a subset of MOF, called Ecore2.
MOF offers a set of tools to specify metamodels in Ecore and to generate other represen-
tations of them, for instance Java. In our context, we use the EMF. Note, however, that
our vision is not limited to the EMF platform. Here, we outline the different Eclipse tools
used in the development of the DSL to support the modeling of the Security and De-
pendability (S&D) artifacts, the repository and its Application Programming Interfaces
(APIs). Among the tools used here are cited:

« Eclipse is an open-source software project providing a highly integrated tool plat-
form. The applications in Eclipse are implemented in Java and target many oper-
ating systems including Windows, Mac OSX, and Linux [72].

o MOF is a modeling framework and code generation facility for building applications
based on a structured data model. In addition, EMF provides the foundation for
interoperability with other MOF-based tools and applications [72].

 Rich Client Platform (RCP) plug-in allows developers to use the Eclipse platform
to create flexible and extensible desktop applications upon a plug-in architecture
173, [74].

o Acceleo is a M2T transformation language that is part of the EMF ecosystem. It is
specifically designed to generate textual artifacts (such as code, documentation, or
configuration files) from EMF-based models. Acceleo adheres to the MDE approach
and supports the OMG standard for Model-to-Text (M2T) transformations.
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Figure 2.4: Example of the Eclipse Modeling Framework Ul workspace

Sirius

Sirius is an Eclipse-based open-source framework that enables the specification and
generation of custom graphical modeling workbenches, tightly integrated with the
EMF. It allows users to define graphical editors (diagrams, tables, trees, etc.) for
domain-specific models without having to write low-level graphical code.

Sirius operates on top of EMF metamodels and uses a declarative approach to define
how models should be visualized and edited. The central concept in Sirius is the
Viewpoint Specification Model (VSM), which allows the designer to specify:

— Graphical Representations: including diagrams, node styles, edge map-
pings, and layout rules.

— Model Navigation and Edition: tools for direct editing, creation, and dele-
tion of model elements through the graphical interface.

— Conditional Styling: dynamic adaptation of visual elements based on the
underlying model state.

Sirius is particularly useful in MDE processes where visualization and interaction
with complex models are essential. It promotes separation of concerns by allowing
the graphical representation to evolve independently of the underlying model and
iterative refinement of modeling environments.

In the context of this work, Sirius is used to build an interactive modeling envi-
ronment aligned with the conceptual metamodel, facilitating model construction,
consistency checking, and integration into broader MDE toolchains.



2.7. DEVELOPMENT ENVIRONMENT 29

Figure 2.5: Example of a model diagram representation using Sirius

2.7.2 Event-B Tools

To support the modeling and verification process, a rich ecosystem of tools has been
developed around Event-B, primarily centered on the Rodin Platform. These tools provide
a comprehensive framework for the specification, validation, and verification of complex
systems using Event-B. They enable rigorous development workflows where correctness
can be ensured through both proof and simulation.

In this section, we present the main tools that are used in this work, namely the Rodin
platform and ProB

Rodin Platform

The Rodin platform [75] is an integrated development environment (IDE) specifically
designed to support Event-B. Developed alongside the formalism, Rodin provides a robust
set of tools that facilitate the creation, verification, and validation of Event-B models. It
includes features for defining machines and contexts, generating proof obligations, and
interacting with automatic solvers.

One of Rodin’s key components is its proof assistant, which plays a central role in ver-
ifying the correctness of models. Proof obligations are generated automatically to ensure
consistency, invariant preservation, and refinement correctness. The toolkit integrates
both automatic and interactive proof mechanisms. While most proof obligations can be
discharged automatically using solvers, some require manual intervention. The interactive
proof assistant allows users to apply custom proof strategies or simplify statements to a
point where automatic solvers can handle them.

Rodin also supports multiple extensions that enhance its capabilities. One notable
extension is the Camille text-based editor [76], which provides a flexible and user-friendly
interface for creating Event-B models. Another crucial extension is ProB, which enables
the animation and validation of Event-B models (See Section [2.7.2)).

The combination of Rodin’s core tools and its extensions creates a comprehensive envi-
ronment for modeling and analysis. It bridges the gap between theoretical formalism and
practical application, empowering users to create models that are both mathematically
rigorous and aligned with real-world system requirements. By providing these capabili-
ties, Rodin ensures that Event-B can be used effectively for the specification, design, and
validation of complex systems, making it a vital tool for research and development in
formal methods.
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Figure 2.6: Event-B model representation using Rodin editor

Figure 2.7: ProB UI for the simulation of an Event-B model in Rodin

ProB

ProB is an animator, model checker, and constraint solver for the B-Method, Event-
B, and other formal notations. It is designed to support validation and verification of
formal models through automatic and interactive exploration of their state spaces. ProB
allows users to animate models, find counterexamples to invariants, check refinement
relationships, and detect deadlocks or other inconsistencies.

In the context of Event-B, ProB is integrated into the Rodin platform. ProB comple-
ments it by enabling simulation and model checking capabilities that go beyond deductive
proofs. Through this integration, users can seamlessly switch from proof-based verifica-
tion in Rodin to animation and model checking with ProB, offering a more complete
verification framework.

This combined usage enhances confidence in the correctness of models, especially in
complex systems where interactive proofs may be insufficient or difficult to discharge.
By using ProB alongside Rodin, developers can detect logical flaws early in the model-
ing phase, ensure consistency across refinement levels, and validate properties through
automated techniques.
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2.8 Introduction to the Case Studies

This section contains a brief presentation of the case studies used in this dissertation.
First, we present a college library web application that will be used as an illustration
of the presented concepts throughout the dissertation. Then, we present a smart meter
gateway case study that we will employ to assess our proposed approach.

2.8.1 College Library Web Application

As an illustrative example, we will consider a college library web application system [77],
such as that visualized in Figure 2.8 The web application provides online services for
searching for and requesting books. The users are students, college staff, and librarians.
Staff and students will be able to log in and search for books, and staff members can
request books. Librarians will be able to log in, add books, add users, and search for
books. Informally, among the set of requirements that the software system to build
should fulfill, we will focus on three functional requirements as examples. We specify
them as follows:

o F_Req_1. It should be possible for a user to visualize a book page.
o F_Req 2. It should be possible for the database to transmit data to the webserver.

e F_Req 3. It should be possible for the administrator to write a shared configuration
variable in the database.

e S_Req_1. The data transmitted to the database cannot be read by anyone else
o S_Req_2. The origin of the messages sent by the webserver is correctly identified

e S_Req 3. The data sent to the user by the webserver is the one being received

Figure 2.8: A college library web application example
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We use a UML class diagram to describe the high-level architecture model of the
web application, where software components are represented by classes, and relationships
between these components are represented by associations. Figure depicts the cor-
responding system architecture. For instance, there are implicit design decisions that
links three entities (Webserver, Database, and Administrator) that collaborate in order
to ensure that the application has clearly defined the user types and the rights of the said
users. However, effective realizations of these connections are not modeled in the UML
class diagram; they may be subject to certain changes and/or adaptations (e.g., new so-
lutions, deletions, modifications of realization), verification (e.g., formal verification) and
reuse (e.g., in the same domain or across domains) while the structure of the main soft-
ware architecture can be maintained. Each connector represents a communication pattern
which rigorous software developers, mainly architects, would like software modeling and
analysis languages to easily express.

Figure 2.9: A UML description of the high-level architecture of the college library web
application example

2.8.2 Smart Meter Gateway

As a case study, we use a smart meter gateway, which is a simplified version of a real
Gateway Protection Profile [4] that enables connecting to several meters for different
commodities, such as electricity, gas, water or heat, and communicating data with remote
entities in a Wide Area Network (WAN) or Home Area Network (HAN). The system
is depicted in Figure The meter in the Local Metrological Network (LMN) is an
electricity meter that is located in the same housing as the Gateway. The electricity
meter communicates measurement information with the Gateway. The main function of
this system is to ensure that the measurement information is processed in the gateway and
exchanged with (1) the remote readout center (Rrc) in the WAN acting as an authorized
external entity, and (2) with a customer in the HAN acting as a Consumer.

Below, we describe several selected cases of the smart meter system, presented as a
set of functional and non-functional requirements.
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Figure 2.10: Actors and roles in the smart meter gateway scenario [4]

1. F_Req_1. Exchange measurement data on consumed commodities: (1) Gateway
sends command to read data from the meter; (2) meter sends requested data to the
Gateway; and (3) Gateway processes and stores data.

2. F_Req 2. Exchange measurement data and information on actual consumption: (1)
Rre sends command to read measurements from the Gateway and (2) Gateway sends
measurement information to the Rre.

3. F_Req 3. Exchange information on actual electricity consumption and total amount
of energy consumed: (1) Customer sends command to read measurements from the
Gateway and (2) Gateway sends measurement information to the Customer.

4. S_Req_1. The data transmitted to the Gateway cannot be read by anyone else

5. S_Req_2. The origin of the messages sent by the metering components is correctly
identified

6. S_Req_3. The data sent to the Gateway is the data received by the Gateway
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3.1 Introduction

The need for higher quality tools to support the development of secure systems is contin-
uously increasing. Nowadays, secure practices must be implemented in more and more
domains that did not traditionally deeply consider security concerns. New recommen-
dations for the specification and verification of secure systems should be considered to
ground security engineering on two pillars: solid theory and proven principles. We seek to
focus these two pillars towards the development of a formal tool focused on the descrip-
tion and analysis of architecture models that can be incorporated in traditional system
development lifecycles (SDLCs).

Considering the context stated in Section [1.1] and the research goals stated in Sec-
tion [1.4] this chapter outlines the state-of-the-art of academic and industry practices in
two domains of research, Software Engineering and Security Engineering. We give an
overview of the existing work in these two domains. Section details existing work
on different approaches in software engineering and covers works on MDE and formal
methods for developing software architectures. Section focuses on the security aspect
of software engineering describing SDLCs for developing secure software systems. It also
covers MDE and formal methods applied to developing secure systems. Lastly, Section 3.4
positions our proposed contributions in the state-of-the-art.

35
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Figure 3.1: Royce iterative waterfall SDLC

3.2 Engineering Software Systems

Early on in the world of developing large and complex software systems, the need of clear
and simple method to produce big infrastructure was apparent. At a NATO conference
in 1968, MD Mcllroy made an address that is considered the basis of component-based
engineering [78]. It initiated what was called the software crisis [79] which arose because
the capabilities of the computers grew faster than the means to produce software for
them. As such the concept of components was created as a way to reduce the complex-
ity of the productions. Components are used as independent architectural entities that
communicate between them using interfaces.

Our focus is on the architectural design of computer systems. A well-known system
development lifecycle (SDLC) is the Royce iterative waterfall. As shown in Figure [3.1]
the architectural design of a system takes place at the early stages of production. It is our
belief that security concerns should be addressed early in production. In our approach we
aim to address part of the first three phases of this SDLC mainly focusing of the analysis
and architecture design following the requirements.

3.2.1 Software Architecture Design

Recently there has been a shift when it comes to software architecture design [80]. This
shift integrates multiple paradigms instead of separating them, namely, component-based



3.2. ENGINEERING SOFTWARE SYSTEMS 37

development [81], model-driven engineering [82] and formal methods [83]. Many descrip-
tion languages and formalisms have been proposed in the literature to model complex
distributed systems by using this approach of multi-paradigms. These works aimed to
capture the communication, concurrency, and non-functional properties of the compo-
nents of given systems.

The literature around Component-Based Systems (CBS) focuses on the description of
the interaction between components. Shin et al. [84] proposed a software product line
approach by modeling the variability of secure software connectors and to promote con-
nector reusability, while Bures and Plasil [85] modeled four basic component interaction
types, namely message passing, remote procedure calls, streaming, and blackboard. This
paper sets the basis for the theoretical aspect of our work, and we present a metamodel
that is an interpretation, in part, based on these foundations. It shows the complexity of
the interactions that exists when working on the communication in the context of CBS.
It shows that clear and formal specifications of such behaviors is needed to study such
systems.

The real-time aspect of embedded systems was studied by Neto et al. [86]. In this work,
the authors provide a multi-platform framework (MARTe) that differentiates hardware,
algorithm, and the system configuration. Czarnecki et al. [87] presented a method to
represent ports using a UML notation. This approach reduces the possible semantic
ambiguities when using composite ports and supports reuse. By using a description
that associates connectors as simple links between ports, these papers differ from our
interpretation which is closer to how components are represented. We describe component
behavior independently which allows us to create libraries of connectors using different
paradigms or protocols.

3.2.2 Model-Driven Engineering Approaches for Engineering
Component-Based Systems

Models manifest in diverse forms across various contexts within the realm of software
engineering. Their principal function is to tailor the representation of complex systems
by presenting essential information that may be of interest to the user. MDE is a form of
generative engineering, in which all or a part of an application is generated from models.
MDE aims to reduce the overall complexity of describing system by using different levels of
abstraction [7], thereby promising to improve their quality and reduce their development
life cycles. By creating models of the desired system instead of directly working on the
system, we create an approach that is reusable and easy to discuss and modify before
extensive implementation. In this work, we aim to create a model-based approach that
will allow for the description of CBS using formal methods.

In software engineering, UML stands as the industry standard for visualizing, specify-
ing, constructing, and documenting software systems [88]. It provides a graphical language
to describe systems interactions. It is a flexible language that can be updated or extended
to follow the pace of change in software development.

Following the use of abstraction in computer engineering and more modern languages,
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Schmidt [7] proposed a model-driven approach as a means to address platform complexity
that was growing and might reach a ceiling at the time. Hutchinson et al. [89] worked
on the deployment of model driven methods in the industry and the requirements this
method needs for a successful use in a professional setting. These works show that the
use of MDE is needed both in theory and practice. The growth of complexity of computer
systems in recent years confirm that the abstract nature of MDE is an advantage.

Gossler and Siffakis [90] proposed a multi-level framework for the description of CBS.
They used a very simple definition of component only describing what action they can do
and the interaction they can have with other components. By using this definition, they
described the requirements that the components must follow for a seamless integration
despite the Heterogeneity of their behaviors. This paper aimed to reduce the complexity
of designing CBS by creating models and their requirements. This abstract representation
of components allows for an easier description, and as such reduces the complexity of the
resulting model and architecture. However, this work only focuses on the structural aspect
of CBS and does not touch upon the communication aspect.

Goos et al. [91] proposed a metamodel-based approach to describe models using UML.
In doing so, they created an abstract and concrete syntax, as well as a semantic domain
to allow for the creation of intelligent tools that can be generated based on the resulting
specifications. Kounev et al. [92] introduced an MDE-based approach to model CBS using
event-based communication to enable interactions between components. The approach
is applied for the modeling and performance prediction of event-based system at the
architecture level. These papers show that a separation of an abstract and concrete
semantics, as well as an event-based approach can be used to model CBS. In this proposed
work, we aim to use both abstract and concrete semantics applied to an event-based
language to model architectures.

3.2.3 Formal Methods for Engineering Software Systems

In addition to the approaches presented in the previous sections, different formal languages
have also been used in engineering software systems and in the architecture design stages.
Process algebra has been used in different forms to describe systems. Milner [93] presented
a comprehensive method to describe distributed systems using Calculus of Communicating
System (CCS) and extended that language later as m-calculus [94] to describe changing
systems, Hoare [95] used Communicating Sequential Processes (CSP) to show that the
input, output and concurrency of components can be manipulated as primitive of CBS.
Bergstra and Klop [96] studied synchronous system using Algebra of Communicating
Processes (ACP) based on the previous work of Milner. Using process algebra as its
basis, Ferrara [97]) created a framework dedicated to the design and validation of web
services called LOTO. Aside from process algebra, automata are also used to describe
systems. Alur and Dill [98] used timed (finite) automata to describe the behavior of real-
systems. Kaynar et al. [99] described a complete theory of I/O automata for the behavior
of distributed system. Beek et al. [I00] extend the theory of I/O automata incorporating
process algebra. This allowed to describe and validate properties both at the structural
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and behavioral level.

A general methodology for the specification of CBS was presented by Allen and Gar-
lan [I0I]. It uses formal semantics based on a subset of CSP to describe architectural
connectors. This work focused on the interactions between components. While this paper
showed a general and adaptable approach to CBA using custom notation and definitions,
it lacks the tool support to verify the overall correctness of the approach which makes it
difficult to use in practice. Ke et al. [I02] proposed a new method (rCOS) that focuses on
the integration of Model-Driven Architecture (MDA) in existing development processes
and its integration at the different stages. It also describes the verification and validation
process in this method. This paper introduced a formal tool that allow for the specifica-
tion and validation of component-based systems, but the constraints put on the behaviors
of the components fail to represent the variety of behaviors that exist.

Alloy has been used as a model checker formal language to study CBS. Khosrav et
al. [I03] used it to model and analyze Reo connectors. Alloy has also been used by
Rouland et al. [I6] to formally specify component-port-connector systems by representing
connectors not only as links between components, but closer to components where they
are able to simulate different behaviors and create a library of reusable connectors. In
this paper, properties of the connectors and overall behaviors are verified using model
checking tools. This approach is interesting to detect flaws in the system specifications,
but lacks definitive answers that proof-based methods can provide.

In this proposed work, we choose to use Event-B as the formal language for the design
and analysis of component-based software systems. Event-B has been used a lot in the
research world over the years and we can find several works on CBS. Mammar et al. [104]
presented an approach to describe CBS. Their work focuses on composites where they
describe a set of components as one bigger component like a white box, and the correct
construction of CBA using those composites, More specifically, the work focusses on the
structural aspect of the construction. We can also find work focusing on more concrete
component-based systems using Event-B. For example, Bodeveix et al. [105] focused on a
variability-aware component model to test the structural correctness of systems obtained
by the formal application of patterns. Babin et al. [106] studied the verification of com-
pensation for web services to formally verify their behaviors. Graiet et al. [107] worked
on the verification and deployment of elastic component-based applications, as well as
the verification of dynamic composite services [I08]. Regarding the deployment aspects
of CBS, Attioghé [109] used Event-B to check correctness of deployment of a CBS on a
deployment environment modeled as a set of nodes hosting the components. These papers
show that the specification and verification of CBS using Event-B is possible. They also
cover both small and large scale models from a specific system specification to a whole
process. These papers often focus on either structural or behavioral aspects but fail to
present both in a single model.
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3.3 Engineering Secure Software Systems

As critical systems play an increasingly central role in modern infrastructure, research
efforts have intensified to identify processes that facilitate the development of secure soft-
ware systems. In this section, we present an overview of general approaches to integrating
security within the SDLC. Additionally, we review key research contributions that explore
the integration of security concerns with various methodologies, including MDE and for-
mal methods.

3.3.1 Secure Development Processes

Engineering secure software requires the use of reliable and trusted system development
processes. We will limit ourselves to existing general purpose security engineering ap-
proaches that cover a broad spectrum of the SDLC. In this category, three representatives
are widely acknowledged as the primary figures in the domain, namely Microsoft’s Secu-
rity Development Lifecycle (SDL), OWASP’s Comprehensive, Lightweight Application
Security Process (CLASP) and McGraw’s Seven Touchpoints. Each process has been ex-
tensively validated, either by security specialized companies [45] [46] or by large industrial
projects [110], [111].

Microsoft SDL. Michael Howard and Steve Lipner presented the Microsoft Security
Development Lifecycle (SDL) [I12]. This process is composed of seven stages: training,
requirements, design, implementation, verification, release and response. It follows a more
traditional SDLC (Waterfall, V-model) from the training of the organisation employees to
the response in case of an attack on the deployed system. It follows a threat analysis pro-
cess following the STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, Elevation of Privilege) approach [113].

CLASP. Open Worldwide Application Security Project (OWASP) and its Comprehen-
sive, Lightweight Application Security Process (CLASP) [114] moves the security analysis
of the system in the early stage of development. It divides the security process in ac-
tivities and resources. It contains 24 main security activities that can be integrated to
fit different projects. It focuses on security as one of the main aspects of the project. It
ranges from, an awareness program that aim to train project member to consider security
as a project goal, to the publishing of security guideline aimed at the product users. The
activities span at every stage of a product lifecycle and their execution are left open to
the different to the modeller’s perspective. This SDLC have some drawbacks however,
the activity description fails to give detailed methodological indications which is crucial
for secure software development.

Seven Touchpoints. The Cigital’s Seven Security Touchpoints approach [I11] is a
review of industrial experience and has been validated over time. The touchpoint approach
includes both “negative” (i.e., attacks, exploits, software breaking, etc.) and “positive”
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(i.e., design, defence, etc.) approaches to security and the activities associated with them.
The seven touchpoints are (i) code review, (ii) risk analysis, (iii) penetration testing, (iv)
risk-based security tests, (v) abuse cases, (vi) security requirements, and (vii) security
operations. This SDLC provides activities focuses on risk management and flexibility, and
provides a framework supporting to support these objectives. The touchpoint activities
can be tailored to most existing projects.

These secure SDLCs answer a need for a clear process when developing a secure system.
All three of them include activities that span from the first design to the operational
aspects of secure system development. Activities introducing the architecture of such
systems mark the foundation of projects and as such must be addressed with a high level
of assurance. Our work aims to use proof-based formal methods in these activities such
that security, architecture, and formal methods experts can work together in achieving a
high level of assurance.

3.3.2 Model-Driven Engineering Approaches for Engineering Se-
cure Software Systems

As mentioned in Section [3.2.2] MDE is extensively used in software development. This
use does not only focus on functional requirements of a system but can be extended to
non-functional requirements such as security requirements. For example, we can find two
extensions of UML dedicated for security purpose SecureUML [I15] and UMLsec [I16].
These extensions aim to create a modeling support of systems intended for security con-
cerns (i.e., access control...). Our proposed work aims to provide a modeling language to
integrate security into system development to design secure systems.

In a recent systematic review of model-driven approaches for safety-critical and security-
critical software systems, Mashkoor et al. [I17] managed to extract 143 publications rel-
evant in this domain. In this systematic mapping we can see that while significant work
has already been published mainly proposing new approaches for describing risks, MDE-
based approaches for dealing with security is still in its infancy. In their conclusion, the
authors call for an advancement in tool and methodology development in which we aim
to contribute with this proposed work.

Despite MDE-based approaches for dealing with security still in its infancy, several
researchers have aimed to build secure architectures using MDE principles. Glésser et
al. [118, [1T9] used Abstract State Machines (ASM) to help design architectures with safety
and security in mind. ASM is a method that allow for the specification and analysis of
real work problems by describing them as a set of entity and actions using a state-based
approach. This description can then be transformed into usable code that can simulate
the system. In this case, security requirements were introduced into this model and then
tested using the resulting code. In this paper, the models represented the decision support
for marine operations and were not focused on distributed systems.

Best et al.[120] used UMLsec for the analysis of a distributed information system of
a car manufacturer. This work aimed to create a clear annotation of the critical area of
the system and create a better understanding of its possible issues. This paper showed
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an industrial application of modeling languages. However, despite providing a better
understanding of the system, the approach did not propose any potential solutions to the
issues detected.

Casola et al. [121] used threat modeling to develop and test a methodology to build
secure DevOps pipelines. They focus their approach on a set of models to detect potential
threats as well as the security controls that can help mitigate them using a reusable
library. This paper showed the lack of security driven development for DevOps pipelines
and provided a threat modeling based approach to solve this issue.

Bouhziz et al. [122] used a model-driven approach using UML to integrate security
patterns into CBS. They focused their approach at the design phase and aimed for an
approach that can be used by non-security expert. This paper uses a similar approach
to our proposed work in order to offer non-security expert tools to implement security
solutions. However, their approach only uses UML notations for the design and lacked
the formal solution we target in the proposed work.

3.3.3 Formal Methods for Engineering Secure Software Systems

The formalization of security concerns aims to build systems with strong security guar-
antees and resiliency to security threats. Formal methods aim to achieve a high level of
assurance by providing proofs of the compliance to certain security properties. Kulik et
al. [123] performed a survey of the use of formal methods in aspects of cyber security by
splitting them into three categories: theorem proving, model checking, and lightweight
formal methods. This work concludes that while formal methods may not be able to de-
tect new security concerns, it can formalize and study even complex attacks. It also shows
that the steep learning curve and lack of complete tool support hinder the use of theorem
proving formal methods. This review shows that while the need for formal methods in
safety-critical systems outlined by Landwehr [124] has improved over the years, it still
requires some additional research, especially in proof-based methods.

As outlined in the survey, more than 30 years ago Burrows et al. [125] pioneered
the use of formal methods applied to security. It created some basis on the use of formal
methods applied to security protocols by answering a set of simple questions such as “Does
this protocol work?”, “Can it be made to work?”, etc. The authors introduced the BAN
(Burrows—Abadi-Needham) logic as a set of rules to define and analyze communication
protocols and applied it to authentication protocols as a way to answer those questions.
In more recent work, Rodano et al. [83] presented an axiomatic approach to security
properties using first-order logic. By integrating these axioms into the CORE tool filters
and Innoslate (a cloud-native, model-based systems engineering solution) they were able
to validate modeled architecture in different tools using the same formal representation.
These papers show that the use of formal methods to specify and describe security aspect
of communication has applications. Contrary to our proposed approach, these works focus
mainly on the data transfer aspect of communication while we introduce a representation
of the underlying behavior of connectors as part of our modeling.

Oheimb and Modersheim [126] introduced a formal specification tool named ASLan++
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that specializes in the specification and analysis of distributed systems. This language
uses an entity and agent specification close to what any object-oriented language may
provide with classes. It uses model checking to verify security goals and security properties
described with first-order logic in order to verify the validity of the system modeled.
In their paper, Kindler et al. [127] proposed a composite approach to formal methods.
Instead of relying on a single formal analysis they build a component tool designed to
take input from different formal modeled in the form of a scenario. This approach allows
for both a formal application of multiple formal methods but also to present the results
hiding the underlying complexity to the user. These papers show that integrating formal
methods in more complete tools and framework produce better results than a single formal
model. In our work, we aim to place formal models in the center of complete framework;
not simply as an input.

Following their architectural representation of component-based systems in Alloy,
Rouland et al. [16] used the architectural model as basis to represent security threats
in Alloy [I5] as well as libraries of policies that mitigate those threats. A following work
using the Coq proof assistant [128] aimed to represent the relationship between security
policies and objectives in a component based system using message-passing communica-
tion. This work uses the mathematical foundation of Coq to represent those relationships
as formulas and proves them in a semi-interactive manner. These works set the theoretical
basis and practical possibility of our proposed approach. We aim to integrate Event-B
as the language of choice to answer some of the limitation that appeared in their work
(state explosions, etc.) and go further by integrating those results in a more complete
theoretical and practical framework validated using recognized examples.

Among formal methods Event-B has also been used in the context of security engineer-
ing and for the modeling and analysis of security using the capabilities of its proof-based
method. Laibinis et al. [129] used Event-B to simulate attacks on communication pro-
tocols using initial knowledge and protocol primitives to gain access to critical data and
use the potential attacks to propose changes preventing them. They model the proto-
col primitives as constants in the Context. The knowledge of every actor is a function
mapping every actor to the bit of knowledge it has at a point of time. Finally, the
protocol is animated by events allowing to execute every primitive with its respective
conditions stated in the Context as axioms. Benaissa and Mery [I30] created guidelines
to formally describe communication protocols to support cryptography key establishment
using Event-B. They used refinement to introduce the attacker’s action and to identify
potential vulnerabilities. They applied these guidelines to the Needham-Schroeder public
key protocol and the Blake-Wilson-Menezes key transport protocol. They use events to
represent the transitions of the protocols as well as the actions that an attacker could
perform on the system. Invariants are used to specify and verify the protocol’s properties.
Rivera et al. [I31] worked on an open problem of the Tokeneer system funded by the
National Security Agency (NSA). They use this problem to build a model in Event-B and
generate Java code using EventB2Java plug-in to both verify security properties of the
system and also demonstrate the possibility of creating a prototype of the system backed
by the formal specification. Guards are used to model security “properties” (constraints)
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constraining the system to ensure that the model respect the security objectives of the
original project. Invariants are added to prove the validity according to the requirements.
These papers focus on the specification of known vulnerabilities and protocols and not
architectural aspects.

Hoang et al. [132] specified access control using an illustrative example. They described
the functional and security aspect of their model separately and then used machine com-
position to merge both aspect into the same machine. Therefore, they verify the security
hypothesis in the composed model. Security properties of the system are represented as
invariant backed up by the model guards and events. Gawanmeh et al. [I33] described
an approach for group key secrecy and used refinement to verify forward secrecy as well.
Secrecy properties are modeled as invariants in the model and backed up by the guards
and events. These papers manage to represent security properties in component-based
systems, but they did not apply any architectural concerns and only work in isolation.

3.4 Positioning

With the rise of multi-paradigms integration in software engineering and the rising con-
cern for computer security, our work aims to provide support for specifying systems at
various level of abstraction. By combining model-drivel engineering and formal methods
we offer both a flexible and verifiable view of communication for component-based sys-
tems. In contrast to our work, other modeling and formal languages for capturing the
communication and non-functional requirements of complex distributed systems do not
directly provide such a simple and understandable view or a level of assurance reaching
proof-based methods.

As far as we are aware, none of the approaches outlined in Section incorporate
the validation of security solutions into the MDE refinement process of the application.
Unlike other formal security engineering methods [124], 134 [135], our work is designed
around the desired security properties and associated assumptions and not the attacks
nor threats.

In Table we provide an overview of the relevant work outlining the themes studied
and tools used relevant to our work. It outlines work presented throughout this chapter
and includes whether the publication uses formal methods and what language was used,
if it is designed to support reuse, if it covers security or architectural concerns, if it comes
with some sort of tool support, and finally whether it uses a Domain-Specific Language
(DSL). Table provides an overview of the references using formal methods with the
type of formal methods used and the specific language used. Table|3.3|shows the references
with a focus on security and their focus.

In this work, we propose a metamodel for the description of security in the context
of a component-based software architecture and message-passing communication, aug-
mented with a formal interpretation in Event-B. Concretely, in our work, we provide a
formal support for the specification and analysis of policies (i.e., security solutions), ob-
jectives (i.e., security problems) and the relationships between them, thereby supporting
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the principles of security-by-design in a well-documented SDLC. The resulting Event-B
model will describe the functional and security aspects (structural and behavioral) of a
software architecture and enable these aspects to be specified and verified at different
levels of abstraction.

Table 3.1: Related works relevance to this thesis and our positioning

Publication

FM

Language(s)

Reuse

Security

Architecture

Tool

Bures et al. (2004) [85]
Kounev et al. (2013) [92]
Neto et al. (2010) [86]

SOFA
Diagram, QVT-O
BaseLib2, CINT C++

Schimidt et al. (2006) [7] UML
Goos et al. (2002) [91] UML
Milner et al. (1980) [93] CCS
Hoare et al. (1978) [95] CSp
Bergstra et al. (1984) [96] ACP
Milner et al. (1992) [94] Pi-calculus
Ferrara et al. (2004) [97] LOTO

Alur et al. (1994) [98]
Kaynar et al. (2011) [99]
Beek et al. (2003) [100]

Timed automata
I/O automata
Team automata

TR AU XXX IR XN %

DSL
v X X X v
X X X X X
X X v v v
X X v X X
X X X X X
v X X X X
v X X v/ X
v X X X X
v X X X X
v X X v X
v X X X X
v X X X X
v X X X X
Allen et al. (1997) [101] v WRIGHT, CSP X v X X
Ke et al. (2012) [102] v RCOS X v v v
Rodano et al. (2013) [33] v COREScript X v 4 X
Khosrav et al. (2008) [103] v Alloy X v v X
Rouland et al. (2020) [16] v Alloy X v v X
Mammar et al. (2021) [104] v Event-B X X v X
Bodeveix et al. (2018) [105] v Event-B X v v X
Babin et al. (2015) [106] v Event-B X v X X
Graiet et al. (2017) [I07) v Event-B X v v X
Attiogbe et al. (2016) [109] v Event-B X v X X
Graiet et al. (2013) [I08] v Event-B X v X X
Shin et al. (2018) [’4] X Pseudo code v X X X
Landwehr et al. 1981() [124] v Automata X v X 4 X
Burrows et al. (1990) [125] v | Automata/custom logic | v v X X X
Oheimb et al. (2011) [126] v ASLAN++ v v X v v
Hutchison et al. (2006) [127] | Petri Nets X v v 4 X
Howard et al. (2006) [112] v Event-B X v v v X
Laibinis et al. (2016) [129] v Event-B v v X 4 X
Benaissa et al. (2010) [130] v Event-B X v X X X
Hoang et al. (2009) [132] v Event-B X v X X X
Rivera et al. (2016) [131] v Event-B X v X 4 X
Gawanmeh et al. (2012) [I33] | v Event-B v v X X X
Proposed work v Event-B, UML v v v v v
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Table 3.2: Related works with focus on Formal Methods

Publication Type Language(s)
Milner et al. (1980) [93] Process Algebra CCS
Hoare et al. (1978) [95] Process Algebra CSpP
Frappier et al. (2008) [136] Process Algebra ASTDs
Bergstra et al. (1984) [96] Process Algebra ACP
Milner et al. (1992) [94] Process Algebra Pi-calculus
Ferrara et al. (2004) [97] Model Checking LOTO
Alur et al. (1994) [98] Timed Automata Timed automata
Kaynar et al. (2011) [99] I/O Automata I/O automata
Beek et al. (2003) [100] Team Automata Team automata
Allen et al. (1997) [101] Architecture Description WRIGHT, CSP
Ke et al. (2012) [102] Proof-based RCOS
Rodano et al. (2013) [83] Proof-based COREScript
Khosrav et al. (2008) [103] Model Checking Alloy
Rouland et al. (2020) [16] Model Checking Alloy
Meéry et Singh (2011) [I37] Proof-based Event-B
Mammar et al. (2021) [104] Proof-based Event-B
Bodeveix et al. (2018) [105] Proof-based Event-B
Babin et al. (2015) [106] Proof-based Event-B
Graiet et al. (2017) [107] Proof-based Event-B
Attiogbe et al. (2016) [I09] Proof-based Event-B
Landwehr et al. (1981) [124] Model Checking Automata
Burrows et al. (1990) [125] Custom Logic Automata/custom logic
Oheimb et al. (2011) [126] Model Checking ASLAN-++
Hutchison et al. (2006) [127] Petri Nets Petri Nets
Graiet et al. (2013) [108] Proof-based Event-B
Howard et al. (2006) [T12] Proof-based Event-B
Laibinis et al. (2016) [129] Proof-based Event-B
Benaissa et al. (2010) [130] Proof-based Event-B
Hoang et al. (2009) [132] Proof-based Event-B
Rivera et al. (2016) [131] Proof-based Event-B
Gawanmeh et al. (2012) [133] Proof-based Event-B
Proposed work Proof-based Event-B, UML

Table 3.3: Related

works with focus on Security

Publication

Security Focus

Subject

Shin et al. (2018) [84]
Landwehr et al. (1981) [124]
Burrows et al. (1990) [125]
Howard et al. (2006) [112]
Laibinis et al. (2016) [129]

Benaissa and Méry (2010) [130]

Rivera et al. (2016) [I31]
Gawanmeh et al. (2012) [133]
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Threats
Objectives
Threats
Vulnerabilities
Protocols
Vulnerabilities
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Information disclosure
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Threat analysis in SDLC
Detect harmful scenarios
Cryptographic Protocols
Tokeneer Challenge
Group Key Protocols

Proposed work
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CIAAA
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4.1 Introduction

In this chapter, we introduce our general conceptual vision to study security at the archi-
tectural design level from the positive view (i.e., objective) in the context of component-
based software architecture development. To implement this vision, we propose a method-
ology for the creation of a design and analysis framework, and provide guidelines on how
the resulting methodology can be integrated to develop secure systems within existing
SDLC methodologies. This chapter is organized as follows: Section {4.2| presents the
conceptual vision used by our research team and the basis for the methodology of this
work. In this chapter we will present the application of our conceptual vision into a clear
methodology applied to the security of CBS using formal methods. Section described
the overall methodology proposed for the creation of the design and analysis framework.
Finally, Section 4.4] presents the integration of our work into an existing SDLC.

4.2 Approach Conceptual Vision

Security concerns are becoming increasingly important as critical software-intensive sys-
tems become more widespread. Our goal is to develop a methodological tool support for
the design and analysis of such concerns and describe them as quality attributes of the

47
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systems. With reuse as our priority, our hypothesis is that the creation of models and
tools for analysis will help in the development of better, well-designed secure systems.

Our general conceptual vision shown in Figure [I.1] is refined into Figure [4.1] to reflect
the security concerns we aim to address.

Theoretical level

Conceptual model )

L . formalize i )

for security in message passing Semantic domain
distributed system

threats, policies )

(Component-based architecture,
message passing, security objectives,

Development level support
Security DSL
for formalize Tooled semantic domain in
component-port-connector Event-B
architecture

Figure 4.1: Conceptual vision applied to security

Our conceptual vision is based around four central aspects:
1. Separation of concerns

2. Model-driven approaches

3. Formal techniques

4. Component Based Software Engineering (CBSE)

The separation of concerns is based on the actors in a development process. Figure [4.2
show the relations between all the actors and the different components of the framework.
The goal is to provide every actor with tools in which they are knowledgeable, as well
as a complete framework that allows them to add their expertise into the project in a
controlled and formal way.

In this vision, a separation is established between domain-independent modeling and
system-specific development. Domain experts—such as distributed systems specialists,
security analysts, and analysis experts—are responsible for creating reusable models that
capture communication patterns, security properties, and analysis strategies. These
reusable artefacts are then employed by system architects and software developers to
construct software architecture models and associated security analysis artefacts. The
resulting analysis provides feedback on potential vulnerabilities or security weaknesses,
enabling iterative refinement of the software architecture to ensure the development of a
secure system. The architect work is assisted by the different experts in order to produce
the best architecture model.



4.3. METHODOLOGY FOR THE CREATION OF A FRAMEWORK 49

assists
defines Soft
""" oftware i
it uses designs
Com’\Tudm::atlon Architecture 9
Distributed odels Model
i Systems Expert Architect
: analyses
; Security Models Security Architecture |,
I defines y generated Analysis Artefacts
from uses
Security Expert resulted
interprets from Software
Developer
— Analysis Models Security Analysis
implements
uses

Analysis Expert

Figure 4.2: CBSE Process for Security engineering: An instance of the involved Stake-
holders

4.3 Methodology for the Creation of a Design and
Analysis Framework

In this section, we propose an implementation of the conceptual vision introduced in
Figure [1.1] applied for the architecture and security concerns as described in Figure [4.1}
Then, we describe a set of guidelines for the integration of the methodology in existing
software production methodologies.

The proposed methodology supports the design and analysis of software architecture
and concerns, as well as the introduction of security concerns in the form of objectives.
The goal is to capture both functional and non-functional requirements of the system
architecture and provide a reusable model in Event-B to study them. The use of formal
methods enables the verification and analysis of potential security issues in the system.
As depicted in Figure [£.3] the methodology is composed of several steps and activities,
which are described below.

4.3.1 Modeling Framework Development Process

As depicted in Figure [4.3] we consider both the theoretical and development activities for
the architecture and security viewpoints.

Theoretical Level. We begin by developing a software architecture metamodel capa-
ble of representing the functional requirements of the architecture. Then as an extension
of this metamodel we construct a security objectives metamodel. This metamodel is
built in a way that it allows for the creation of a semantics to describe formally security
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Figure 4.3: Methodology for the creation of a design and analysis framework

objectives and apply them to the architecture.

Development Level. After constructing the security objective metamodel and se-
mantics, we formally specify a Domain-Specific Language (DSL) to describe the model.
Then the metamodel is implemented in Event-B in a proof based fashion using its tools.
By following the semantics defined in the theoretical level, we are able to formalize se-
curity objectives that are regrouped in libraries for reuse. Finally, security mechanisms
are developed to answer those objectives and are grouped in the same libraries as the
objectives.

4.3.2 Application Development Process

Once the modeling framework is developed it can be used in the context of an application.
First, the architect must create the architecture of the application using the architecture
metamodel. Then, the security requirements of the applications are modeled using the
DSL alongside the functional architecture. This representation is then translated auto-
matically in Event-B and the proof assistant of Rodin can detect possible security issues
through undischarged proofs. These issues can be solved by incorporating mechanisms
which at the end gives us a trustworthy secure system.

4.4 Supporting Security-by-Design within the SDLC

As shown in Figure4.3] our approach is meant to be integrated into SDLC as an extension.
In this section, we present one example of how to integrate our approach into a standard
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process.

Our approach focuses on the relation between the requirements and the architecture.
We believe that both functional and non-functional requirements should be studied as
soon as possible to detect and correct potential requirements that are not satisfied by
the architecture. We build a concrete architecture by instantiating the abstract meta-
model for an application application-specific distributed software system. The functional
requirements of the system are then verified by the primitive connectors of the model.

In Figure[£.4] we describe an example on how to integrate our approach into the Royce
iterative waterfall SDLC. The activities defined in Section [4.3| come as a supplement to
the existing phase as follows: (1) The requirements specification is extended with the
“Formalize the (New) Libraries for reuse” activities. These activities concern the modeling
framework development process and should only be done if a new interaction type is
needed to be added in the framework, i.e., if a needed communication requirement is not
already defined in the framework libraries. (2) The architecture design is extended with
the “Model Software Architecture” and the “Analysis / Incorporate by Reuse” activities.
The goal of these activities is to ensure that the software architecture model satisfies the
desired properties for the designed system. (3) Finally, if we determine that the system
design does not satisfy the desired properties, we take action to revisit the requirements
or controls of the system. In this way, we can iterate over the requirements specification
and architecture design phases of the SDLC to revise and improve the architecture design
of the system.
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5.1 Introduction

In this chapter, we introduce a model-based approach for the design of CBS. The proposed
approach is built to define a metamodel capable of representing CBS for both functional
and non-functional properties. The objective is to establish a comprehensive modeling
framework that supports the specification of architectural structure, system behavior, and
associated security properties. By integrating these aspects, the model representation fa-
cilitates a unified and extensible approach to modeling complex secure CBS. This chapter
aims to answer the modeling aspects of our objectives namely RO 1.1, RO 2.1 and RO
3.1.

The remainder of this chapter is organized around the metamodel packages illustrated
in Figurdb.I] as follows. The Architecture metamodel, presented in Section [5.2] provides
a representation of CBS covering both structural (Logical) and behavioral (Scenario)
aspects. Section will present both the Property and Functional sub-package of the
Analysis package. Finally, Section will present the Security sub-package.
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Figure 5.1: Metamodel packages overview of our modelization

5.2 Architecture Metamodel

The first step of our work as stated in Figure is to create a metamodel to describe
the different elements of CBA. Our goal is to: (1) provide a modeling language to spec-
ify the software architecture model from the user requirements and (2) specify the user
requirements in the form of properties on the model to verify the fulfillment of the use
requirements.

We use the software architecture metamodel defined by Rouland et al. [138] as a basis.
The metamodel enables describing architectural models in a component-port-connector
fashion. The metamodel concepts, as visualized in Figure |5.2] are conceptually close to
the industrial practice (i.e., containing a UML-like [I39], UCM-like [140, [141] and ADL-
like [142] vocabulary). In addition, the metamodel concepts are structured in different
packages [143], with a focus on the:

1. Logical package to capture the functional architecture of the system in terms of
components. This view is concerned with the functionality that the system provides
for the end user.

2. Scenario package which builds upon the logical view, describing the behavioral as-
pects of the system. This view is concerned with the representation of communica-
tion behavior between distributed components.

In what follows, we detail the principal classes of our metamodel, as described with
UML notations in Figure [5.2]

o Component. A Component is a modeling artifact which represents a piece of software
architecture. It has a set of Ports which realize InteractionNature defining how it
can interact with other Components.
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Figure 5.2: Component-port-connector metamodel

o Port. A Port is the interaction point through which a Component can communicate
with its environment.

o Connector. A Connector specifies a link that enables communication between Ports
by allowing the exchange of communication artifacts (cf. Scenario view, Communi-
cationStyle

o InteractionNature. An InteractionNature defines the nature of an interaction be-
tween two Components. This is an abstract concept. In our work, we have focused
on defining two types:

— Data. A Data defines the exchanged data between two components.

— Interface. An Interface defines a set of public features (Methods). It specifies
a kind of contract. Any Component that realizes (implements) this Interface
must fulfill this contract. In this case, the Interface is PROVIDED by the
component. For any Component that needs that interface (requires another
component to fulfill this contract), the Interface is REQUIRED.
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o CommunicationArtifact. A CommunicationArtifact represents a specific communi-
cation behavior between components (sender and receiver(s)). This is an abstract
concept. In our work, we have focused on supporting the following communication
paradigms:

— Message. A Message is the representation of a message exchange from a sender
Component that is producing it (i.e., a Component realizes an OUT Data with
its corresponding DataType) and a receiver Component that is consuming it
(i.e., a Component realizes an IN Data with its corresponding DataType). This
interaction type is used for message passing interaction. At the time of sending
(scenario), a payload is typed by the corresponding DataType.

— Invocation. An Invocation, or commonly referred to in literature as Remote
Procedure Call, is the representation of a call and the reply of the Method from
a sender Component that requires it (i.e., a Component realizes a REQUIRED
Interface that necessitates it) to a receiver Component providing it (i.e., a
Component realizes a PROVIDED Interface that implements it). At the time
of invocation (scenario), at set of Argument are used as a set of Parameter of

the called Method.

For instance, interactions may be subject to specific characteristics (e.g., synchronous/asyn-

chronous), to specific communication paradigms (e.g., message passing) and to specific
technology implementations (e.g., HTTPS protocol). In our work, we embed the in-
teraction semantics in a connector to represent a communication pattern. Therefore,
rigorous software developers, mainly architects, would like software modeling and analy-
sis languages to easily express connectors, providing operations to specify the functional
(structural and behavioral) requirements they should fulfill. The basic idea of this exten-
sion is that the semantics of an interaction is defined by a certain port type and that one
or more connectors can support this port type. The port types are already fixed at com-
ponent design time, whereas the choice of a connector (and a specific interaction) is also
constrained by the deployment characteristics. A connector has certain similarities with
a component. The main difference is that it is dedicated for communication purposes.
A connector is responsible for incoming, outgoing, intercepting, and blocking data and
messages.

Example of our metamodel instantiation In the college library web application case
study described in Section the functional requirements are partitioned into struc-
tural and behavioral sub-requirements as follows. For illustration, we choose to use Mes-
sage and Inwvocation interactions in the context of Req 3 of the Library example.

o Message

— Str_Req_3. Administrator and Database should be connected.

— Beh_Req_3.1. It should be possible to send a message from Administrator to
Database.
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— Beh_Req_3.2. The Database should be able to receive the message.
e Invocation

— Str_Req_3. Administrator and Database should be connected.

— Beh_Req_3.1. It should be possible to send an invocation from Administrator
to Database.

— Beh_Req_3.2. The Database should be able to receive the invocation.

Regarding the structural parts, we can identify the corresponding architectural con-
cepts that will need to be instantiated in order to fulfill them, while the behavioral parts
cannot be specified at this level of description.

o Message. We define two components, namely an Administrator and a Database.
The Administrator needs to use a port that realizes a data producer. The Database
needs to use a port that realizes a data consumer. Finally, it needs to use a connector
to connect these ports in order to make possible the delivery of the messages between
the Administrator and the Database.

o Invocation. We define two components, namely an Administrator and a Database.
The Administrator needs to use a port that realizes a required interface containing
a method write. The Database needs to use a Port that realizes a provided interface
containing a method write. Finally, it needs to use a connector to connect these ports
in order to make possible the delivery of write invocations between the Administrator
and the Database

5.3 Analysis Metamodel

In this section, we present the Analysis package of the metamodel. Given the security-
oriented focus of this work, we limit the scope here to the Property and Functional sub-
packages. The Security sub-package, which addresses security-specific concerns, will be
detailed separately in Section [5.4]

5.3.1 Property Metamodel

To integrate the properties described using the logical specification we need a model
representation of those properties. In order to implement these properties we extend
the metamodel presented previously with a new package named Property, as visualized
in Figure 5.3l This extension is defined around two primary concepts: Property and
Constraint.

o Property: A property characterizes an expected or desired behavior of the system,
abstracted from the underlying mechanisms that ensure its enforcement. It defines
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a high-level, declarative specification of system behavior, typically used to express
correctness, security, or functional expectations independently of their implementa-
tion.

o (Constraint: A constraint represents an intentional alteration of the system’s behav-
ior by imposing restrictions on its operation. These constraints may embody specific
design patterns that are applied to guide or limit system functionality. Within the
context of component-based systems, constraints can be applied to both compo-
nents and connectors, serving to regulate interactions, enforce architectural styles,
or fulfill non-functional requirements such as security or performance.

By making this distinction, we can see that the constraints contribute to the satisfac-
tion of the properties. We also include a properties and constraints library structure to
make reusable models.

Figure 5.3: Property and constraint metamodel

5.3.2 Functional Metamodel

The Functional metamodel represents a simple refinement of the Property metamodel.
It extends both concepts of Property and Constraint as respectively FunctionalProperty
and FunctionalConstraint. Similarly to the previous section, the FunctionalProperty cap-
tures only a specific property of the system without implying any actual alteration of its
behavior. In contrast, a FunctionalConstraint represents a modification of the system’s
behavior without necessarily guaranteeing any particular property.

Example of our metamodel instantiation

First-In First-Out (FIFO)

The FIFO property is a fundamental ordering principle applied to communication channels
or data structures such as queues. In the context of system communication, particularly
in distributed or component-based systems, the FIFO property ensures that messages or
data units are delivered in the exact order in which they were sent.
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In our models it can be interpreted as a functional property such that it guarantees
that if the message m,; is sent before the message m; (i < j), then m; will be received
before m; at the destination.

FIFO is typically enforced by the underlying communication medium or protocol (e.g.,
TCP/IP), or it may be explicitly modeled and verified in system specifications. In this
model, any FunctionalConstraint that alters the system’s behavior in a way that ensures
the satisfaction of the FIFO property can be considered applicable.

Example 5.3.1 Ordering is defined as a category (i.e., PropertyCategory) within the
Communication library (i.e., PropertyCategoryLibrary ), and FIFO (the property selected
for illustration) is defined as property (i.e., FunctionalProperty) as part of this Ordering
category. We also define restrictiveReceive as a category (i.e., ConstraintCategory ) within
the access control library (i.e., ConstraintCategoryLibrary ). The restrictiveReceiveFIFO
(the constraint selected for illustration) is defined as a constraint (i.e., FunctionalCon-
straint ).

Synchronicity

Synchronous behavior in connectors refers to communication where the sender and the
receiver are tightly coupled in time. A message or operation is only executed when both
the sending and receiving components are ready to engage in the interaction. This implies
that no buffering occurs; instead, both parties must synchronize for the data exchange to
take place. In the context of CBS, synchronous behavior can be formalized as follows: a
message m; can be transmitted through a synchronous connector c only if all preceding
messages m; (where i < j) have been successfully received.

Example 5.3.2 Ordering is defined as a category (i.e., PropertyCategory) within the
Communication library (i.e., PropertyCategoryLibrary ), and Synchronicity (the property
selected for illustration) is defined as property (i.e., FunctionalProperty) as part of this
Ordering category. We also define restrictiveSend as a category (i.e., ConstraintCate-
gory) within the access control library (i.e., ConstraintCategoryLibrary). The restric-
tiveSendSynch (the constraint selected for illustration) is defined as a constraint (i.e.,
FunctionalConstraint ).

5.4 Security Metamodel

The properties and constraints described previously can describe security properties in a
general manner. To differentiate between functional and non-functional properties and
constraints we propose a refinement of the property constraint metamodel. In this sec-
tion we are going to detail the Security package that refines the Property package (See

figure 5.1)).
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Figure 5.4: NIST SP 800-160 Vol. 1 figure G-8 [5]

5.4.1 NIST SP 800-160 Standard

NIST SP 800-160 Vol.1 standard [5] offers a perspective of security separating the security
requirements of the security policies. As shown in Figure taken from the Annex G
of the standard, the security requirement describes the set of properties that a mech-
anism must satisfy. The requirements are independent from any organization and are
described for a general description of a security need. As such mechanisms satisfying
those requirements aim to be general and domain independent.

At the organization level, two levels of policies are described: the organizational se-
curity policy and the system-level security policy. In this case the system-level policy
can be described as a refinement of the organizational policy applied to the system being
developed. Finally, the mechanisms developed to satisfy the security requirements are
configured and adapted to the procedures of the organization.

This security model explicitly separates the domain-independent and domain-specific
aspects of security. The domain-independent layer is concerned with addressing generic
security problems and identifying broadly applicable solutions. These problems and their
corresponding solutions are intentionally abstract and system-agnostic, designed to be
applicable across a wide range of systems and contexts. The goal is to define requirements
and associated mechanisms in a reusable manner, ensuring that they can be adapted and
configured for various domain-specific scenarios without being tied to the specifics of a
particular system architecture or implementation. In contrast, the domain-specific aspect
focuses on addressing the particular needs of a specific application domain. In this context,
we first define the domain policy, which describes a specific requirement tailored to the
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domain’s operational context.

5.4.2 Security Objectives, Requirements, Policies and Mecha-
nisms

In this section, we present our interpretation and extension of the idea presented by NIST
in the form of a metamodel (see Figure [5.5). This metamodel maintains a clear sepa-
ration between domain-independent requirements and mechanisms, and domain-specific
policies and mechanisms. To facilitate the traceability and formal reasoning of security
concerns, the concept of Mechanism Capability is introduced. It serves as an intermediate
abstraction that captures the essential behavior of the constraint required to fulfill a given
requirement, which is subsequently implemented by a concrete Mechanism. Furthermore,
the notion of Security Objective is introduced as a high-level concept that supersede the
domain-independent and domain-specific perspectives, allowing for a high-level articula-
tion of security goals that guide the selection and configuration of appropriate require-
ments, policies, and mechanisms.

We provide a detailed description of the various concepts defined within both the con-
ceptual and implementation metamodels. This includes an overview of the core elements
that constitute these models, as well as the relationships that define their interactions. By
systematically analyzing these elements and their interrelations, we establish a structured
framework that ensures consistency, reusability, and traceability from abstract SecurityRe-
quirement to their concrete enforcement in system architectures. The example presented
will take place in the context of the web application example presented in Section

o SecurityObjective: A SecurityObjective is a high-level rule describing desirable prop-
erties of the system. For example "integrity of the origin of the information”. This
objective can be used both in the domain independent and the domain specific to
describe SecurityRequirement and DomainSpecificPolicy that aim to achieve the
objective. Additionally these objectives can be used in any implementation of the
others concepts (component-based, object, events...)

o SecurityRequirement: A SecurityRequirement is a statement representing a general
security need. We follow the recommendations outlined in the NIST SP 800-160
guidelines [5], which state that “requirements specify the capability and behavior that
a security mechanism is able to provide”. This implies that a requirement defines
a general property or capability that a system must possess, and the associated
domain-independent mechanism is designed to fulfill this requirement. For example
a SecurityRequirement can be instantiated as, the source of the message must be
verifiable as the component sending the message. This statement does not represent
a specific system.

o DomainIndependentMechanismCapability: The DomainlndependentMechanismCa-
pability allow to describe the capabilities that a mechanism should offer in order to
fulfill the SecurityRequirement. For example, (1) ensure the source of the message
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Figure 5.5: Security Conceptual Metamodel

is correctly initialized, and (2) ensure the source of the message cannot be changed
after its initialization (before, during and after transit).

DomainIndependentMechanism: The DomainlndependentMechanism allow to con-
strain the behavior of the systems as a concrete implementation of the DomainInde-
pendentMechanismCapability. Any mechanism that implements the DomainInde-
pendentMechanismCapability can be used to ensure by transitivity the SecurityRe-
quirement. For example, a DomainIndependentMechanism can be instantiated as
follows: the TLS protocol can ensure the authenticity of a message by implementing
both capabilities (1) and (2), using digital certificates during the handshake.

DomainSpecificPolicy: From NIST SP 800-160, “Security policy specifies the par-
ticular aspects that a security mechanism must enforce to achieve organizational
objectives.” The DomainSpecificPolicy describes a particular security need of the
domain. For example a DomainSpecificPolicy can be instantiated as, web browser
requests sender is correctly identified.

SystemPolicy: SystemPolicy represents the desired properties of the under-development

system. It contributes in the realization of the DomainSpecificPolicy. For example
a SystemPolicy can be instantiated as, the source of the web browser request sent
to the webserver is the original sender.
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o DomainSpecificMechanismCapability: DomainSpecificMechanismCapability refines
the DomainIndependentMechanismCapability enforcing the SystemPolicy. This re-
finement can take the form of configuration or methods to adapt the DomainInde-
pendentMechanismCapability to the under-development system. For example two
DomainlndependentMechanismCapability can be instantiated as, (1) the source of
the web browser request sent to the webserver is correctly initialized to the appro-
priate web browser, and (2) the source of the web browser request sent to the web
server cannot be modified after its initialization (before, during, and after transit).

o DomainSpecificMechanism: DomainSpecificMechanism configure the DomainInde-
pendentMechanism implementing the DomainSpecificMechanismCapability. This
implementation can take the form of configuration or methods to adapt the Do-
mainIndependentMechanism to the under-development system. For example, a
TLS communication channel with authentication must be opened between the web
browser and the webserver.

In this approach, the S_Req presented for the case study in Section would be
represented as DomainSpecificPolicy as they represent security properties applied to the
domain of the respective domain.

In this metamodel, the classes outlined in blue represent security properties (i.e.,
they extend the Property class of the Property sub-package) that can be described as
predicates, essentially defining conditions that must hold true or false for the system to
satisfy specific security requirements. These predicates serve as yes/no questions, such as
verifying whether a certain access control policy is enforced or ensuring the confidentiality
of data. On the other hand, the classes outlined in orange represent constraints (i.e., they
extend the Constraint class of the Property sub-package) that actively modify the actual
behavior of the system. These constraints impose restrictions or define specific operational
rules that guide the system’s execution, such as limiting resource access based on roles
or enforcing timing constraints for critical operations. Together, these classes form a
comprehensive framework for integrating security and functional considerations into the
system’s design and analysis.

The relations between all these concepts as depicted in the metamodel can be described
as follows:

o Achieves: The Achieves relation establishes a direct connection between the ob-
jectives of the system and the SecurityRequirement. This relation signifies that
an objective is effectively a conjunction of a set of requirements. In this context,
achieving the objective necessitates that all associated requirements are met. This
relationship highlights the critical interdependence between high-level goals and the
granular specifications necessary to realize those goals, ensuring traceability and co-
herence across system design. For example, the SecurityRequirement “the source of
the message must be verifiable as the component sending the message” achieves the
SecurityObjective “Integrity of the origin of the information.” In this example, the
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SecurityRequirement alone is not sufficient to fully achieve the objective; however,
it constitutes a part of the overall solution necessary for its achievement.

Fulfills: The Fulfills relation maintains a similar multiplicity (N to 1 relation) to the
Achieves relation, operating at the level of DomainIndependentMechanismCapabil-
ity. For a SecurityRequirement to be deemed fulfilled, all related DomainIndepen-
dentMechanismCapability must be enforced. This relation underscores the essential
role of DomainIndependentMechanismCapability as foundational building blocks in
satisfying higher-level system requirements, ensuring a robust and comprehensive
approach to requirement validation. For example, the conjunction of both Domain-
IndependentMechanismCapability (1) ensure the source of the message is correctly
initialized, and (2) ensure the source of the message cannot be changed after its ini-
tialization (before, during and after transit) fulfill the Requirement that states that
“the source of the message must be verifiable as the component sending the message.”
In this example, we can intuitively establish that both DomainIndependentMech-
anismCapability are necessary for fulfilling the SecurityRequirement; however, we
have not formally proven that they are sufficient to guarantee its complete satisfac-
tion. As such while being essential to the achievement of the SecurityRequirement
the DomainIndependentMechanismCapability put as example do not guarantee that
the SecurityRequirement has be achieved.

Recasts: The Recasts relation establishes a connection between a SecurityRequire-
ment and a DomainSpecificPolicy, indicating that the DomainSpecificPolicy is a
domain-specific transformation of a more general security requirement. This relation
serves as a bridge between domain-independent and domain-specific properties. For
instance, the DomainSpecificPolicy “web browser request sender is correctly identi-
fied” recasts the generic SecurityRequirement “the source of the message must be
verifiable as the component sending the message” within the context of the metering
domain.

Implements: The Implements relation defines the connection between the DomainIn-
dependentMechanismCapability and their corresponding DomainIndependentMech-
anism. Unlike other relations, this one is exclusive, signifying that each mechanism
in the set uniquely implements the capability it represents. This exclusivity ensures
that each capability is implemented by a distinct mechanism, avoiding redundancy
and fostering reuse by encouraging the design of diverse and alternative mecha-
nisms. This approach provides flexibility, allowing system designers to choose the
most suitable mechanism for a specific context or requirement, thereby enhancing
adaptability and optimization in the system’s design and deployment. For example,
the TLS protocol [144] is one possible implementation of the DomainIndependent-
MechanismCapability “ensure the source of the message is correctly initialized.”
Additionally, it can also implement the DomainlndependentMechanismCapability
“ensure the source of the message cannot be changed after its initialization (before,
during, and after transit),” thereby implementing multiple capabilities within the
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same mechanism.

o FEnforces: The Enforces relation mirrors the purpose of the Fulfill relation but op-
erates between the SystemPolicy and DomainSpecificMechanismCapability. This
relation ensures that the enforcement of SystemPolicy is directly tied to the specific
capabilities defined for the domain, aligning policy implementation with domain-
specific needs and limitations. For example, the SystemPolicy”the source of the
web browser request sent to the webserver is the original sender.” in the context of
the web application system enforces the DomainSpecificPolicy”the web browser is
correctly identified”

e Refines: The Refines relation represents the process of tailoring DomainSpeci-
ficMechanismCapability to specific system requirements by applying DomainInde-
pendentMechanismCapability in a manner that aligns with the system policy. This
refinement bridges the gap between abstract capabilities and concrete implementa-
tions, ensuring that the application of DomainIndependentMechanismCapability is
both contextually relevant and policy-compliant. This relation is critical for adapt-
ing general-purpose capabilities to address specific challenges within a given system.
For example the DomainIndependentMechanismCapability ’ensure the source of the
message is correctly initialized” can be refined in the web application domain as
"the source of the web browser request sent to the webserver is correctly initialized
to the appropriate web browser”.

o Configures: The Configures relation establishes the link between DomainIndepen-
dentMechanism and DomainSpecificMechanismCapability. It describes the process
of configuring a DomainIndependentMechanism to suit the unique characteristics
of a specific system. This configuration may involve the application of the Do-
mainIndependentMechanism to specific system components, alterations to opera-
tional procedures, or adjustments to parameters. By capturing the configurability
of mechanisms, this relation ensures that general-purpose solutions can be effec-
tively adapted to diverse operational contexts, thereby enhancing system flexibility
and resilience. For example the configuration of the TLS protocol to the web ap-
plication domain as "a TLS communication channel with authentication must be
opened between the web browser and the webserver”.

5.4.3 Example of our Metamodel Instantiation

Example 5.4.1 Confidentiality is defined as a category (i.e., PropertyCategory ) within
the CIAAA library (i.e., PropertyCategoryLibrary ), and MessageConfidentiality (the prop-
erty selected for illustration) is defined as property (i.e., ConnectorProperty) as part of
this Confidentiality category. We also define restrictivePayload as a category (i.e., Con-
straintCategory ) within the access control library (i.e., ConstraintCategoryLibrary ). The
restrictiveSetSource (the constraint selected for illustration) is defined as a constraint (i.e.,
ConnectorConstraint ).
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In this work we will describe the security objective using the CIAAA. Table shows
a few examples of SecurityObjective, SecurityRequirement, DomainIndependentMecha-
nismCapability and DomainIndependentMechanism. While Table shows a list of do-
main specific security elements applied to the web application presented in Section
Similarly, Table shows the 1nstant1at10n of the security elements applied to the smart
meter gateway presented in Section [2.8.2, This case study will be presented in more detail
in Chapter [§ but it is used here to illustrate that domain independent security elements
can be applied to multiple domains.

Table 5.1: Example of Security Objectives, Requirements, and Mechanisms based on
CIAAA

SecurityObjective SecurityRequirement DomainIndependentMechanismCapability | DomainIndependentMechanism
531' The ?0111‘06 Of. ic DIMI. Ensure the source .
.. message must be verifiable . . TLS Digital
SO1. Authenticity of the message is .
as the component R Certificate
of the source . correctly initialized
- . sending the message
of information .
DIM2. Ensure the source ..
TLS Digital
of the message cannot Cortificate
be modified in transit S
messsfl{ze I\E:tp;?lyll(')aliz(;i;g;)le DIM3. Ensure the payload
S02. Confidentiality ssage > oy ' can only be read TLS Encrypt
K R by the intended L.
of the information R by the destination component
destination component Y
SR5. No sensitive data DIMS5. Ensure all sensitive
is transmitted in the clear, data is encrypted TLS Encrypt
internally or externally. before being transmitted
. SR3. The payload of the DIM3. Ensure the payload
ofstgf‘irﬁgriigfi}on message must not be of the message cannot TLS MAC
’ changed in transit be changed in transit
DIM4. Ensure all internal
ernal et -
501 SR4. All connections ing;;tlcr}?;nc;nnfgtlr(i;:e TLS Digital
must be authenticated & € pprop Certificate
and adequate form
of authentication
SR5. No sensitive data DIMS5. Ensure all sensitive
SO2 is transmitted in the clear, data is encrypted TLS Encrypt
internally or externally. before being transmitted

Table 5.2: Domain-Specific Policies, System Policies, and Domain specific Mechanisms in
the web application system context

DomainSpecificPolicy SystemPolicy DomainSpecificMechanismCapability DomainSpecificMechanism
SP1. The source of the web browser DSM1.1. Ensure the source of the web browser TLS Disital certificate
DP1. The web browser is correctly request sent to the webserver request sent to the webserver is correctly o

. o . ) . . for web applicati
identified and authenticated is the original sender initialized to the appropriate web browser or web application

DSM1.2. Ensure the source of the web browser
request sent to the web server cannot be
modified in transit

TLS Digital certificate
for web application

DP2. All connections to resources . DSM2. Ensure all connections to the . .
L S . SP2. All connections to the . TLS Digital certificate
containing critical information . webserver go through an appropriate A
< webserver have been authenticated N for web application
must be authenticated and adequate form of authentication
Lo . SP3. Authentication credentials of the | DSM3. All authentication credentials sent
DP3. Authentication credentials do not R . TLS Encryption
webserver’s users do not traverse by the webserver and its users

traverse the wire in clear text form for web application

the wire in clear text form are encrypted before being sent
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Table 5.3: Domain-Specific Policies, System Policies, and Domain specific Mechanisms in
the smart-metering system context

DomainSpecificPolicy

SystemPolicy

DomainSpecificMechanismCapability

DomainSpecificMechanism

DP4. The sender of
the metering data
is correctly identified
and authenticated

SP4. The source of
metering data sent
to the gateway is
the original sender

DSM4.1. Ensure the source
of the metering data
sent to the gateway is
correctly initialized to
the appropriate sensors

TLS Digital Certificate

for metering

DSM4.2. Ensure the source
of the metering data
sent to the gateway
cannot be modified

in transit

TLS Digital Certificate

for metering

DP5. The metering data
is only readable by
the intended destination

SP5. The metering data
can only be read
by the gateway

DSM5. Ensure the metering
data sent by the sensors
to the gateway can only
be read by the gateway

TLS Encrypt
for metering

DP6. The metering data
doesn’t change
once produced

SP6. The metering data
produced by the sensors
doesn’t change
once produced

DSMG6. Ensure the metering
data cannot be changed
once produced

TLS MAC
for metering

Authenticity

According to the ISO/IEC 27000:2018 standard [145], authenticity denotes the property
that an entity is what it claims to be. In the context of message passing communications
within software architectures, message authenticity ensures that the source written in the
message is the actual sender. If a message m has a component cl as its source then it
was sent by cl.

Confidentiality

According to the ISO/TEC 27000:2018 standard [145], confidentiality ensures that informa-
tion is not made available or disclosed to unauthorized individuals, entities, or processes.
In the context of message passing communications within software architectures, payload
confidentiality allows a transmitted message to be received by other components, but only
specific components can get the actual content of the payload.

Integrity

According to the ISO/IEC 27000:2018 standard [I45], integrity ensures that transmitted
information is accurate and complete. In the context of message passing communications
within software architectures, message integrity ensures that the content of the message
received is the same as when it was sent. If a message m, sent by the component ¢, has
a payload p then c originally sent m with the same payload p.
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Availability and Accountability

According to the ISO/IEC 27000:2018 standard [145], availability denotes the property
of being accessible and usable on demand by an authorized entity, while accountability
denotes the property that ensures that the actions of an entity can be traced uniquely to
the entity. These two security objectives complete the CIAAA pentagon, however they
will not be explored in this thesis due to time constraint and technical difficulties (See
Section R.4.4

According to the ISO/IEC 27000:2018 standard [145], confidentiality ensures that in-
formation is not made available or disclosed to unauthorized individuals, entities, or pro-
cesses. In the context of message passing communications within software architectures,
payload confidentiality allows a transmitted message to be received by other components,
but only specific components can get the actual content of the payload.

Authenticity Example in Web Application Context

In this section, we take the example of authenticity and apply it in the web application
case study to illustrate the examples shown previously.

<<Objective>>
Authenticity of source

(Authenticity)
Achieves
<<Requirement>> Specializes | <<Domain Specific Policy>>
The source of the must be Web browser requests request
verifiable as the sender of the Message B sender is correctly identified

‘ Component based system using MPS ‘ Library example
Realizes
Domain independant <<System Policy>>

The source of the web browser
request sent to the webserver is

Fulfills _ the original sender
Fulfills '
H T Enforces Enforces
[<<Domain independent Mechanism capability>>| |<<Domain independent Mechanism capability>> <<Domain specific Mechanism capability>> <<Domain specific Mechanism capabilty>>
b : The source of the web browser request sent The source of the web browser request
Ensure the source of the message is correctly Ensure the source of the message cannot be [€------ . IO
e N . to the webserver is correctly initialized to the sent to the web server cannot be modified
initialized modified Refines| ) S
H appropriate web browser after its initialization
x H
""""""""""""""""""""""""""""""""""""" URefnes |
Implements Implements E Implements Implements
<<Domain independent Mechanism>> <<Domain independent Mechanism>> : <<Domain specific Mechanism>> <<Domain specific Mechanism>>
TLS Digital Certicate TLS Digital Certicate L S TLS Digital cc_ertlf_lcate for web TLS Digital ct_ertlf_lcate for web
(Configures| applications applications
x H
Configures

Figure 5.6: Instantiation of NIST SP 800-160 standard in the Web application case study
with authenticity objective

In Figure |5.6] we present an instantiation of our interpretation of the relationships
between requirements, mechanisms, policies, and objectives. This example illustrates the
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application of the authenticity objective (Origin integrity) to a web application scenario
within a component-based system, utilizing MPS (Message Passing System). In this
example we focus on the Web application case study (See Section . More specifically,
our goal is to ensure the authenticity of the source for messages transmitted from the web
browser to the web server. This guarantees that the data originates from the web browser
it claims to be from, thereby ensuring the reliability of the collected requests.

Our primary focus is the authenticity objective, specifically the authenticity of the
message source. This objective is intentionally generic, allowing it to be applied across a
wide range of systems that involve machine-to-machine communication.

Based on this objective, we define a domain-independent requirement aimed at achiev-
ing it. This requirement can be summarized as: SecurityRequirement: The source
of the message must be verifiable as the sender of the message.

This domain-independent requirement is fulfilled by the corresponding DomainInde-
pendentMechanismCapability, which can be described as: DomainIndependentMech-
anismCapability: Ensure the source of the message cannot be modified. One
implementation of this capability is the TLS protocol through the use of its digital cer-
tificates.

On the domain-specific aspect of our design, exemplified by the web application case
study, the domain policy aimed at achieving the objective is defined as “The source of
the web browser request sent to the webserver is the original sender”. This domain pol-
icy can be realized through various approaches. In this particular example, we adopt
one specific realization: “The source of the web browser request sent to the webserver is
correctly initialized to the appropriate web browser”. This system policy focuses on ver-
ifying source authenticity at the webserver level. However, it is important to note that
additional system policies can be incorporated at different points within the system to
comprehensively achieve the domain policy. To enforce this system policy, we refine the
domain-independent mechanism with the objective of ensuring that “The source of the
web browser request sent to the webserver is correctly initialized to the appropriate web
browser.” This refinement involves configuring the domain-independent mechanism to
align with and support the specified system policy, thereby achieving the desired behav-
ioral enforcement within the system. Finally, the TLS protocol can be implemented into
the final system to enforce the policy.
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Formal Analysis of System
Architecture and Security
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6.1 Introduction

In this chapter, we introduce the formal representation of the model described in Chap-
ter [5 including component-based software architecture, security objectives and security
policies. This formalization is based on Event-B, a proof-based formal method, to rigor-
ously define the previously introduced concepts for their formal analysis. By leveraging
Event-B’s proof mechanisms, we ensure the correctness and consistency of the model
through formal verification, providing a mathematically sound interpretation of its prop-
erties and constraints. This chapter aims to answer the formal aspects of our objectives
namely RO 1.2, RO 2.2 and RO 3.3.

The rest of this chapter is organized as follows. Section [6.2] introduces a technology-
independent specification language to describe the behavior of CBS, enabling the specifica-
tion of properties that can later be formalized. Section then presents the formalization
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of CBS architectures using Event-B, addressing both structural and behavioral aspects.
Section illustrates the interpretation of properties and constraints in Event-B through
functional examples, such as FIFO. Section demonstrates the creation of a system
instance using the refinement process inherent to Event-B. Finally, Section presents
our Event-B-based interpretation of security properties and constraints using the concepts
introduced in the previous chapter, while Section provides concrete instantiations of
those concepts.

6.2 Logical Specification

In this section, we present the precise definition of a set of representative properties for
the communication between components using first-order logic and modal logic [146] as
a formalism that is abstract and technology-independent. This formalism used in our
research team combines modal logic and first order logic in order to represent temporal
properties of CBS. This provides a more generic and understandable approach with map-
ping support to different existing property specification languages used in modeling and
software development.

6.2.1 Abstract System Computing Model

A distributed software system is modeled by a set of components and a set of connectors.
Components communicate and synchronize by sending and receiving messages through
existing connectors. A computation program encodes the local actions that components
may perform. The actions of the program include modifying local variables, sending
messages, and receiving messages to/from each component in the corresponding system
architecture. In the context of engineering software systems, we define the following
domain to capture the notion of both legitimate and illegitimate message providers (e.g.,
send) and message consumers (e.g., receive) of the system messages. These concepts are
defined on top of the basic communication primitives (e.g., inject and intercept):

Sets
e ( is the set of components

e CA is the set of communication artifacts

— M is the set of messages is extended with the following predicates:
* has_src(m, s) indicates that the source of m € M is s € C, where s may not be
the origin of m

« has_rcv(m,r) indicates that the recipient of m € M is r € C, where r may not
be the intended receiver of m

* has_pld(m, d) indicates that m € M contains a payload d € D
— D is the set of payloads
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— 7 is the set of invocations

— R is the set of arguments
o T is the set of data types
o A is the set of actions

— inject(c,a) denotes that component ¢ € C adds communication artefact a € CA into
the system

— intercept(c,a) denotes that component ¢ € C gets communication artefact a € CA
from the system

— get_src(m, s) denotes that component ¢ € C gets the declared source s € C from
message m € M, where s is not necessarily the true sender

Modalities

o E.(a) is a predicate indicating that action a € A is Enabled for component ¢ € C
o H.(a) is a predicate indicating that action a € A Happens for component ¢ € C

e terml < term?2 : is predicate that indicating that all possible sequences of actions where
the term term?2 is true also contain a true term term! that happens before term?2

6.2.2 Property Specification

We specify some representative properties for the message passing communication style.
These examples illustrate a subset of the possible properties that can be specified. Addi-
tional properties can be defined following the same underlying logical principles.

e Once the server cl receives a message, it must already have been sent by a certain
client 2. Vel,c2 € C,d € D,typ € T - H,,(inject(d, typ)) < H,, (intercept(d, typ))

o Messages sent from the client ¢l to the server ¢2 reach the server ¢2 in the same
order as they were sent from cl if the connector is FIFO.
Vel,e2 €C,dl,d2 € D,typl, typ2 € T - H,, (inject(d1, typl)) < H,, (inject(d2,typ2))
— H,, (intercept(dl,typl)) < H,, (intercept(d2,typ2))

At this level of specification, we are able to: (1) specify the behavioral semantics of
a set of communication styles, and (2) provide an intermediate high-level representa-
tion (using first-order logic and modal logic) which is more understandable by system
architects and that can be interpreted in appropriate formal tooled languages. This
satisfies RO 1.2.
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6.3 Formalization of the System Architecture in Event-
B

In this section, we present the formalization of our software architecture metamodel us-
ing Event-B. The metamodel incorporates the concepts of a component—port—connector
architecture and involves new concepts to capture the behavioral aspects of a specific
message-passing communication model. We then provide the specification and verifica-
tion of a representative set of structural and behavioral properties.

6.3.1 Interpretation of our Metamodel

A software architecture metamodel as described in Section is mapped to an Event-B
model as follows. We use the separation of the static (context/logical) and the dynamic
(machine/scenario) views present in both Event-B and the metamodel. Therefore, ele-
ments in the contexts represent the structural aspects of the metamodel and the elements
in the machines represent the behavioural aspects. The constructs of Event-B such as
carrier sets and axioms will be used to specify the structural aspect. Events and variables
will be used to define the behavioral aspects. Finally, invariants and theorems will be used
to prove the properties of the model at each level of abstraction. These properties will be
used as the basis to validate the requirements of the concrete system, such as illustrated
in Section [6.5

Figure represents the general refinement tree of the Event-B model described in
detail below. Each Machine and Context are annotated with an id that will be used
to link all the following listings to their corresponding level of refinement in this figure.
Recall that our goal is to provide reusable connectors in the form of reusable formal model
libraries. A complete presentation of our Event-B metamodel, the full specification of the
other constructs (e.g., communication primitives, etc.), and the reusable formal model
libraries and properties are available online via https: //gitlab. com/semcoproject/
toc.

6.3.1.1 Structural Model

To specify the software system architecture in Event-B using the component-port-connector
fashion, we first define the following domain to introduce the meaning of the principal
concepts of the metamodel. These will be the sets (C, P, O, ...) described in Section m

We used a similar modeling strategy as Mammar et al. [I47]. The mapping of these
structural elements to Event-B with respect to the semantics given in the definition of the
metamodel, as shown in figure is straightforward. Carrier sets are used to capture
model elements’ type (i.e., COMPONENT to represent the set of components C). The
architecture model of a system is then described through constant subsets of the cor-
responding carrier set. Before two (or more) components can interact, we assume that
a connector must be present between them. A component is connected to a connector
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2C ™
1C Inject/Intercept Sees Inject/Intercept
Structural Context Artifacts primitives | Artifacts primitives
Context Machine
3C Sees 2M
Connector buffers |« Connector buffers
Refines Context Machine
—> Extends 4C Sees 3M
Connector < Connector FIFO
FIFO Context Machine
5C 4aM
Connector _ Sees Connector
Synchronous - Synchronous
Context Machine
Con?\(;ctor e Sees M
\ MPS Context [ MPS Machine
paradigms Context

8C 9C | Sees 6M
RPC Context RPC+MPS Context RPC Machine

Figure 6.1: Refinement tree of the Event-B model for CBS

through a number of ports. This is represented in the model as relations between the com-
ponents, the ports, and connectors (Uses, Connects). The multiplicity of the associations
in the metamodel (see Figure defines the type of relations. For example, Uses has a
full function and Connects has a simple relation as the multiplicities of the associations
are respectively 1..n and n..n in the metamodel. These statements are specified using
axioms, as depicted in Listing |6.1]

6.3.1.2 Behavioural Model

To model the behaviour of the system, we take advantage of the event-based nature of
Event-B and the logical specifications described previously. An execution of a system is a
sequence of steps (instants), where a step is determined by the execution of an event such
as Inject or Intercept. To specify the communication paradigms under the connector, we
extend the previous domain defining a new context and machine. Mainly, we introduce
two basic communication primitives inject and intercept on top of which we capture the
notions message producers (e.g., send in the MPS context) and consumers (e.g., receive)
of the system messages. As with the structural model, we use the abstract specification
of Section but we focus on the behavioral elements (C.A, M, D...).

To define these new concepts, we use carrier sets and the set constructs of Event-B. For
instance, COMMUNICATION_ARTIFACT type is defined as a carrier set to represent the set
of communication artifact C.A. In the following, we present the modeling of the proposed
domain. Furthermore, we introduce some characteristics to describe the connectors.
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context ContextlComponent

sets COMPONENT // Set of components
PORT // Set of ports
CONNECTOR // Set of connectors
PORTKIND // Set of the types of ports

constants Component // Finite set of system components
Port // Finite set of system ports
Connector // Finite set of system connectors
Uses // Connection of the port to the components
Connects // Connection of the connectors to the ports

axioms
// Defines constants sets types as subsets of the carrier sets
©axmCompl Component C COMPONENT
©@axmPortl Port C PORT
©@axmConnl Connector C CONNECTOR

// Defines constants relations

[ e e el ol
SOOI TR WN R OO U W

21 @axmCompPortl Uses € Port — Component

22 @axmConnConl Connects € Port <> Connector

23 @axmPortKind PortKinds € Port — PortKindsType
24

25 |end

Listing 6.1: Context of the structural model (1C)

Inject /Intercept Primitives

We introduce in our model two events to describe the Inject/Intercept primitives, as de-
picted in Listing Without loss of generality, since each port is attached to a unique
component, in our modeling we use port instead of component in the Inject and Intercept
modeling. For instance, the Inject event is defined using four parameters (communication
artifact, producer, consumer, and connector represented by the parameters a, p, ¢, and
conn, respectively), nine guards and five actions. As examples of guards, a is a Commu-
nication Artifact (grdl) that is not contained in the set artifact (¢grd9) which implies that
this artifact is a new one that has neither been injected nor intercepted before. We also
describe that the producer port p and consumer port ¢ are connected by the connector
conn (grd7 and grd8), and they are respectively an out and in port (grd10 and grdll). If
there is a communication artifact, producer, consumer, and connector represented by the
parameters a, p, ¢, and conn, respectively, where all the Inject event’s guards are satisfied
we can trigger the Inject event, executing its actions which adds a into the artifactSent
(actl). This results in the adding of the communication artifact into the system.

Similarly, in the Intercept event, the artifact is transferred from the artifactSent set
to the artifactReceived set, indicating that it has been successfully received.

Buffering

From the metamodel, a connector connects components through ports and specifies a
connector to support communication between components by allowing the exchange of
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—_ =

machine CBSMachine2Communication sees Context2Communication
variables artifactsSent artifactsReceived source destination connectorsUsed artifact receiver
invariants

@ allArtifactsinv  artifact = artifactlnjected U artifactintercepted

// No artifact already received are in the artifact sent

@ artifactinjectedAndlInterceptedDisjoint  artifactsSent N artifactsReceived = &

// All the artifacts sent are sent between components that are connected by a connector

@componentsCanlnteract V a - a € artifact = { destination (a) — connectorsUsed(a), source(a)
— connectorsUsed(a)} C Connects

// The destination of the artifact is an input

Q@destinationPortInTypelnv V ¢ - ¢ € ran(destination) = ¢ ~— PortIN € PortKinds

// The destination of the artifact is an output

@sourcePortOUT Typelnv V p - p € ran(source) = p — PortOUT € PortKinds

events
event Inject
any a // artifact
s // source
d // destination
conn // connector
where
Q@grdl a € COMMUNICATION_ARTIFACT // New artifact
Qgrd4 s € Port // source port of the artifact
Qgrd5 d € Port // destination port of the artifact
©@grd6 conn € Connector // connector used to
©@grd7 s — conn € Connects // source is connected to the connector
©@grd8 d +— conn € Connects // destination is connected to the connector
O@grd9 a & artifact // New artifact only
©@grd10 PortKinds(s) = PortOUT // Check source port kind to be out
©@grd11 PortKinds(d) = PortIN // Check destination port to be in

then
// Set the relations of the newly sent artifact
Qactl artifactinjected := artifactinjected U {a}
@act2 source(a) ='s

@act3 destination (a) =d

Q@actd artifact := artifact U {a}

@act5 connectorsUsed(a) := conn
end

event Intercept
any ar
where
Q@grdl a € artifactsSent
Q@grd2 r € Port

then

// Add the artifact to the received artifact set
@actl artifactsReceived := artifactsReceived U {a}
// Remove the artifact to the sent artifact set
Q@act2 artifactsSent := artifactsSent \ {a}
// Set the receiver of the artifact
Qact3 receiver (a) ==r

end

end

Listing 6.2: Inject and intercept machine (1M)
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communication artefacts. Here, we consider a buffering characteristic of the connector to
support communication artefacts storage during the transit. The connector is modeled
as a buffer of communication artefact associated with the two operations Inject and In-
tercept to support the high-level communication primitives (e.g., send and receive in the
MPS context): (i) Inject to add a communication artefact in the corresponding buffer
and (ii) Intercept to remove a communication artefact from the corresponding buffer. As
depicted in Listing we proceed with a refinement of the previous machine (CBSMa-
chine2Communication). artifactsSent is redefined as multiple connector buffers associ-
ated with the corresponding connectors using a gluing invariant refinement (Listing .
Events are also modified accordingly. In the Intercept event, the artifact is now removed
from the corresponding buffer instead of artifactsSent set.

For the Inject event, several new guards are needed to make sure the buffer in which
we want to inject the artifact is not full (¢grd12) and we also need to make sure that the
artifact is not already in a buffer (¢grd13). Finally, the artifact is added into the relevant
buffer (act6).

6.3.2 Communication Paradigms

In this section, we experiment with modeling of two well-known communication paradigms,
namely message passing (MPS) and remote procedure call (RPC). Using the Event-B
refinement facilities, we provide a reusable library of connectors to support these two
communication paradigms, including different configurations associated with the previous
connector characteristics. Note, however, that the refinement of the machine (behavior) is
only vertical while some extensions of the context can be horizontal, as seen in Figure[6.1].
For instance, it does not make sense to say that RPC is a refinement of MPS. Overall,
the shape of the model only represents the implementation with the Event-B limitations
and not the real semantics of a system.

The idea behind our formalisation is to consider that at the time of sending a message
(resp. invocation), the message (resp. invocation), as a communication artifact, is created
and placed in the buffer of a connector connecting the sender and receiver (resp. caller
and called) components. Similarly, the message (resp. invocation) would be removed from
the connector buffer at the time of message reception (resp. method execution).

Message Passing

In the message passing communication style (MPS), a connector is used for sending a
message from a sender to a receiver. The message is simply transmitted without any
acknowledgment. The behavior of the MPS connector is modeled in Listing through
a refinement of the previous machine. We add a new event CreateMessage to create
a new communication artifact with attributes defining the MPS paradigm (e.g., Pay-
load, DataType) and extend the Inject and Intercept events, accordingly. For instance,
restrictions in the form of guards are added to the Inject to ensure that the injected
artefact is a message (guard @messageParadigm) and the ports to be used by the con-
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1 | invariants

2 // Relation connecting all the connectors to their buffered artifacts
3 | @buffersTypelnv buffer € Connector — P(artifact)

4 '/ All the buffers combined make the artifact sent

5 | @gluingBufferlnv (|J conn - conn € Connector | buffer (conn)) = artifactsSent
6 // The buffers contain a finite amount of artifact (Necessary for the use of card)
7 | @ finiteBufferlnv V conn - conn € Connector = finite ( buffer (conn))
8 // The artifacts sent can only be in a single buffer

9 | QartifactinOneBufferOnlylnv V a, bl, b2 - a € artifact A bl € dom(buffer) A b2 € dom(buffer)

A a € buffer(bl) A a € buffer(b2) = bl=b2

10

11 | events

12 event Inject refines Inject

13 any a // artifact

14 p // source

15 c // destination

16 conn // connector

17 where

18 -

19 // Can—inject a new artifact into a full connector

20 Q@grd12 card(buffer (conn)) < ConnectorsBufferSize(conn)

21 // The artifact is —in a connectr buffer

22 ©grd13 a ¢ (|J connl - connl € Connector | buffer(connl))

23 then

24 e

25 Qact2 source(a) = p

26 @act3 destination (a) = c¢

27 end

28

29 event Intercept refines Intercept
30 any a r conn
31 where
32 e
33 ©@grd2 conn € Connector
34 ©grd3 a € buffer(conn)
35 Q@grd4 r € Port
36 then
37 Qactl artifactsReceived := artifactsReceived U {a}
38 Qact2 buffer (conn) := buffer(conn) \ {a}
39 Qact3 receiver (a) ==r
40 end
41 |end

Listing 6.3: Event-B model introducing buffers (2M)
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nector support the DataType of the message (see guards @payloadDatatypeSource and
@payloadDatatypeDestination).

Remote Procedure Call

In the typical remote procedure call (RPC) communication style, a connector is used for
sending invocation (request) messages from a caller to a called and for receiving acknowl-
edgment (reply) messages from a called to a caller. The behavior of the RPC connector is
modeled using the same process as MPS. We add a new event Createlnvocation to create
an invocation out of an artifact with attributes defining the RPC paradigm (e.g., Method,
Argument, etc.). Finally, we add the relevant guards to the inject event to ensure that the
injected artifact is an invocation and the corresponding method is present at the interface
of receiving component before an invocation is done.

machine CBSMachine6MPS refines CBSMachine5ConnectorSync
sees Context7MPS

1
2
3
4 | variables

5 artifactsPayloads payloadsType message
6

7

8

9

invariants

// paylaod set type invariant

10 @payloadsTypelnv payload C PAYLOAD

11 // message set typeinvariant

12 @messageTypelnv message C COMMUNICATION_ARTIFACT

13 | // message is a finite set

14 | @messageFinitelnv finite (message)

15 // artifactsPayloads relation type invariant

16 Q@ artifactsPayloads Typelnv artifactsPayloads € message — payload

17 // Every messages have a payload

18 ©@messagesHavePayload ¥V m - m € message = m € dom(artifactsPayloads)

19 | // The source and the destination of the message realize some data (used for WD proof)

20 @messagesSourceAndDestinationPortRealizeData ¥ m - m € message A m € artifact = source(m)
€ dom(Realizes) A destination(m) € dom(Realizes)

21 // Every messages is sent in a MPS connector

22 @messageSentInMPSConnectors ¥ m - m € message A m € artifact == ConnectorParadigm(
connectorsUsed(m)) = MPS

23 // payloadsType relation type invariant

24 @payloadsDataTypelnv payloadsType € payload — DataType

25 | // Every destination of a message has a is defined as an input

26 | @destinationPortInTypelnv ¥V ¢, a - a +— ¢ € destination A ConnectorParadigm(connectorsUsed(a)
) = MPS = Realizes(c) — DatalN € DataDataDirection

27 // Every source of a message has a is defined as an output

28 @sourcePortOUT Typelnv V p, a - a — p € source A ConnectorParadigm(connectorsUsed(a)) = MPS
= Realizes(p) — DataOUT € DataDataDirection

29 // The source and destination of a message realize a data containing the datatype of the
message

30 OMPSTypeCheckDatatypelnv ¥V m - m € message A m € artifact = payloadsType(artifactsPayloads(
m)) € DatasDatatypes(Realizes(source(m))) A payloadsType(artifactsPayloads(m)) €
DatasDatatypes(Realizes(destination(m)))

31 // Every artifact in an MPs connector is a message

32 @OnlyMessagesInMPSConnectors ¥ a, conn - a € artifact A conn € Connector A connectorsUsed(a)
= conn A ConnectorParadigm(conn) = MPS = a € message

33
34 |events

35 event Inject extends Inject
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where

// If the connector is an MPs connnector then the artifacts needs to be a message

@messageParadigm ConnectorParadigm(conn) = MPS & a € message

// If the connector is an MPs connnector then the source and destination port need to
realize a Data

@portsRealizeData ConnectorParadigm(conn) = MPS < (Realizes(p) € Data A Realizes(c) €
Data)

// If the connector is an MPs connnector then the source port data needs to contain the
dataype of the message

@payloadDatatypeSource ConnectorParadigm(conn) = MPS = payloadsType(artifactsPayloads(a
)) € DatasDatatypes(Realizes(p))

// If the connector is an MPs connnector then the destination port data needs to contain
the dataype of the message

@payloadDatatypeDestination ConnectorParadigm(conn) = MPS = payloadsType(
artifactsPayloads(a)) € DatasDatatypes(Realizes(c))

// If the connector is an MPs connnector then the source port must be an output

@dataDestincationSource ConnectorParadigm(conn) = MPS < Realizes(p) — DataOUT €
DataDataDirection

// If the connector is an MPs connnector then the destination port must be an input

@dataDestincationDestination ConnectorParadigm(conn) = MPS < Realizes(c) — DatalN €
DataDataDirection

end

event Intercept extends Intercept
end

event CreateMessage // Factory creating a message that can be send afterward in an MPS
connector
any m // message
messagePayload // payload
payloadType // payload type
where
©@grdl m € COMMUNICATION_ARTIFACT
@grd2 messagePayload € PAYLOAD
©@grd3 payloadType € DataType
Q@grd4 m ¢ artifact
©@grd5 m ¢ message
then
@actl payload := payload U {messagePayload}
Qact2 artifactsPayloads (m) := messagePayload
Qact3 payloadsType(messagePayload) := payloadType
Qact4 message := message U {m}
end

end

Listing 6.4: Refinement introducing MPS (5M)

6.3.3 System Property Specification and Verification

Through Event-B modelling, certain properties emerge from the basic properties of con-
nectors and their characteristics, which were previously identified and verified.

Among the possible properties, we present three below. As introduced in Section [2.6.2

in Event-B the verification process consists of proving the proof obligations that have been
automatically generated by the Rodin tool.

(a) “For two components ¢l and ¢2 to interact, a connector conn must be present

between them”. To specify this property, we use the invariant shown in Listing (6.5l This
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property ensures that components cannot interact without the presence of a connector
between them. This constrains the way in which the structural elements that are required
to enable communication between two components are defined. The proof of this property
using Rodin generates three automatic proof obligations that are then discharged by the
automatic provers.

1 | @componentsCanlnteract V a - a € artifact = { destination (a) +— connectorsUsed(a), source(a) —
connectorsUsed(a)} C Connects

Listing 6.5: Invariant representation of property (a)

(b) “A communication artifact is either in transit or intercepted”. Every intercepted
communication artifact is not in any buffer anymore and vice versa. To model this
property, we use the invariant depicted in Listing [6.6] This property ensures that the
sets artifactSent (all the artifacts that are currently in transit) and artifactReceived (all
the artifacts that have been intercepted) have no elements in common. The proof of this
property using Rodin generates three automatic proof obligations.

1 | @ artifactinjectedAndInterceptedDisjoint  artifactsSent N artifactsReceived = & // No artifact
already received are in the artifact sent

Listing 6.6: Invariant representation of property (b)

(c) “For two components ¢l and ¢2 to interact using message passing, each must use
a port that realizes the correct Data offering the same Datatype dt”. To model this
property, we define three invariants, as depicted in Listing This property ensures
that only well-formed message interactions are possible by constraining the structural
properties of the components involved in such interactions. The proof of this property
using Rodin generates ten automatic proof obligations.

1 | @destinationPortInTypelnv V ¢, a - a — c € destination A ConnectorParadigm(connectorsUsed(a))
= MPS = Realizes(c) — DatalN € DataDataDirection

2 | @sourcePortOUT Typelnv V p, a - a — p € source A ConnectorParadigm(connectorsUsed(a)) = MPS
= Realizes(p) — DataOUT € DataDataDirection

3 | @MPSTypeCheckDatatypelnv ¥V m - m € message A m € artifact = payloadsType(artifactsPayloads(m
)) € DatasDatatypes(Realizes(source(m))) A payloadsType(artifactsPayloads(m)) €
DatasDatatypes(Realizes(destination(m)))

Listing 6.7: Invariant representation of property (c)

6.4 Functional Properties and Constraints

In this section, we present our interpretation in Event-B of the functional properties and
constraints presented in Section [5.3.2]

6.4.1 Constraint Specification in Event-B

Event-B is fundamentally structured around the notion of refinement. Within this paradigm,
the incorporation of constraints into a model is typically achieved by augmenting events
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with additional guards. To clearly distinguish between a generic architectural model and
its specific instantiations, it becomes essential to introduce reusable abstractions that can
be systematically instantiated during model refinement.

As Event-B is grounded in set theory, we explored two principal strategies to seman-
tically differentiate architectural elements: set membership and tag-based relations.

o Set Membership: Elements are associated with specific sets that activate certain
behaviors or constraints. For instance, if a connector ¢ belongs to a set FIFO, a
guard condition can be appended to relevant events to enforce the corresponding
constraint:

Ve € FIFO = condition

« Tag-Based Relation: Constraints are modeled as explicit entities (tags), and
a relation is established between architectural elements and their corresponding
constraints. For example, a connector ¢ can be associated with a tag FIFO through
a relation captured in a set such as:

ConnectorConstraint = {c; — FIFO, ...}
A guard can then be formulated to activate only when a specific relation is present:

Ve € Connector A (¢ — FIFO) € ConnectorConstraint = condition

Both approaches offer equivalent expressiveness for constraint specification, but each
comes with distinct trade-offs. In this work, we adopt the tag-based relation approach due
to its enhanced flexibility and its ability to reduce the complexity of the static context.
Whereas the set membership approach requires a dedicated set for each constraint, the
tag-based approach centralizes all associations in a single relation, thereby simplifying
model initialization and management.

The following sections demonstrate the implementation of selected constraints using
this relational tagging strategy, leveraging the separation of concerns between domain-
independent abstractions and their domain-specific refinements that represent concrete
system instances.

6.4.2 Formal Interpretation of Functional Properties and Con-
straints

In Event-B, properties of the system are formally specified using invariants, while con-
straints on the system behavior are interpreted through guards on events. This dis-
tinction supports a clear separation between declarative requirements and operational
conditions.

The invariants define desirable system-wide conditions that must always hold dur-
ing execution. Constraints, on the other hand, restrict the permissible transitions by
conditioning event execution on certain guards.
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Formally, if some constraints C' are enforced by the guards of an event, the associated
assumptions G become part of the proof obligations. If the constraints are correctly
designed to ensure the property P, the invariant Ip representing the property should be
provable under the assumptions induced by the guards.

Thus, the following logical implication must hold:

Ge = Ip
Where:
o G¢ represents the assumptions introduced by the guard enforcing the constraint,
e [p denotes the invariant expressing the property.

This formal approach ensures that constraints implemented via guards contribute to
the overall system correctness by supporting the proof of properties encoded as invariants.
The methodology is particularly effective when constraints are reusable across models and
can be composed to imply more complex properties.

FIFO

In this section, we detail the formal interpretation of the FIFO (First-In, First-Out)
property, as introduced in Section [5.3.2] This behavioral property is captured through a
functional constraint, which is formally represented by additional guards on the Intercept
event, as illustrated in Listing [6.8f These guards enforce a specific ordering on message
processing to reflect the FIFO semantics. The functional constraint is introduced during
the refinement of the Buffer machine.

To enable the constraint in a reusable and modular fashion, we associate it with the
FIFO tag within the ConnectorFIFOType tagging relation. This relation allows the con-
straint to be selectively activated on any connector that is explicitly marked as adhering to
FIFO semantics. This mechanism provides both flexibility and scalability by decoupling
the constraint definition from specific connector instances.

Formally, the guard enabling the constraint can be expressed as:

(¢ — FIFO) € ConnectorFIFO Type = FIFO_Guard(c)

where FIFO_Guard(c) represents the condition enforcing the FIFO order on connector c.
This approach ensures that the FIFO constraint is only enforced for the relevant
connectors while maintaining the reusability of the architectural elements.

Synchronicity

Similarly, we represent the Synchronicity property and its corresponding functional con-
straint within the refinement of the FIFO machine. This follows the same modeling
strategy applied in the interpretation of the FIFO property.
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OO Utk W

invariants
// Relation of every artifact to their order through natural number id
@ bufferArtifactListTypelnv  bufferArtifactList &€ Connector — P(N x artifact)
// ID of the last artifact that was received per connector
Q@ bufferCurrentArtifact Typelnv  bufferCurrentArtifact € Connector — N
// Size of the set containing the ids
@ bufferArtifactListLenghtTypelnv  bufferArtifactListLenght € Connector — N

events
event Inject extends Inject
any i
where
Ogrdl4i € N
Q@grd15 i = bufferArtifactListLenght (conn)
then

// Set the id to the next available natural number
@act8 bufferArtifactList (conn) := bufferArtifactList (conn) U {i — a}
// Increment the connector id list
@act7 bufferArtifactListLenght (conn) = i+1
end

event Intercept extends Intercept
where
// Last id received can—be equal to the size of the id list
©bufferCurrentIndexNotIndexSize ConnectorFIFOType(conn) = FIFO = bufferCurrentArtifact(
conn) # bufferArtifactListLenght (conn)
// Take the first sent artifact
@pickFirstSendGrd ConnectorFIFOType(conn) = FIFO = a = (bufferArtifactList(conn))(
bufferCurrentArtifact (conn))
then
// Increment the last id received
Qact5 bufferCurrentArtifact (conn) := bufferCurrentArtifact (conn) + 1
end
end

Listing 6.8: Refinement introducing connectors’ FIFO property (3M)
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1 | invariants

2 | // Set containing the state of the connector (TRUE = locked, FALSE = unlocked)
3 Qinvl connectorsLock € Connector — B

4

5 |events

6 event INITIALISATION extends INITIALISATION

7 then

8 @actl4 connectorsLock := Connector x {FALSE}

9 end

10

11 event Inject extends Inject

12 where

13 // make sure that the component does —have a artifact in transit

14 ©NoMessagelnTransitlnv ConnectorSynchronous Type(conn) = Synchronous = connectorsLock(

conn) = FALSE

15 then

16 // Lock the connector when injecting in it

17 @lockConnector connectorsLock(conn) := TRUE

18 end

19
20 event Intercept extends Intercept
21 then
22 // Unlock the connector when intercept
23 QunlockConnector connectorsLock(conn) := FALSE
24 end
25 |end

Listing 6.9: Refinement introducing connectors’ synchronicity property (4M)

Listing illustrates the formal encoding of this constraint, where synchronization
behavior is enforced through guards on specific events. These guards ensure that a message
is only transmitted through a connector if all required synchronization conditions are met,
effectively capturing the essence of synchronous communication.

As with the FIFO constraint, this functional constraint is activated via a tagging rela-
tion. Specifically, connectors marked with the Synchronous tag in the ConnectorSyncType
set are subject to the synchronization behavior constraints. The condition is thus enabled
only for those connectors explicitly tagged, as expressed by the following guard condition:

(¢ — Synchronous) € ConnectorSyncType = Sync_Guard(c)

where Sync_Guard(c) defines the guard logic enforcing synchronous communication se-
mantics for connector c.

6.5 Instantiation and Verification of Software Archi-
tecture

In this section, we will consider the college library web application system introduced in
Section to show how our contribution may be used for the modeling and analysis of
software architecture. As we shall see, functional requirements are described in the form
of properties of the modeled systems at different level of abstractions. Their fulfillment
is then checked through model verification.
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6.5.1 Expressing the Software Architecture

We start by defining the component types and the interfaces and connectors using the
software architecture metamodel concepts and their interpretations in Event-B. Listing
6.10| shows the Event-B model specification of the architecture of the college library web
application example described in Section [2.8.1 with respect to the functional require-
ments. Lines 3-4 specify the components, data types, data, and connectors for the web
application according to the component-port-connector metamodel. Lines 7-10 specify
the structural constraints in the form of axioms. For instance, the Database and Admin-
istrator components are defined as elements of the Component carrier set. Lines 13-18
specify the Uses relation between the ports and the components.

1 | context SystemLibrary extends Context7MPS

2

3 | constants Database Webserver Browser Administrator PortDatabaselN PortDatabaseOUT
PortWebserver PortBrowser PortAdministrator ConnectorBrowserWebserver. . .

4 | ConnectorWebserverDatabase ConnectorAdministratorDataBase DataDatabaselN DataDatabaseOUT
DataWebserver DataBrowser DataAdministrator DataTypel DataType2

5

6 | axioms

7 // Fill the Component set

8 ©@axmFillSystemComponents partition(Component, {Database}, {Webserver}, {Browser}, {
Administrator})

9 // Fill the Port set

10 Q@axmFillSystemPorts partition (Port, {PortDatabaselN}, {PortDatabaseOUT}, {PortBrowser}, {
PortWebserver}, {PortAdministrator})

11

12 // Linking the ports to their component

13 Q@axmFillSystemUses Uses =

14 {PortDatabaselN +— Database,

15 PortDatabaseOUT — Database,

16 PortWebserver — Webserver,

17 PortBrowser — Browser,

18 PortAdministrator +— Administrator }

19

20 ©@axmFillConnectorParadigm partition (ConnectorParadigm,

21 {ConnectorAdministratorDataBase — MPS},

22 {ConnectorBrowserWebsite — MPS},

23 {ConnectorWebsiteDatabase — MPS})

24

25 |end

Listing 6.10: Library context constant declaration and typing

6.5.2 Incorporating Connectors

At this step, we specify the structural and behavior of the connectors by reusing the
developed and verified models. Connector types are defined as instances of the defined
connectors in previous refinements according to the desired communication paradigms

(e.g., MPS) and characteristics (e.g., FIFO) (See Lines 20-23 of Listing [6.10)).
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6.5.3 Specifying and Verifying the Requirements

As presented in Section [5.2] we can identify the corresponding communication semantics
that will be needed to be used in order to fulfill the desired requirements. For instance,
both the message passing communication and the message passing with FIFO ordering
allow us to express Req_3. As identified in Section , two components (Administrator
and Database) and a connector are involved in Req 3. To fulfill this requirement, the
Administrator must respect the semantics of an MPS sender, and the Database must
respect the semantics of an MPS receiver as described. Finally, the connector must
respect the semantics of an MPS connector.

1 | invariants

2 theorem @CanAlwaysCreateMessage 3 m - m € COMMUNICATION_ARTIFACT A

3 m ¢ artifact A

4 m ¢ message

5 theorem @CanSendMessageFromAdministratorToDatabase V a - a € message A a ¢ artifact A a ¢
artifactIntercepted A payloadsType(messagePayloads(a)) = DataTypel

6 = (3 conn - conn € Connector

7 A PortAdministrator — conn € Connects

8 A PortDatabaseOUT +— conn € Connects

9 A PortAdministrator € Port

10 A PortDatabaseOUT € Port

11 A PortKinds(PortAdministrator) = PortOUT

12 A PortKinds(PortDatabaseOUT) = PortIN

13 A (ConnectorParadigm(conn) = MPS < a € message)

14 A (ConnectorParadigm(conn) = MPS < (Realizes(PortAdministrator) € Data A Realizes(
PortDatabaseOUT) € Data))

15 A (ConnectorParadigm(conn) = MPS = payloadsType(messagePayloads(a)) €
DatasDatatypes(Realizes(PortDatabaseOUT)))

16 A (ConnectorParadigm(conn) = MPS = payloadsType(messagePayloads(a)) €
DatasDatatypes(Realizes(PortAdministrator)))

17 A (ConnectorParadigm(conn) = MPS < Realizes(PortDatabaseOUT) +— DataOUT €
DataDataDirection)

18 A (ConnectorParadigm(conn) = MPS < Realizes(PortAdministrator) — DatalN €
DataDataDirection) )

19 theorem @CanReceiveMessageWhenOnBuffer ¥V a - a € message A a € buffer(
ConnectorTerminalDataBase) =

20 ConnectorTerminalDataBase € Connector A

21 PortDatabaseOUT € Port A

22 ConnectorFIFOType(ConnectorTerminalDataBase) # FIFO

Listing 6.11: Library machine theorems

When discussing the satisfaction of requirements, we start with constructive aspects
reusing abstract levels of description and then the specific aspects of the concrete system.
We use some of the previously specified and verified structural and communication be-
havior properties for connectors to specify and verify the application-specific functional
requirements on the concrete architecture, and we add new ones when required. For in-
stance, the structural part of Req 3 is fulfilled by construction, reusing the context of
an MPS-based system, as depicted in Listing [6.10] Similar to the structural part, in the
behavioral part of Req_3, we reuse the invariant “OnlyMessagesInMPSConnectors” intro-
duced in Listing and we add new properties defined as theorems (Listing . These
theorems prove the validity /soundness of a succession of events (CreateMessage, Inject,
and Intercept) and the properties of these events have been proven as invariants. In this
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Table 6.1: Summary of the security elements and their interpretation in Event-B

Security element Event-B interpretation
SecurityObjective Comment at the start of the domain-independent machine
SecurityRequirement Invariant in domain-independent machine
DomainSpecificPolicy Comment at the start of the domain-specific machine
SystemPolicy Theorem in domain-specific machine
DomainSpecificMechanismCapability Application of the tag in the domain-specific context
DomainSpecificMechanism Configuration of the system to the refinement made for the DomainIndependentMechanism
DomainlndependentMechanismCapability Guard applied to the tag in domain-independent machine
DomainlndependentMechanism Full refinement of the domain-independent machine to describe more concrete implementation

Table 6.2: Summary of the security relations and their interpretation in Event-B

Security relation Event-B interpretation
Fulfills Guards representing the DomainIndependentMechanismCapability appear in the SecurityRequirement proof
Implements (Domain independent) Gluing invariant describing the SecurityRequirement in a more concrete manner in the refinement
Implements (Domain specific) DomainIndependentMechanism configuration to the specific system holds the SystemPolicy invariant
‘ Enforces ‘ Tags necessary to prove the DomainSpecificPolicy theorem ‘

Refines Application of the tag in the domain-specific context

Configures Configuration of the DomainIndependentMechanism refinement machine to a system

Achieves Represented as the conjunction of requirement in the SecurityObjective comment

machine, the events and variables defined in the previous refinement are extended without
any change. The same process may be applied to deal with Req 1 and Req_2. In a more
general cases, it is possible to modify the events (i.e., adding new guards, renaming them)
to fulfill the target application use case. This process is currently manual, but the use of
Event-B theories [I48] could enable the automatic generation of such theorems.

At this level of specification, we are able to: (1) formally represent an interpreta-
tion of the software architecture model and properties in Event-B to support property
specification and analysis, (2) formalize the behavioral semantics of the connectors
described in Section specifically by writing and proving invariants, (3) verify
properties of the connectors to establish a set of reusable connector libraries that can
be instantiated with respect the specific requirements in a concrete application, and (4)
verify the satisfaction of a set of functional requirements for a concrete application

through reuse of the previously specified and verified connectors. This satisfies RO
1.2.

6.6 Security Interpretation and Proof Engineering

In this section, we present a formal specification of the security metamodel, as illustrated
in Figure 5.5 using the Event-B formal method.

The Event-B model developed to formally validate the modified version of NIST stan-
dard interprets aspects of the diagram with specific concepts. Tables and show a
summary of the transformation rules between the metamodel elements and realtions and
their Event-B representation.

o SecurityObjective: While the SecurityObjective is not explicitly represented in the
Event-B model, it can be interpreted through abstract specifications that employ
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formal semantics. For example, the “integrity of the origin of the information” is
represented in the CIAAA machine as a comment. It has no formal specification in
itself.

SecurityRequirement: SecurityRequirement are formally represented as invariants
within the Event-B machine. These invariants encode the requirements as predi-
cates, leveraging set theory and first-order logic. The correctness of these invariants
is ensured through proof by induction, guaranteeing their validity in all reachable
states of the state machine. For example, “the source of the message must be verifi-
able as the component sending the message” is represented in the CIAAA machine
as the messageAuthenticityInv invariant in the CIAAA machine.

DomainIndependentMechanismCapability: The DomainlndependentMechanismCa-
pability are modeled as guards in the Event-B machine. These guards encapsulate
the necessary capabilities required to fulfill the associated requirements. The rela-
tionship between guards and requirements is formally verified, as the proof of the
invariant representing the requirement is contingent on the proper application of
these guards. For example, “ensure the source of the message is correctly initial-

ized” is interpreted by the guard restrictiveSetSourceGrd in the Inject event of the
CIAAA machine.

DomainSpecificPolicy: The DomainSpecificPolicy is not explicitly formalized within
the Event-B model. However, it can be abstractly represented and interpreted using
formal semantics. For example, the DomainSpecificPolicy “web browser requests
sender is correctly identified” can be represented in the domain-specific Event-B
machine as a comment describing the steps needed to achieve the objective.

SystemPolicy: The SystemPolicy is encoded as an invariant within the Event-B
model. This invariant represents the SystemPolicy as predicates, which can be
rigorously proven using first-order logic and set theory. For example, “the source of
the web browser request sent to the webserver is the original sender” is represented
in the domain-specific machine as a theorem messageAuthenticitySystemPolicylInv
formally describing the behavior that we expect.

DomainSpecificMechanismCapability: The DomainSpecificMechanismCapability are
modeled by introducing behavioral modifications to system components. This is
achieved by applying the DomainIndependentMechanismCapability to the relevant
architectural elements. Within the Event-B framework, this is implemented by
tagging the elements in the system model with the corresponding DomainIndepen-
dentMechanismCapability. The tagged elements activate the guards defined by the
DomainIndependentMechanismCapability, thereby modifying their behavior in ac-
cordance with the specified capabilities. For example, “the source of the web browser
request sent to the webserver is correctly initialized to the appropriate web browser”
is represented in our Event-B model by adding the relation between the tag Con-
nectorSenderAuthenticity and the connector ConnectorBrowserWebsite inside the
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set ConnectorConstraint. This enable the guards representing the DomainSpeci-
ficMechanismCapability for the connector enabling the proof of the theorem for
it.

o Mechanisms: The formal implementation of mechanisms (both domain independent
and specific) in the Event-B model would be done through refinement. The model
aims to refine the simple capabilities into a more concrete Event-B representation
changing the behavior of the system while keeping the invariant true. For example,
for the payload confidentiality requirement is represented in the Event-B model as
a refinement of the CIAAA machine that refines the already formalized Domain-
SpecificMechanismCapability. This refinement is made by the pair of context and
machine and in this case represent the encrypt decrypt protocol in more details.
This example demonstrates the feasibility of formally describing concrete mecha-
nisms. This machine can in turn be refined to introduce the system and configure
the DomainIndependentMechanism into the DomainSpecificMechanism. An addi-
tional verification of the concrete solutions or protocols could be done outside this
approach using verification tools such as Tamarin [149] and ProVerif [150].

In addition to the main concepts, the relations are represented as followed:

o Achieves: The Achieves relation is not represented formally in the Event-B model
as the objective is not either. This relation in the model is interpreted as the
conjunction of the security requirements and domain specific policies in the Event-
B model being proven.

o Fulfills: The Fulfills relation is shown in the proof of the Security requirement.
In the proof, the guards representing the DomainIndependentMechanismCapability
appear in the step making the proof possible (see Figure . This exemplifies that
the guards used to represent the DomainlndependentMechanismCapability do in
fact fulfill the SecurityRequirement.

e Recasts: The Recasts relation is can be found in the system machine. When look-
ing at the theorem representing the DomainSpecificPolicy it is a recast of the
SecurityRequirement invariant represented in the CIAAA machine. This recast
takes the form on replacing the general approach of the invariant (for example:
Ve € Connector) by the specific architectural element.

o Implements: The Implements relation is represented in multiple ways. For example
a gluing invariant is introduced in the refinement showing that the guards introduced
for the DomainIndependentMechanismCapability in the abstract machine is refined
into a more concrete behavior in the concrete machine representing the Mechanism.

o FEnforces: The Enforces relation is demonstrated when the introduction of the mech-
anism capabilities within the formal context enables the proof of the System Policy
theorem. This implies that the defined capabilities provide the necessary conditions
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to establish the correctness of the policy within the domain-specific formal model,
ensuring that the intended security properties hold under all specified conditions.

e Refines: The Refines relation is represented when the tag representing the Domain-
IndependentMechanismCapability is applied to the relevant architectural element
to apply the mechanism capabilities at the system level. The application of the tag
enable the behavior of the mechanism capabilities in the element.

o Configures: The Configures relation is the application of the Mechanism concrete
machine to the specific system by its configuration specific to the system it is applied
to.

Sees

Context MPS > Machine MPS
Requirements
Refines
Domain Extends
Independent
Mechanism v \ 4
Capabilities Machine CIAAA -
Context CIAAA Sees Generates Proofs obligations
y (2) Requirement | ___________ >
, i "l invariant (4) Proof obligation
System Policy () SIS e GEiTiierm (3) DIMC Guard discharged with guard
definition
Domain Specific
Mechanism Extends
Capabilities Refines
Y M

Context Web Application Sees Machine Web Application

\ 4

(5) DSMC Tag application (6) SP theorem

Figure 6.2: Event-B refinement tree of the interpretation of the our metamodel

The refinement tree illustrated in Figure provides a formal depiction of the rela-
tionships between the concepts introduced, utilizing the refinement process inherent to
Event-B. This figure is structured across three levels of abstraction: MPS, CIAAA, and
Web Application. The first level, MPS, represents the functional machine that serves
as the foundation for subsequent security refinements. It formalizes the MPS communi-
cation paradigm, as introduced in Section [6.3.2] and excludes any security-related con-
structs. The second level, CIAAA, corresponds to a domain-independent refinement that
introduces a general formalization of security concerns. Finally, the Web Application
level exemplifies a domain-specific instantiation of the abstract security model. This tier
demonstrates how the abstract security framework can be tailored to a real-world appli-
cation.

In the figure, the domain-specific elements are shown as refinements of the domain-
independent components. This layering signifies a systematic progression, where the
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general capabilities of domain-independent mechanisms are adapted and specialized to
address the specific needs of the domain. Through this formal representation, the refine-
ment process establishes a clear and traceable connection between the generic mechanisms
capabilities and their context-specific refinement.

6.6.1 Mechanisms

In the Event-B formalism, a security mechanism (DIM) is represented as a refinement
of the machine encapsulating the corresponding security mechanism capability (DIMC).
This refinement process allows for the formalization of concrete mechanisms, such as
TLS, while preserving the core security properties defined at the capability level. The
refinement ensures that the invariants established in the abstract representation of the
capability remain valid in the more concrete implementation. By progressively refining
the abstract model, we introduce implementation details that align with real-world mech-
anisms while guaranteeing that the fundamental security properties, such as authenticity
or integrity, hold throughout the refinement chain. This structured approach facilitates
rigorous verification and validation of security mechanisms within a formal framework.

At this level of specification, we are able to: (1) specify the security properties (i.e.
SecurityRequirement, DomainSpecificPolicy and SystemPolicy) as theorem and in-
variants in the Event-B machines, (2) specify the security constraints as guards on
the events (i.e. DomainlIndependentMechanismCapability) or by assigning tags to the
corresponding architectural elements in the contezt (i.e DomainSpecificMechanismCa-
pability), constraining the model behavior, (3) generate relevant POs corresponding to
the invariants and the theorems, and (4) discharge the POs using hypothesis derived
from the guards.

6.7 Specification and Verification of the System Ar-
chitecture Security

In this section, we present examples of the formalization of the security metamodel using
Event-B by extending the model presented in Section [6.3]

6.7.1 Instantiation of the Security Metamodel

In this section, we are going to present an example of instantiation of the Security meta-
model using the Authenticity objective applied to the smart meter gateway case study
as presented in Figure[6.3] This instantiation requires the combined work of the security
expert and the analysis expert to produce a formal representation of the security concerns.
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Figure 6.3: Instantiation of NIST SP 800-160 with authenticity example with every secu-
rity elements associated with their respective Event-B formal Interpretation

Authenticity Formalization in Event-B

According to the ISO/IEC 27000:2018 standard [145], authenticity ensures that an entity
is what it claims to be. In the context of message passing communications within software
architectures, message authenticity guarantees that the source written in the message is
the actual sender. If a message m has a component c; as its source then it was sent by
c1. In other words, for any message m, if a component ¢, is able to get source ¢; of a
message m, then ¢ is the accurate sender of m. For components s, € C, we denote this
representative property as MessageAuthenticity(s,r, m) which is specified for all messages
m e M as:
H, (inject(m)) < E,(get_src(m,c1))

Here, E.,(get_src(m,c;)) is a predicate indicating that component ¢y € C is able to
get that the source of m is ¢l and H,, (inject(m)) is a predicate indicating that ¢l has
injected the message. Therefore, the validity of the property MessageAuthenticity(s,r,m)
would show that the MessageAuthenticity objective is fulfilled between ¢; and ¢y in the
system.

2 | @AuthenticityConstraintsAxiom partition ( AuthenticityConstraint , {ConnectorSenderAuthenticity}, {

ConnectorSendAuthorization})

@messageAuthenticityRequirementlnv V conn, m -
conn € Connector
A conn — ConnectorSenderAuthenticity € ConnectorConstraint
A m € artifact
A connectorsUsed(m) = conn

O OO0 Ut W
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10 = source(m) = sender(m)

11

12 |=========== (3} ===========

13 | @ restrictiveSetSourceGrd conn +— ConnectorSenderAuthenticity € ConnectorConstraint = s =
aSender

14

15 |=========== (b)) ===========

16 | @axmFillConnectorProperty partition (ConnectorConstraint,

17 {ConnectorGatewayRrcCD — ConnectorSenderAuthenticity})

18

19 |=========== (6) ===========

20 |theorem @messageAuthenticitySystemPolicylnv V m -

21 m € artifact

22 A connectorsUsed(m) = ConnectorGatewayRrcCD

23 = source(m) = sender(m)

Listing 6.12: Event-B interpretation of the Message Authenticity Requirement

Listing and Figure|6.4{ show the six steps of this interpretation. Listing shows
a extract of 4 files as shown into Figure while Figurd6.4) show the final logic statement
proving invariant (2) using automatic prover CVCA4.

Figure 6.4: (4) Invariant proved using automatic tactic CVC4 and ConnectorSender-
Authenticity tag

In the figure, the domain-specific elements are shown as refinements of the domain-
independent components. This layering signifies a systematic progression, where the
general capabilities of domain-independent mechanisms are adapted and specialized to
address the specific needs of the domain. Through this formal representation, the refine-
ment process establishes a clear and traceable connection between the generic mechanisms
capabilities and their context-specific refinement.

In the context of the smart meter example, this refinement highlights how domain-
independent mechanism capabilities are configured and tailored to meet the specific re-
quirements of the domain. The refinement process thus ensures that the system main-
tains coherence and consistency while allowing for the customization necessary to achieve
domain-specific objectives. This approach not only underscores the flexibility of the re-
finement process but also emphasizes its utility in bridging abstract concepts with their
practical applications in diverse domains.

This example demonstrates the hierarchical interpretation of these concepts, culmi-
nating in the representation of mechanism capabilities for both domain-independent and
domain-specific components.
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Confidentiality Security Objective

According to the ISO/IEC 27000:2018 standard [145], confidentiality ensures that informa-
tion is not made available or disclosed to unauthorized individuals, entities, or processes.
In the context of message passing communications within software architectures, payload
confidentiality allows a transmitted message to be received by other components, but only
specific components can get the actual content of the payload. In other words, a payload
is deemed confidential if a component c3 receives a message m with a payload d sent by
c1 with ¢y as its intended destination, then c3 will not be able to get the content of the
payload d. Formally, this is expressed as:

Ec, (get_pld(m,d)) = —(H,, (inject(m)) A has_rcv(m,c2) < E.,(get_pld(m,d)))

Here, E.,(get_pld(m, d)) is a predicate indicating that component c3 € C is able to get
the payload d € D from the message m € M and —(H,, (inject(m)) A hasrcv(m,cs)
< E.(get-pld(m,d))) is a predicate indicating that it is never the case at some past
before that the component ¢; € C sent message m € M with a component ¢, € C as the
declared receiver. Therefore, the validity of the property PayloadConfidentiality(c;, cz)
would show that the PayloadConfidentiality objective is fulfilled between c¢; and ¢y in the
system.

Formal specification and analysis in Event-B. Following the same method shown
in the previous Section for Authenticity we build the Event-B model for confidential-
ity. We build a new Event-B model named CBSE MPS CIAAA FEvent-B model as
a refinement of the CBSE MPS FEvent-B model. Assuming a mechanism capability
called restrictiveGetPayload is deployed, then we show that the security requirement
PayloadConfidentiality holds. The payload confidentiality requirement is represented in
Event-B as an Invariant (see Listing that states that if a payload has been read
and the message containing this payload has been sent into a connector enforcing restric-
tiveGetPld then the component that reads the payload is the intended destination.

1 | invariants
@ payloadConfidentialitylnv ¥V p, conn, m -
conn € Connector
A conn — ConnectorPayloadConfidentiality € ConnectorProperty
A p € ran(readPayload)
A m — p € messagePayloads
A connectorsUsed(m) = conn
= Uses( receiver (m)) = allowedGetPayload(m)

O JOU W

Listing 6.13: PayloadConfidentiality property invariant

For the invariant encoding the security objective to hold, we add a constraint in
the model (security mechanism), as shown in Listing [6.14). This constraint is modeled
in Event-B as a guard (line 4) in the GetPayload event: when the considered message
exchange is realized through a secure connector, the event can only be triggered if the
message has been received by the intended destination.

1 |events
2 event GetPayload extends GetPayload
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3 | where |

4 | Q-restrictiveGetPldGrd connectorsUsed(m) — ConnectorPayloadConfidentiality € \
ConnectorProperty = allowedGetPayload(m) = Uses(receiver(m)) // Only the inteded receiver
can receive the message

5 end

Listing 6.14: restrictiveGetPld constraint guard

Integrity Security Objective

According to the ISO/IEC 27000:2018 standard [145], integrity ensures that transmitted
information is accurate and complete. In the context of message passing communications
within software architectures, message integrity ensures that the content of the message
received is the same as when it was sent. If a message m, sent by the component ¢, has
a payload p then c¢ originally sent m with the same payload p. In other words, for any
message m, if a component ¢, is able to get the payload p of a message m, then p is the
initial payload of m. For components s, € C, we denote this representative property as
PayloadIntegrity(s,r,m) which is specified for all messages m € M as:

Hs(set_pld(m,p)) < H,(get_pld(m,p))

Here, H,.(get_pld(m,p)) is a predicate indicating that component r € C has gotten the
payload p € D of m € M and Hj(set,ld(m,p)) is a predicate indicating that s € C has set
the payload of m to p. Therefore, the validity of the property PayloadIntegrity(s,r,m))
would show that the PayloadIntegrity objective is fulfilled between s and r in the system.

Formal specification and analysis in Event-B. Assuming a security mechanism
capability called restrictiveSetPld is deployed, we show that the security requirement
PayloadIntegrity holds. The payload integrity Requirement is represented in Event-B as
an Invariant (see Listing that states if a message has been injected into a connector
enforcing restrictiveSetPld then the payload has not been changed.

1 | invariants
@messagelntegritylnv V conn, m -

conn € Connector

A conn — ConnectorMessagelnTransitIntegrity € ConnectorProperty

A m € artifact

A m € message

A connectorsUsed(m) = conn

= initialPayload (m) = messagePayloads(m) // every message m send in connector conn
have its original payloads

0~ O U W N

Listing 6.15: PayloadIntegrity property invariant

For the invariant encoding the security objective to hold, we incorporate a constraint
in the model (security mechanism capability), as depicted in Listing [6.16 This con-
straint is modeled in Event-B as a guard (line 4) in the event ChangePayload: when the
considered message is sent through a secure connector (the connector has the property
ConnectorMessageln TransitIntegrity), the event cannot be triggered (the guard
restrictiveSetPldGrd cannot be true).
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event ChangePayload
where
©SetPldGrd connectorsUsed(m) +— ConnectorMessagelnTransitIntegrity ¢ ConnectorProperty

W N

Listing 6.16: restrictiveSetPld constraint guard

6.7.2 Analysis Results and Discussion

Table presents the count of Events and Guards used to specify both the properties
and behavior of the system. It also shows the number of proof obligations (PO) to prove
the correctness of the model (behavior and properties) at each refinement level. All
of the generated proof obligations have been discharged. Some have been discharged
automatically. Others required interactive proof through explicit case analysis and/or
hypothesis instantiation and rewriting.

Table 6.3: Analysis results of the Event-B models

Machine Events | Guards | Proof Obligations
2 Communication 3 11 27
3 Buffers 3 14 28
4 FIFO 3 26
5 Synchro 3 1 4
6 MPS 4 12 42
7 RPC 5 13 35
Authenticity 5 1 14
Payload confidentiality 5 1 24
Message confidentiality 5 1 16
Integrity 5) 1 )
Library 4 0 )

6.8 Verification Informs Design

Once the architecture is translated into an Event-B model, the associated POs, partic-
ularly those derived from property theorems, are automatically generated. The status
of these POs serves as a primary indicator of the validity of the specified properties. A
proven status indicates that a given property holds under the current specification and
set of assumptions. Section illustrated an example of a system instantiation and the
corresponding proof process. For example, in the Webserver use case, the PO generated
from the authenticity theorem serves as a formal indicator of whether the authenticity
property is upheld in the modeled system.

The status of each PO provides critical feedback for the architectural model design.
However, the formal analysis process does not inherently differentiate between POs that
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are unprovable due to a flaw in the model and those that remain unproven due to an
incomplete or inadequate proof strategy. In such situations, the intervention of a formal
methods expert may be required to diagnose whether the issue arises from the system
specification itself or the reasoning process used by the proof assistant. In the Webserver
case study, if the restrictiveSetSource constraint is omitted from the connector, the PO
associated with the authenticity property will not be discharged. This outcome high-
lights, through formal analysis, that the current system design fails to satisfy the required
authenticity guarantees, thereby indicating a security flaw.

When certain proofs remain undischarged, this outcome serves as a signal that addi-
tional constraints are necessary to satisfy the stated properties. Within our framework,
this often translates to the application of additional mechanisms, guided by the Enforces
relation between DomainSpecificMechanismCapability and DomainSpecificPolicy. In the
Webserver case study, the inclusion of the restrictiveSetSource constraint in the system
design enables the successful proof of the authenticity property, as demonstrated in Sec-
tion This illustrates the feedback loop between formal analysis and model design,
where the results of the analysis directly inform necessary design adjustments to ensure
security properties are satisfied.

This process will be discussed in more details including its tool support in Section [7.6.2
of the following Chapter.

At this level of specification, we are able to: (1) formally represent an interpretation
of the security objectives in Fvent-B to support property specification and analysis,
(2) use the semantics of the connectors described in Section[6.5, to interpret security
objective, (3) verify properties of the connectors to establish a set of reusable objective
libraries that can be instantiated with respect the specific requirements in a concrete
application, and (4) verify the satisfaction of a set of non-functional security require-
ments for a concrete application through reuse of the previously specified and verified
objectives. This satisfies RO 2.1 and RO 2.2.
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7.1 Introduction

In this chapter, we present the creation of the Domain-Specific Language and the tool sup-
port associated with it that we call SecCBSA. The implementation leverages the Eclipse
Modeling Framework (EMF) ecosystem, particularly focusing on technologies such as Sir-
ius for graphical modeling and Acceleo for Model-to-Text (M2T) transformation. The
objective of this tooling environment is to provide users with an integrated platform to
design, visualize, and generate artifacts from models conforming to the proposed meta-
model. Sirius enables the creation of intuitive and customizable graphical editors, while
Acceleo facilitates the automatic generation of formal specifications and implementation
code from high-level models. Together, these tools put together in an Eclipse plugin called
SecCBSA, contribute to a Model-Driven Engineering (MDE) workflow that supports the
end-to-end development of CBS with embedded security properties and constraints.
This chapter present the creation and usage of the tool-chain answering RO 4. This
chapter is organized as follows. Section presents the requirements for the toolchain.
Section describes the implementation approach for the framework. Section [7.4] in-
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troduces the abstract syntax of our DSL, including the concept of views and details the
views provided by our framework. Section presents the implementation of the abstract
syntax as a concrete syntax using Sirius. Section demonstrates the tool support for
Event-B models through the Rodin platform. Finally, Section describes the Model-
to-Text transformation from Ecore models to Event-B models using Acceleo.

7.2 'Tool Support Requirements

In this section, we outline a set of functional requirements for the toolchain (SecCBSA)
implementing the tool support that supports the proposed approach. This toolchain is
designed to operationalize the security metamodel introduced in our work and to integrate
with the Event-B formal verification environment. The toolchain must fulfill the following
core requirements:

e Support the creation and editing of UML class diagrams use to describe CBS.

o Enable the creation and editing of UML class diagrams used to describe the security
metamodel.

o Provide support for defining a user-friendly concrete syntax for domain-specific lan-
guages used in the modeling process.

e Support the implementation of reusable security library models, including domain-
independent and domain-specific components.

o Enable the creation and manipulation of system architecture models, including both
functional and security-related views.

o Provide mechanisms to transform models from the UML format (e.g., Ecore) into
the formal language format compatible with Event-B (e.g., Event-B machines and
contexts).

o Allow integration with the Rodin platform to perform formal verification of system
models using proof obligations generated from Event-B specifications.

o Allow the validation of the formal model through simulation using ProB.

e Support an iterative process to create a secure architecture with formal verification.

To address the above requirements, we have developed a MDE toolchain that supports
all stages of our methodology—from architecture modeling to formal verification. This
integrated tool environment aims to bridge the gap between high-level architectural design
and rigorous formal validation, while preserving a separation of concerns across different
modeling views and stakeholders.
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Figure 7.1: Architecture of the tool support

7.3 Architecture of SecCBSA

This section presents SecCBSA implemented to support the approach as an Eclipse plug-
inﬂ Our starting point is the software architecture metamodel presented in Section
as the metamodel for a software architecture domain specific language (DSL) in a model-
driven approach. The metamodel describes the abstract syntax of the DSL, by capturing
the concepts of the component-port-connector software architecture domain and how the
concepts are related.

The architecture of the tool, as shown in Figure [7.1], consists of two main blocks
composed of a set of modules to support the corresponding activities. In the sections
below, the numbers correspond to the activity numbers in Figure [7.1]

7.3.1 Modeling and Analysis Framework Development Block

The first block supports four activities. Al.1 is responsible for creating the DSL meta-
model. The resulting metamodel is used in A1.2 to formally define (in Event-B) the static
and behavioral semantics, based upon the DSL metamodel according to the procedure
discussed in Chapter [6] We name this definition the formal metamodel. Furthermore,
reusable security model libraries are also defined in A2.3 as Event-B models according
to the procedure discussed in Section We name this definition the formal model
libraries. Lastly, A1.4 defines a set of DSL model libraries from the Event-B specifica-

I Also available in our public [git repositories
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tion of properties and constraints (formal model libraries), using the property view of the
DSL metamodel (Figure . Each security property is associated with a set of security
mechanisms to enforce it, during A1.3. As an example, we use payloadConfidentiality
as an instance of ConnectorProperty, restrictiveGetPld as an instance of the Connector-
Constraint within the CIAAA library. Finally, we establish that the restrictiveGetPld
requirement enforces the payloadConfidentiality objective. To support these four activi-
ties, we used EMF and Xtext to develop the DSL metamodel, and Rodin to encode the
corresponding Event-B formal metamodel. No further implementation was required.

7.3.2 System Modeling and Analysis Block

The second block supports six activities. A2.1 allows the designer to model a software
architecture (DSL model) conforming to the DSL metamodel. A2.2 allows the designer to
integrate the security specification reusing the already developed formal model libraries
(A1.4). Then, A2.3 generates a formal model (in Event-B) from a DSL model, using
a transformation engine. This transformation creates a refinement of both the corre-
sponding machine and context of the Event-B model. In A2.4, Rodin is invoked, and
the generated model creates a number of proof obligations that may be automatically
discharged. A2.5 analyzes the status of the proof obligation and A2.6 allows the designer
to add the corresponding security requirements to the DSL model reusing the DSL model
libraries and the mitigation relationship between properties (A1.4). The resulting DSL
model is then transformed to a formal Event-B model (A2.3), where the formal defini-
tion of the corresponding security requirements is automatically added in the produced
Event-B software architecture model from the DSL definitions. At the end of mitigation
(i.e., all proof obligations are discharged), the architecture satisfies the requirements.

To support these six activities, we developed a graphical editor to model the architec-
ture of the system using EMF and Sirius. The graphical editor provides model import for
the manual integration of the objective library (A2.2), proposing the possible objective
categories and properties for a software architecture element, when the designer is typing
the elements. We also developed two transformation engines using Acceleo to generate
the formal Event-B machine and context (A2.3). The transformation process consists
of a set of transformation rules that are applied for each concept on a DSL model to
generate an Event-B formal model. The generation process automatically incorporates
the formal definition of the targeted objective from the DSL definition in the produced
Event-B software architecture model. Finally, Rodin is used to verify the resulting models
and to prove the different proof obligations. Additionally, ProB may be used to simulate
and validate the architecture model.
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7.4 Abstract Syntax

The abstract syntax of a language defines its underlying structural representation. It
serves as a foundational layer for developing concrete syntaxes and acts as the basis for
subsequent tool development. While there is no universally accepted standard for defining
abstract syntax, in this work, we adopt a hierarchical graphical representation to describe
the elements and relations that compose our language.

To organize the components of the language, we propose a hierarchical classification
of elements into distinct conceptual categories, as illustrated in Figure[7.2] Each language
element is modeled as a refinement or specialization of one of these core concepts.

Figures|7.3| and present the architectural elements of the language, which are cat-
egorized into two main groups: Structural elements and Interaction elements. Similarly,
Figures [7.5( and illustrate the classification of the security-specific elements, grouped
into Properties and Constraints as presented in Chapter [5]

This hierarchical abstraction facilitates modularity, reuse, and clarity in the language
definition, supporting both tool implementation and future language extensions.

All elements are represented as classes within the metamodel and are reorganized
independently of their relations to provide a clear and comprehensive view of all the
concepts that a view can encompass. This isolation facilitates a better understanding of
the individual components without the complexity of their interactions.
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Interaction Element

i
|

Parameter Method Interface DataType Data

Figure 7.4: Abstract syntax Interaction elements

Property

i

Domain Specific

Security Requirement Policy

System Policy Security Objective

Figure 7.5: Abstract syntax Property elements

Constraint

i

Domain Specific . o . Domain Independent
Mechanism Domain S;?ecmc Domain Independent Mechanism
Mechanism Mechanism

Capabilities Capabilities

Figure 7.6: Abstract syntax Constraint elements
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Relation

i

Architectural Security
Relation Relation

Figure 7.7: Abstract syntax relations categories

Additionally, Figure presents the relations categories of the language in a similar
fashion between the Architectural and Security relations. These relation are depicted
respectively in Figure [7.§ and highlighting both the source and destination elements
associated with each relation. This separation enables a more structured representation
of the interactions between elements.

By creating a separation between elements and relations, the syntax can be more
easily leveraged for implementing tools that represent and manipulate the metamodel.
This modular approach enhances the maintainability, reusability, and adaptability of the
toolchain, making it easier to extend or modify the implementation according to evolving
requirements.

7.4.1 Views

To transform implementation diagrams into usable components that can be developed
into functional toolchains, we introduce the concept of views. These views are designed to
uphold the principle of separation of concerns, enabling a clear division of responsibilities
across the system’s design and development process.

By organizing the model into distinct views, we facilitate the development of special-
ized tools tailored to each specific concern. This modular structure allows domain experts
to focus exclusively on their area of expertise—Dbe it architecture, behavior, constraints, or
security—without being encumbered by unrelated details as shown in Figure 4.2l When
integrated, these tools collectively form a cohesive and comprehensive toolchain, support-
ing the end-to-end design, analysis, and verification of complex systems.

A view-based representation of architectural and security component is not new. For
example the 4+1 view model of software architecture present a method to describe the
architectural aspect of a system using 5 different views [I51]. Figure illustrates our
interpretation of the concept of views in the context of implementation diagrams. Each
view is characterized as an aggregation of both elements and relations that are relevant
to a specific concern within the system architecture.

This representation allows for a modular decomposition of the system, enabling focused
reasoning and tool support per view. By isolating concerns into well-defined views, the
overall complexity of the model is reduced, and the design process becomes more traceable
and scalable.



108 CHAPTER 7. TOOL SUPPORT

wauoduog

o

uod

/4;705 ‘65&

0
8L

-3
) Le
8 :3
5]
s
)
2
5
o
S
3
3
g o

T
4

o 3
g 8
3 &
3 52
@ 3

JUJET \

uod

ereq

. soinog
196181

sedkerep

sdLereq

soepe)
/ soinog

spoyaw

pouien

;am:\ 3’“""% |a&e)\

jow

jow

Figure 7.8: Abstract syntax Architectural relations



7.4. ABSTRACT SYNTAX 109

e
oo ‘ B
T
) / s
- ‘

8

o ‘ ‘wwemm,wag
3 80IN0g
el
-

forod
d wer ‘ ouoeds ue
ema:\ mﬁJe/v =m:n\\ .aa]/
- ozes

B L
=3
3%
L]
H
B
L [
]
3
=

Figure 7.9: Abstract syntax Security relations



110 CHAPTER 7. TOOL SUPPORT

Relation [ View o> Element

Figure 7.10: Implementation diagram: Views

Component
Uses |_>
Structural view > Port
Connects L
Connector

Figure 7.11: Instantiation of the Structural view

In this work, we present a set of illustrative views that span both the functional and
security aspects of a component-based software engineering (CBSE) approach. These
views serve to demonstrate how distinct concerns can be formally modeled and analyzed
within a unified framework.

Structural view

The structural view represents the architectural elements that compose the system’s over-
all architecture. This view is a representation of the metamodel presented in Section [5.2]
This view provides a static representation of all system elements, illustrating how they
are interconnected to form a cohesive structure. Each element in this view defines a
fundamental building block of the system, specifying its role and relationships with other
components. By capturing the static aspects of the architecture, the structural view serves
as a foundation for understanding the system’s organization, facilitating analysis, design,
and integration of various system elements while ensuring consistency with architectural
constraints and design principles.

For example, the representation of the smart metering system as a composition of
interconnected components, such as the gateway and sensors, along with the ports and
connectors connecting them, constitutes an instance of the Structural view.

Elements: Component, Port, Connector

Relations: uses, connects

Data view

The data view represents the various ways in which the elements of the structural view
can interact. This includes defining the communication protocols they use, the data
types exchanged, and the interaction rules governing their behavior. These interaction
elements are instantiated alongside the structural elements and remain static throughout
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—>» InteractionNature

> Data

datatypes
<_‘ > Datatype
methods < Data view
J > Interface
parameters

> Method

—> Parameters

Figure 7.12: Instantiation of the Data view

the system’s lifetime, ensuring consistency in communication and data exchange. By
explicitly modeling interactions, this view provides a clear and structured representation
of how different system components collaborate to achieve the desired functionality while
adhering to predefined operational properties.

This view represents the possible configuration of the ports and connector for the com-
munication. For example, in the smart meter example we can describe multiple Datatypes
for the information that the sensor produces and package them into a Data bundle that
represent the possible data that a sensor can send via message passing communication.
Similarly interfaces and methods could be described if RPC is used.

This view represents the possible configurations of ports and connectors for communi-
cation within the system. For instance, in the smart metering example, various Datatypes
can be defined to represent the information produced by the sensors. These datatypes
can then be encapsulated into a data bundle, which characterizes the possible data that a
sensor can transmit using message-passing communication. Similarly, if remote procedure
calls (RPC) are employed, the view would include the definition of interfaces and methods
that facilitate interaction between components.

Elements: InteractionNature, Data, Datatype, Interface, Method, Parameters

Relations: datatypes, methods, parameters

Behavioral view

The behavioral view represents the elements used for the behavior of the system. These
elements aim to show the evolution of the system in a dynamic way.
This view emphasizes the simulation aspect of the model, capturing the dynamic
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Figure 7.13: Instantiation of the Behavioral view

behavior of the system during execution. It encapsulates the artifacts exchanged between
various components, along with their content. For instance, when a sensor generates
data, it must encapsulate this data within a message payload before transmitting it to
the gateway. The gateway, in turn, processes the received message and distributes it
accordingly, following the defined communication protocols.
Elements: CommunicationArtifact, Invocation, Argument, Message, Payload
Relations: arguments, payload

Security Requirement view

The security requirement view is a security-focused perspective designed to represent
domain-independent solutions to security objectives. It defines both security properties
and constraints that are intended for general use and can later be adapted to specific
systems through configuration or refinement. This approach ensures that high-level secu-
rity principles remain consistent across different systems while allowing for their tailored
application to meet the unique policies of a given implementation.

This view can incorporate certain requirements and mechanisms that have been de-
signed independently of any specific domain. For example, a general security require-
ment such as the confidentiality of payloads, along with its associated mechanisms like
TLS, would be represented within this view. These domain-independent elements provide
reusable security solutions that can later be instantiated and configured for specific system
implementations, ensuring consistency and facilitating the integration of well-established
security practices across different domains.

Elements: SecurityRequirement, DomainIndependentMechanismCapability, Domain-
IndependentMechanism

Relations: fulfills, implements
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Figure 7.14: Instantiation of the Requirement view
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methods < Security Policy view —
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Figure 7.15: Instantiation of the Policy view

Security Policy view

The policy view is a security-focused perspective designed to represent domain-specific
solutions at both the domain and system levels. This view is centered on a particular
system and illustrates how it utilizes domain-independent elements, as defined in the
requirement view, to fulfill its SecurityObjective. By bridging high-level security goals
with concrete system-level implementations, the requirement view ensures that security
policies and mechanisms are aligned with the system’s specific needs while maintaining
consistency with broader domain-independent security principles.

Elements: DomainSpecificPolicy, SystemPolicy, DomainSpecificMechanismCapabil-
ity, DomainSpecificMechanism

Relations: realizes, enforces, implements

7.5 Concrete Syntax

The DSL editor is built upon the Eclipse Modeling Framework (EMF). Consequently, all
models are defined using the Fcore metamodeling language, enabling seamless manipula-
tion and integration within the custom tools developed as part of our work.

To enable a reusable modeling process that adheres to the principle of separation of
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Figure 7.16: Ecore models of a secure system and views associated with them

concerns, our toolchain is structured around multiple Ecore models (See Figure [7.16]).
These models are designed to be accessed and manipulated through distinct views, each
targeting specific aspects of the system architecture for both functional and non-functional
concerns.

For the implementation of the concrete syntax of our DSL, we utilized Sirius, which is
fully integrated into the Eclipse Modeling Framework (EMF). To develop this graphical
interface, Sirius enables the creation of various views to manipulate models, facilitating
the visualization and interaction with different components of the system. Furthermore, it
allows for the seamless establishment of relationships between models, thereby promoting
the reuse of existing models, such as the functional architecture models and the security
models. This approach ensures a user-friendly environment for modeling complex systems
while maintaining consistency and traceability across different domains. The creation of
the architecture, interaction and security models supports activities A2.1, A2.2 and A2.6
of the complete toolchain as visualized in Figure 7.1

7.5.1 Functional Architecture

The functional architecture is organized into three distinct views: Structural, Data, and
Behavioral. As detailed in Section [7.4.1] these views collectively capture both the struc-
tural and behavioral dimensions of the architecture. All elements manipulated across these
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Figure 7.17: Web application example architecture diagram in Sirius representation

views originate from a single underlying Ecore model, which serves as a comprehensive
representation of the architecture.

The Structural View and the Data View are presented through dedicated graphical
interfaces, each tailored to the elements and relations relevant to their respective domains.
For instance, the Structural View manages elements such as components, ports, and
connectors, while the Data View focuses on entities such as datatypes, methods, and
interfaces. Figure shows the representation of the web application using the graphical
representation. In this case the Components are representated as white boxes with the
port attached to them. Green port represent output while blue represent input Ports.
Finally the Ports are linked with Connectors.

The Behavioral View is a specialized view represented in the form of sequence di-
agrams. Its purpose is to model key interaction scenarios within the system, thereby
supporting early-stage validation and comprehension of behavioral aspects. This separa-
tion of concerns enhances modularity and facilitates focused analysis of the architecture
from multiple perspectives.
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Figure 7.18: Tree-based editor for assets and mitigations in Sirius representation showing
the relations between the architectural elements and the security properties of the model

7.5.2 Security Properties

The security properties model associated with a system must import multiple Ecore mod-
els in order to construct a complete secure system model. First, the architectural model
must be imported, followed by the security libraries that define the properties and con-
straints to be applied to the architecture (see Figure .

Once the relevant models are imported, a security expert can establish the necessary
connections between the security properties and constraints, and the corresponding archi-
tectural elements. This process is facilitated through a tree-based editor, which supports
the creation of assets and mitigations—two concepts introduced in our implementation
to represent these associations (see Figure .

Specifically, the notion of assets is used to link security properties to architectural
elements that are expected to uphold them. For example, if a component is required
to exhibit a certain security property, an asset is created to establish this relationship.
Conversely, mitigations link architectural elements—such as connectors—to security con-
straints they are intended to satisfy. This abstraction enables a structured and traceable
way to manage and enforce security requirements within component-based software ar-
chitectures.

7.5.3 Model Libraries

To support the design of the security aspects of the architecture, we provide a support
to domain experts to model security element libraries. We used the tree-based editor
of the EMF. Figure shows an Ecore model representing three requirement from the
CIAAA model. Additionally, three mechanism capabilities that fulfill these requirements
are also added to this library. This library contains domain independent requirements
and mechanisms that can then be reused in other models.

As illustrated in Figure these libraries encompass both domain-independent and
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Figure 7.19: Metamodel of the asset and mitigation concepts

Figure 7.20: Ecore model of a representation of CIAAA SecurityRequirement and Do-
mainIndependentMechanismCapability library related to Confidentiality, Integrity and
Authenticity

domain-specific security components presented in Section [5.4] enabling reuse and consis-
tency across different system models. For comprehensive system verification, the security
libraries must be formally integrated into the verification toolchain. This ensures that the
security elements can be subjected to rigorous formal analysis, thereby enabling end-to-
end verification of the system architecture.

These libraries encompass both properties and constraints that define the system’s be-
havior and security characteristics. Specifically, they include mechanisms that are directly
associated with their respective requirements. For instance, each security mechanism in
the library is linked to a requirement. These libraries may then be integrated into the
systems following activities A2.2 and A2.6.

The same process is done to create a domain-specific library (See Figure . In
order to use the CIAAA library created in a different file, we import that model as a
resource (see Figure . Once the model is imported as a resource, then the elements
created in the imported model can be used to fill the relations of the elements of the
model such as the Refines relation between the DomainlndependentMechanismCapability
and DomainSpecificMechanismCapability (see Figure . The process of importing a
model as a resource will be repeated in the security system to import the libraries and
the architecture to create a complete model.
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Figure 7.21: Ecore model of a representation of the Webserver DomainSpecificPolicy,
SystemPolicy and DomainSpecificMechanismCapability library

Figure 7.22: Import of the CTAAA library Ecore model as a ressource in EMF

Figure 7.23: Use of the CIAAA library mechanism to set the Refine relation of the domain
specific Library
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7.6 Property Verification

In this section, we propose a methodology for verifying both functional and non-functional
properties of system models. This verification process is carried out using Event-B models
within the Rodin platform.

Rodin supports formal verification by automatically generating proof obligations (POs)
based on the defined Event-B specifications. These POs represent logical conditions that
must be satisfied to ensure the correctness of the modeled system. The platform is
equipped with a set of SMT solvers and also provides an interactive interface that al-
lows users to manually guide or discharge complex proof obligations when automation is
insufficient.

By integrating this verification step into our methodology, we ensure that both func-
tional behaviors and security-related properties (e.g., confidentiality, integrity, and au-
thenticity constraints) are formally validated at an early stage of the development process.

7.6.1 Metamodels Interpretation in Event-B using Rodin

In Section [6], we presented an interpretation of the modelization using the Event-B for-
malism. These models were implemented using Rodin.

Refinement Tree

Each Event-B model in the refinement tree illustrated in Figure is implemented in
Rodin as a pair of machine and context components. These components are stored in
multiple XML files, each capturing distinct aspects of the model. One XML file con-
tains the structural and behavioral specification of the model, while another encodes the
corresponding proof obligations (POs).

This separation of concerns at the file level enables modifications to be made to the
model definition without directly affecting the associated proof obligations, and vice versa.
Although these files are hidden from the user in the Rodin environment, the platform pro-
vides a set of integrated editors and views that allow seamless manipulation and navigation
of both the model and its verification artifacts.

Rodin Views

Rodin offers multiple integrated views to facilitate the development and manipulation of
Event-B models. Initially, the models are created using the default perspective, which pro-
vides a dedicated Integrated Development Environment (IDE) for editing both machine
and context components. This environment allows users to define events, variables, in-
variants, sets, and constants in a structured and user-friendly interface, supporting the
development of correct-by-construction formal models.

Rodin provides different views to manipulate models. First we implement the mod-
els in the default view that contains machine and context IDE. This is done using the
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Figure 7.24: Rodin machine IDE perspective with CamilleX

CamilleX editor that creates text representation of the Event-B model (See Figure [7.24)).

Finally, the ProB add-on can be integrated into the Rodin platform to enable simu-
lation and model checking of the specified Event-B models. ProB provides an animation
engine that allows users to explore the possible execution traces of their models inter-
actively. This feature is particularly useful for validating the dynamic behavior of the
system and gaining insights into its execution without requiring full formal proofs. Thus,
ProB significantly enhances the usability and confidence in the correctness of Event-B
models by providing an alternative and complementary form of formal verification.

In our work, we utilized the ProB tool to simulate the system and thereby validate
the rules implemented for both functional and non-functional requirements. Simulation
allows us to interactively explore execution traces of the system and verify that the de-
fined behavior aligns with the expected properties of a Component-Based Systems. For
instance, Figure simulates a scenario in which a message is sent from the Adminis-
trator component to the Database, and observe that all triggered events follow a behavior
that we deem acceptable according to the specified constraints.

This capability enables early validation of the system architecture by demonstrating
its dynamic consistency. When combined with the formal proof obligations generated
by the Rodin platform, the use of simulation provides a robust verification framework.
This dual approach—simulation for behavioral validation and proof for logical correct-
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Figure 7.26: Rodin proof obligations list for the CIAAA machine

ness—strengthens the confidence that the Event-B model accurately represents a correct
and secure Component-Based Systems.

Proof Assistant

In addition to the modeling view, Rodin provides an interactive proof view, which is
essential for the verification of proof obligations (POs). Once a model is specified, Rodin
automatically generates a set of POs that must be discharged (see Figure to ensure
the correctness of the model with respect to its invariants and refinement relationships.
The interactive proof view allows users to manually guide the proof process in cases
where automatic provers are insufficient. It displays the proof obligations and enables
users to apply proof rules, tactics, and strategies interactively (see Figure . This
view is particularly useful for handling complex proofs and for understanding why certain
properties are or are not provable. The combination of automatic and interactive proving
facilities supports a wide range of users, from beginners to formal methods experts, in
constructing and verifying robust system models.
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Figure 7.27: Rodin proof obligations interactive solver perspective used to discharge proofs
that cannot be solved by automatic solvers.
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Figure 7.28: Assets and mitigations of the Webserver system without restrictiveGetPay-
load between the Browser and the Website

7.6.2 Feedback from the Formal Analysis to the Model Design

Once the Event-B model of an architecture is imported into Rodin, the associated proof
obligations, particularly those derived from theorems, are automatically generated. The
status of these proof obligations serves as the primary indicator of the validity of the
declared properties. A proven status signifies that the property holds true given the
current specification and assumptions. Section showed an example of an instantiation
of a system and the proof process associated with it.

As illustrated in Steps A2.4 and A2.5 of Figure [7.1], this verification process is only
partially automated. While Rodin provides automated tools capable of discharging many
proof obligations, some of the more complex ones may require manual intervention. Never-
theless, Rodin includes interactive proving features that can assist even non-expert users
in completing the remaining proofs, thereby supporting a semi-automated verification
workflow.

The status of the PO in the formal analysis process serves as critical feedback for the
architectural model design. When a PO cannot be discharged automatically, it must be
handled manually. However, the analysis cannot easily distinguish between a PO that is
unprovable and one for which no suitable proof strategy has yet been applied. In such
cases, the assistance of a formal methods expert is often necessary to determine whether
the issue stems from the model itself or from the proving approach.

After every step is done if the proofs cannot be discharged an iterative modification
of the model can take place until the system display the properties required with the
mechanisms in place.

Example using the Webserver system

Suppose that, during the modeling of the web server system, the architect omits the
use of the restrictiveGetPayload mechanism. As a result, the defined assets and mitiga-
tions for the system are those shown in Figure [7.28 In this configuration, there are two
confidentiality-related assets associated with the payload, but only a single mitigation is
applied.

In this scenario, when the architect performs the system analysis, a theorem’s PO
is not automatically discharged (see Figure . However, this status alone does not
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Figure 7.29: Status of the POs for the Webserver when the system is not secure

Figure 7.30: Interactive prover interface for the PO that cannot be automatically proven.

definitively indicate that the property is unprovable. At this stage, it is necessary to
use the interactive prover of the Rodin platform to analyze which portion of the proof
fails given the current set of hypotheses. Figure [7.30] illustrates the user interface of the
interactive prover for the unresolved proof obligation. This interface displays the current
set of hypotheses at the top, the goal to be proved in the middle, and the status of the
PO at the bottom. At this stage, expert intervention is typically required to interpret
the proof context, determine whether the obligation is fundamentally unprovable under
the current hypotheses, or identify whether the proof can be completed manually through
additional reasoning steps.

Once it is determined that a system property cannot be satisfied due to the system’s
design, the specific PO that failed to discharge provides valuable diagnostic information
and feedback that can guide the architect to improve their model. In this example, the
unresolved obligation is payloadConfidentialityConnectorBrowser Website/THM, indicat-
ing that the confidentiality property for the payload exchanged between the Browser and
the Website is not satisfied. Within the Event-B model, properties are expressed as the-
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Figure 7.31: Status of the POs for the Webserver when the system is correctly initialized

orems, which implies that their proofs can only rely on information previously defined in
the model. Consequently, the inability to discharge the proof obligation indicates that
a supporting mechanism must be declared earlier in the development process in order
to definitively establish the theorem. As such, the analysis of the theorem’s PO reveals
that an additional mechanism is required to satisfy the corresponding property. This con-
clusion stems from the principle that properties are intended to be satisfied through the
introduction of appropriate mechanisms. In our Event-B model, the system behavior is
deliberately kept as unconstrained as possible, such that only the explicitly defined con-
straints can guide the system toward satisfying the specified properties. In this example,
the variable set allowedGetPayload is present in the proof goal (see Figure meaning
that we require a mechanism link to this element of the model to satisfy the property.
At this stage, an iterative refinement process is initiated to address the violation. This
involves introducing an appropriate mitigation mechanism, guided by the FEnforces rela-
tion that links the SystemPolicy to the DomainSpecificMechanismCapability that gives
a model representation between the property and the constraint associated with it (i.e.
payloadConfidentiality and restrictiveGetPayload). In this example, the relation can be
observed in the secure Webserver library presented in Figure [7.2I] which was designed
in coordination between the security expert and the system architect using the CIAAA
Library.

When the system is correctly configured by adding a mitigation linking the Connec-
torBrowser Website Connector with the restrictiveGetPayload DomainSpecificMechanism-
Capability as depicted in Figure [7.1§] the corresponding Event-B machine reveals that all
proof obligations (PO) are automatically discharged. This outcome indicates that all the
specified properties for this configuration are satisfied, as shown in Figure |[7.31]

7.6.3 System Verification

In Table , we gave the count of proof obligations (PO) generated for each refinement
level. Table [7.1] shows how the POs were discharged using Rodin. Some have been
discharged automatically. Others required interactive proof through explicit case analysis
and/or hypothesis instantiation and rewriting. It also presents the count of Events and
Guards used to specify both the properties and behavior of the system. The Library
machine represent the machine generated with the tool.
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Table 7.1: Analysis results of the Event-B model in Rodin with the Proof obligations
discharged method

Machine Events | Guards | Automatic PO | Interactive PO
2 Communication 3 11 27 0
3 Buffers 3 14 22 6
4 FIFO 3 21 5
5 Synchro 3 1 4 0
6 MPS 4 12 42 0
7 RPC 5 13 35 0
Authenticity 5 1 14 0
Payload confidentiality 5 1 24 0
Message confidentiality ) 1 16 0
Integrity ) 1 ) 0
Library 4 0 ) 0

«Event-B Context»

Acceleo Context Architecture Context
generator
«Ecore model»
Secure Architecture
model

«Event-B Machine»
Acceleo Machine Architecture Machine

generator

Figure 7.32: Acceleo transformation from the architecture model to a text representation
of the Event-B model

7.7 Model Transformation

Once the model is described using the DSL, we will use Acceleo and the Eclipse modeling
toolbox to generate the Event-B equivalent of the system that we can use. This Event-B
code is presented as a text file that can then be manually inserted into the CamilleX
editor that will translate it into a set of files that are usable by the Rodin editor.

1 | constants [for (e € ArchitectureElement | aSecureSystem-architecture -elements)][e-name/] [/for]
[for (comp € Port | aSecureSystem- architecture - elements—selectBy Type(Component)-uses)]
comp-name/] [/for]

Listing 7.1: Acceleo generator Ecore to Event-B Context: Declare all variables

This transformation takes the Ecore model of the secure architecture and turns it into
a Machine and a Context (See Figure [7.32]) using two Acceleo generators following the
transformation rules presented in Chapter [0 as shown in Table [7.2] Listing [7.1] shows the
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Table 7.2: Acceleo transformation summary

Model element Event-B interpretation Transformation

Structural element | Create a constant and putting it into the corresponding set Listingsand
Element relation Creating an entry in the corresponding relation Listing Iﬁl

Acceleo generator line taking every architectural element and declaring them as constants
of the system.

Listing visualizes an example of the definition of the Component set with all the

Components defined in the system Ecore model. All constant sets are defined similarly as
a mapping to all the architectural elements of the system (i.e. Ports, Connectors, Data,

)

1

©@axmPFillSystemComponents partition(Component, [for (comp € Component | aSecureSystem-
architecture-elements—selectBy Type(Component)) separator (',-')]{[comp-name/]}[/for])

Listing 7.2: Acceleo generator Ecore to Event-B Context: Fill Constant with components

Listing illustrates the population of the realize relation constant, which links each

Port to its corresponding Component.

1

Uk Wi

©@axmFillRealizes partition ( Realizes, [for (p € Port | aSecureSystem- architecture -elements—
selectByType(Component)-uses) separator (',-')]
[for (d € Data | p- realizes —selectByType(Data)) separator (',-")]

{[p-name/] — [d-name/]}[/for]
[/ for])

Listing 7.3: Acceleo generator Ecore to Event-B Context: Relation transformation

Finally, Listing [7.4] complete the context with the relation between each Connectors

and their constraints following the Mitigations of the secure system as shown in Sec-

tion 6.6l
1 ©@axmFillConnectorProperty partition (ConnectorConstraint,
2 [for (m € Mitigation | aSecureSystem-elements—selectByType(Mitigation)) separator (',
3 [if (m-element—selectByType(Connector) = null)]
4 [for (dimc € DomainlndependentMechanismCapability | m-constraint—selectByType(
DomainSpecificMechanismCapability)-refines) separator (', ')]
5 {[m-element-name/] — [dimc-name/]}[/for][/ if ][/ for])

Listing 7.4: Acceleo generator Fcore to Event-B Context: Connector constraints

Currently only the properties and constraints presented in Chapter [ can be translated

into the Event-B model. If a property or constraint that is not implemented is added to
the secure architecture model, then an error will be raised during the Event-B translation,
preventing compilation and the creation of proof obligations.
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8.1 Introduction

In this chapter, we present the evaluation of the proposed approach through a representa-
tive case study: a smart metering system [2.8.2] This example was chosen to illustrate the
applicability and versatility of the proposed Domain-Specific Language, its formal repre-
sentation using Event-B, and the supporting toolchain. The validation process is carried
out using formal verification tools such as ProB, which allows for model checking, anima-
tion, and constraint solving of Event-B models. Through this case study, we demonstrate
how the toolchain, metamodels, and generated formal artifacts can be effectively used
to verify both functional and non-functional properties, including security objectives and
system constraints. This chapter answers RO5.

This Chapter is organized as follows, Section present the usage of the toolchain
through the smart meter gateway example from the modelization using the DSL to the
generation of the Event-B model. Section [8.3| presents the formal verification and valida-
tion of the generated Event-B code using Rodin. Finally, Section opens the discussion
of the approach for its application, generalization and the limitations of the resulting
toolchain.

129
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8.2 Case Study modeling

We use the Smart Meter Gateway case study as an illustrative instantiation of
our proposed approach. This case study provides a concrete and relevant example to
demonstrate how our framework supports the design, modeling, and formal verification of
secure component-based software architectures. The approach aims to enhance existing
methodologies by integrating MDE techniques with formal methods, offering a structured
and rigorous development process. By applying our toolchain and methodology to this
real-world scenario, we illustrate how system security requirements and constraints can be
explicitly captured, linked to architectural elements, and formally verified using Event-B.
This instantiation also showcases the benefits of separating concerns across functional
and security domains, allowing domain experts to focus on their areas of expertise while
ensuring system-wide coherence and security assurance.

8.2.1 Expressing the Architecture

We begin by defining the system architecture through the use of the different model-
ing views introduced in Section [7.4.1] Figure [8.]] illustrates the model corresponding to
the Structural view, which captures the core architectural elements of the system, in-
cluding components, ports, and connectors. This view establishes the static structure of
the system and serves as the foundation for interaction modeling. In parallel, the Data
view is employed to describe all elements related to data interactions, such as datas and
datatypes. This abstraction is depicted in Figure highlighting how the system handles
and exchanges information through defined paradigms.

In this system, the Smart Gateway component is positioned centrally, acting as a hub
that connects all other components. For this example, four meters are connected via a
shared secure connector, while an additional meter is linked through a separate, unsecured
connector. At this level of abstraction, security aspects are not yet explicitly represented
and must be integrated at a later stage of the modeling process. The Interactions within
this system remain simple, with each connector transmitting a single datatype. This
design reflects the logical separation enforced by the Smart Gateway, which isolates and
channels data flows between components based on their roles and security requirements.

8.2.2 Security Analysis

In the following steps, we enrich the system model with security-specific information by
incorporating security properties and constraints. To achieve this, we leverage a predefined
library of security requirements and policies that are structured according to the well-
established CIAAA model focused on Confidentiality, Integrity and Authenticity. This
library, illustrated in Figure is reused from the web application model presented in
Chapter [7| and provides a reusable and systematic set of security elements that can be
applied to various system architectures.

These properties and constraints are applied to the system using the mitigation and
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Figure 8.1: Description of the smart meter case study Structural view using Sirius

PPP

Figure 8.2: Description of the smart meter case study Data view using Sirius
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w4 MeteringDataConfidentiality
<> MeteringDataOnlyReadableByGateway
4 ConnectorGatewayMeterMD
w4 MeteringDataAuthenticity
< SourceOfTheMeteringDataToTheGatewayCorrectlyldentified
4 ConnectorGatewayMeterMD
w4 MeteringDatalntegrity
<+ MeteringDataProducedBySensorsDoesntChange
4 ConnectorGatewayMeterMD
~ <4 MeteringDataRestrictive SetPayload
<4+ MeteringDataOnlyReadableByTheGateway
4 ConnectorGatewayConsumerCD
~ < MeteringDataR estrictive SetSource
<+ MeteringSourceCannotBeModified
4 ConnectorGatewayMeterMD
v 4 MeteringDataRestrictiveSetPayload
<+ MeteringDataCannotBeChangedOnoeProduced
4 ConnectorGatewayMeterMD

Figure 8.3: Tree-based view of the assets and mitigations for the Smart Meter gateway case
study implementing Confidentiality, Integrity and Authenticity properties and constraints
to the ConnectorGatewayMeter M D Connector

assets view that links the security properties and constraints to the system architecture.
Figure [8.3| shows the assets and mitigations applied to the ConnectorGatewayM eter M D
Connector to apply three constraints and expecting three properties in the form of Do-
mainSpecificMechanismCapability and SystemPolicy. The ConnectorGatewayMeter M D
is the connector linking the Smart Gateway and the four meters for the transmition of
the metering datas. These properties and constraints aim to answer the S_Req defined in

Section for the metering data.

8.2.3 Generate Event-B Models

Using the Acceleo generators presented in Section [7.7, we automatically generate the
corresponding Event-B machine and context components. The acceleo generator takes
the secure architecture model and use the translation rules presented in Section to
create a textual representation of the Event-B model than can then be inserted into a
CamilleX editor in the Rodin platform to create the Event-B model and generate the
corresponding Proof Obligations.

The Event-B model generated for this system produced 10 PO associated to the prop-
erties that were all discharged automatically thanks to the constraints.
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8.3 Model Verification and Validation

In this section, we present an experiment using the smart meter gateway example where
a User that has gained access to the connector connecting the Consumer and the Gate-
way attempts to impersonate the Gateway (see Figure . In our modeling, the User
attempting to impersonate the Gateway is represented through an Inject event where the
source of the message is set to Consumer and the actual sender is set to User. We use
the security constraint restrictiveSetSource to protect against this behavior. We consider
two scenarios: (1) the connector enforces the constraint, and (2) the connector does not
enforce the constraint.

Connector shall
authenticate sender
SerAttempt to impersonate of messages

Administrator /

u

\4

Gateway Consumer

Figure 8.4: User trying to impersonate the Gateway on a connector enforcing message
authenticity

8.3.1 Event-B Verification

For the Event-B formal modeling, the Gateway structural model is defined as extension
of the CBSE MPS CIAAA Event-B context and the Gateway behavioral model is defined
as a refinement of the CBSE MPS CIAAA Event-B model.

1 | context SystemGatewaySecureContext extends Context9MPSCIAAA

2

3 | constants CD MD ReqCD ReqMD DataCD DataMD DataReqMD DataReqCD Gateway Meterl Rrc
Consumer ConnectorGatewayMeterMD ConnectorGatewayMeterRegqMD ConnectorGatewayRrcCD
ConnectorGatewayRrcReqCD ConnectorGatewayConsumerCD ConnectorGatewayConsumerReqCD
Meter3 Meter2 Meter4 UnsecureMeter ConnectorGatewayUnsecureMeterMD
ConnectorGatewayUnsecureMeterReqMD User ...

axioms

Q@axmFillSystemComponents partition(Component, {Gateway}, {Meterl}, {Rrc}, {Consumer}, {

Meter3}, {Meter2}, {Meter4}, {UnsecureMeter}, {User})

.((jémeiIISystemConnects partition (Connects,
{PortGatewayMD + ConnectorGatewayMeterMD},
{PortMeterlMD +— ConnectorGatewayMeterMD}, ...)

Neo i Rep) [SAEN

Listing 8.1: Library structural model
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The ConnectorMessageAuthenticity property in this model is verified when the be-
havior of the corresponding connector is constrained by restrictiveSetSource (Scenario 1),
by construction thanks to the Event-B refinement mechanism. The resulting Gateway
system behavior satisfies the security properties established in the CBSE MPS CIAAA
FEvent-B model.

From the security perspective, in Scenario 1 (see Listing the ConnectorGateway-
ConsumerCD linking the Consumer to the Gateway satisfies the ConnectorMessageAu-
thenticity property (line 2-3) while Scenario 2 does not (line 6). This distinction can be
done in the model representation of the system as the presence of the mitigation on the
connector or not.

// Scenario 1
©@axmPFillConnectorProperty partition (ConnectorProperty,
{ConnectorGatewayConsumerCD — ConnectorMessageAuthenticity})

// Scenario 2
Q@axmFillConnectorProperty ConnectorProperty = &

DU W N -

Listing 8.2: ConnectorProperty relation filled with and without the constraint applied

In addition, in the CBSE MPS CIAAA Event-B model we add a theorem representing
the expected property of the connector between the Consumer and the Gateway (see
Listing [8.3). The verification of this theorem shows that it is automatically discharged
in Scenario 1 and that it cannot be discharged in Scenario 2, which verifies the intended

property.

theorem @messageAuthTheorem V m -
m € artifact
A connectorsUsed(m) =
ConnectorGatewayConsumerCD

[ISNNGLN

Listing 8.3: Gateway theorem

8.3.2 Validation by Animation

Moreover, to validate the resulting system model and for illustration purposes, we used
ProB for simulation. In our experiment, ProB allows consistency checking of Event-B
machines displaying all the states that were explored until the invariant violation was
found. The goal is to demonstrate that the application of the constraint in the machine
constrains the operation of the system to satisfy the corresponding security objective,
while the absence of the constraint can lead to the violation of the corresponding security
objective.

In these two scenarios, after creating a message to be sent, ProB allows to list all
the possible parameters that an event can take to be triggered as depicted in Figure [8.5
and Figure In these figures, the columns conn, d, s and aSender represent the used
connector, the destination of the message, the source of the message and the actual sender.

The trace of the two scenarios is executed as follows: first we initialize the model
with the INITTALISATION event, as depicted in Listing It sets the default value



8.3. MODEL VERIFICATION AND VALIDATION 135

Figure 8.5: Possible events for Scenario 1

Figure 8.6: Possible events for Scenario 2

of all the variables declared in the machines and sets the basis for recursive proof of the
model. Listing|8.4{show the initialization of the variable used in the Authenticity invariant
depicted in Listing [6.12]

1 |event INITIALISATION

then
@sourcelnit source = &
@senderlnit sender = &
@connectorsUsedInit connectorsUsed = &
@ artifactlnit artifact = @

OO UL~

end'“

Listing 8.4: INITTALISATION event

After the initialization, a message is created using the CreateMessage event. This
message has a datatype that is usable in the connector between the Consumer and the
Gateway. It also contains a payload representing the content of the message.

Finally, the Inject event can be triggered with different parameters depending on the
scenario. In Scenario 1 (Figure , the only possible parameters for the Inject event are
the ones where the source of the message is the actual sender. Leading to the satisfaction
of the property. In Scenario 2 (Figure , where the constraint is not applied, two
additional set of parameters are possible compared to Scenario 1. The set of parameters
in blue shows a possibility where the User can impersonate the Gateway, the source is
referencing the Gateway while the actual sender is the User violating the property.

8.3.3 Results

The realization of this use case serves as a validation of our proposed approach by demon-
strating its applicability to a realistic system architecture. The generated model is com-
posed of ten components, eight connectors and 20 ports. It also created ten theorems
that in turn generated ten POs. The generated POs encapsulate both structural and
security-related theorems that must hold for the system to be considered correct.
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Non-expert Expert
System design | Security analysis | Formal modeling | Formal analysis | System design | Security analysis | Formal modeling | Formal analysis
20h 10h 5h 10h 10h 4h 1h 1h

Table 8.1: Anticipated time taken for the every steps of the approach for expert and
non-expert

Writing model Acceleo transformation
Non-expert | Expert | Non-expert | Expert
5h 1h <Isec <lsec

Table 8.2: Comparison between Acceleo transformation and manually writing the Event-
B interpretation of the model

The evaluation highlights a key advantage of the proof-based approach: the number
of proof obligations remains stable as additional meters are introduced into the system,
provided that the new components connect to existing secure connectors. This contrasts
significantly with model-checking approaches, where each new component expands the
state space, potentially leading to state explosion. Our method thus offers better scala-
bility and predictability in the verification process, especially for systems with modular
or replicated components.

Tables [8.1] and [8.2] present our estimation of the time required to model a system and
conduct a security analysis using our proposed toolchain. While the estimated modeling
time is naturally higher for non-experts compared to expert users, the results demonstrate
that our approach enables non-expert architects to describe and analyze secure systems
with the support of formal methods. This highlights the usability and accessibility of
the framework, even for users without prior expertise in formal verification or security
analysis.

The conception and realization of this approach and the associated toolchain is the
result of a four year work. During that time we also produced published papers based on
the results. We estimate that the conception of the metamodels took in total 6 months of
work with an iterative process to get to the final results. The realization of the Event-B
model in association with the metamodel took a year with some trial and errors and some
non-finished work that could not make it into this manuscript due to time constraint .
Finally the realization of the EMF toolchain for the DSL with Sirius and Acceleo was an
additional 6 months of work. The remaining time was spend on the redaction of papers
and this manuscript as well that the constant process of litterature review trhough out
the thesis.

The conception and realization of this approach, along with the associated toolchain,
represent the outcome of four years of research.

The design and refinement of the metamodels required approximately 6 person months.
The majority of this effort was spent on the iterative process to reach a stable and expres-
sive specification. The development of the Event-B models, in conjunction with the meta-
models, required 12 person months. The most important part of the effort was spent in an
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iterative process to produce a reusable formal model with a high level of expressiveness.
The rest of the time was spent on exploratory efforts, and partial implementations—some
of which could not be included in this manuscript due to time constraints.

The implementation of the EMF-based toolchain for the DSM, including the inte-
gration with Sirius and Acceleo for model visualization and code generation, required
6 person months. This included the effort made to understand the usage of EMFT to
specify metamodels in Ecore and to generate other representations.

The remaining time of this thesis was devoted to the preparation of publications, the
writing of this manuscript, and continuous literature review conducted throughout the
doctoral research.

8.4 Discussions

In this section, we present the application of the proposed approach as well as its gener-
alization and limitations.

8.4.1 Applications of the Proposed Approach

The proposed approach offers significant benefits for both system architects and security
experts. By enabling the detection and analysis of security concerns at an early stage
of system development, it supports a proactive rather than reactive security engineering
process. A key strength of this method lies in the clear dissociation between security
properties—which describe high-level requirements and policies—and constraints—which
define the mechanisms that enforce those properties within the system architecture. This
separation facilitates a modular and traceable design process, whereby security constraints
can be systematically applied to the architecture and verified against the original prop-
erties. The formal verification step ensures that the implemented constraints effectively
fulfill the specified security requirements, thereby increasing the reliability and trustwor-
thiness of the final system.

Additionally, the proposed approach leverages predefined libraries of security require-
ments and mechanisms. These libraries can be designed and maintained by security
experts, enabling system architects—who may have limited security expertise—to inte-
grate verified security mechanisms into their designs confidently. This clear separation of
concerns enhances both the reusability of security components and the trustworthiness of
the overall development process. Figure [8.7| shows how the proposed approach provides
tools for every stakeholders for the modelization and verification of secure architectures.

Furthermore, our use of a proof-based formal representation adds a critical layer of
assurance. By formally modeling and verifying the relationship between security proper-
ties and their enforcing constraints, we demonstrate that the system satisfies its specified
requirements not only by design intent but also by formal proof. This contributes to a
higher level of rigor and dependability in the system’s security assurance.
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8.4.2 Generalization

The realization of the smart gateway use case serves as a validation of our proposed ap-
proach by demonstrating its applicability to a realistic system architecture. The generated
model in Section is composed of ten components, eight connectors and 20 ports. It
also created ten theorems that in turn generated ten proof obligations. The generated
proof obligations encapsulate both structural and security-related theorems that must
hold for the system to be considered secure.

In addition to the previous experiment, we developed an alternative gateway system
comprising 100 meters (See Figure . This example is an extension of the model
presented in Figure [8.1] with 100 meters instead of the four in the initial model. It was
created by executing a Java program on the gateway model defined using the graphical
syntax. The program duplicates the meters along with their respective ports and connects
them to the appropriate connector. All of those models and codes are available in the
public git repository. Although the graphical representation is not well suited for such a
large-scale example we can still use the hierarchical representation of EMF to manipulate
it as shown in Figure[8.8l This model provides a valuable indication of the scalability of the
proposed approach. With the transformation presented in Section [7.7], the Event-B model
is easily generated and the number of proof obligations remains at ten, demonstrating that
the proof burden does not scale with the number of connected components and ports.
This example demonstrates that the number of generated theorems and proof obligations
remains the same as in the initial case study.

The evaluation and the scaled example highlight a key advantage of the proof-based
approach: the number of proof obligations remains stable as additional meters are in-
troduced into the system, provided that the new components connect to existing secure
connectors. This contrasts significantly with model-checking approaches, where each new
component expands the state space, potentially leading to state explosion. Our method
thus offers better scalability and predictability in the verification process, especially for
systems with modular or replicated components. Additionally, the generation of the sys-
tem’s formal interpretation in Event-B is fully automated, eliminating the error-prone
and time-consuming manual process of creating the corresponding Context and Machine
models.

The tool support developed for this approach provides a user-friendly environment
that spans from the architectural design phase to the formal verification of system prop-
erties, all within a model-based framework that promotes reuse. This approach enables
a clear separation of concerns between system design and formal verification by offering
automated tools that seamlessly connect the two. It supports an incremental process in
which the design phase automatically generates the corresponding formal artifacts, while
the results of formal verification provide feedback to refine and improve the system design.
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4 Connector ConnectorGatewayRrcReqCD
4 Connector ConnectorGatewayConsumerCD
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Figure 8.8: Hierarchical representation of the scaled gateway model, showing the calcu-
lated numbers of ports and components.
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8.4.3 Integration in a SDLC

While this work has been demonstrated in the context of extending the traditional Royce
waterfall model using the CIAA A model for security, the proposed approach is not limited
to this specific development paradigm. The methodology can be generalized and adapted
to alternative Software Development Life Cycles (SDLCs) and to a variety of security
frameworks. In particular, the property and constraint modeling strategy could be applied
in threat-centric security models by specifying negative properties—representing potential
vulnerabilities or undesirable behaviors—and using model checking techniques to search
for counterexamples, as opposed to the proof-based validation presented in this work.

Moreover, the iterative nature of the methodology aligns well with Agile develop-
ment processes. With appropriate adaptation, the integration of formal methods and
security views into Agile iterations can support continuous verification and early-stage
threat assessment. This highlights the flexibility of our framework to fit both traditional
and modern development approaches, broadening its applicability across diverse project
environments and team structures.

This generalization of the approach makes it particularly valuable for practitioners
who are familiar with a wide variety of Model-Driven Engineering (MDE) tools and formal
verification techniques. It enables experts to integrate security analysis seamlessly into
existing MDE workflows, fostering interoperability and reuse of formalized components
and security libraries.

8.4.4 Tool Support : Automated Tools and Limitations

In this work, we employed a general-purpose Domain-Specific Language (DSL) designed
to be adaptable to a variety of formal techniques. We chose Event-B as the underly-
ing formalism due to the strength of its proof mechanisms and the comprehensive tool
support offered by the Rodin platform. This decision enabled us to construct rigorous
proofs establishing the relationships between certain properties and constraints, while also
providing a formal representation of system architectures.

However, the adoption of Event-B introduced certain challenges. Our approach focuses
on general software architecture modeling rather than the specification of a particular
system, which diverges from the conventional use cases for Event-B. Notably, Event-B’s
requirement for a linear refinement hierarchy imposed structural constraints that hindered
the modular reuse of unrelated elements and libraries. This limitation necessitated mod-
eling all architectural components as part of a single refinement tree, thereby reducing
flexibility and scalability.

Furthermore, our implementation faced difficulties in modeling time-based properties,
such as Awvailability. This limitation arises partly from Zeno’s paradox [I52], which sug-
gests that an infinite number of events could theoretically occur in a finite period of
time. Event-B, as a formal modeling language, does not natively support the concept
of time, which poses challenges when modeling and verifying time-dependent behaviors
or properties. While efforts have been made to incorporate time-related constructs us-
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ing set-theoretic encodings [I53], these approaches often result in a significant increase
in the complexity of the formal model. This added complexity introduces substantial
overhead in terms of proof obligations, leading to what is often referred to as ”proof
noise”—the generation of numerous low-level obligations that do not contribute meaning-
fully to the primary verification goals. Consequently, while feasible, integrating temporal
aspects within Event-B demands a high level of expertise and effort, which may hinder
its practical applicability for time-critical systems.

As a result, accurately capturing temporal constraints within our current Event-B
framework remains an open challenge. As such, the adoption of alternative formal tech-
niques, such as model checking, stay the prefered approach for such properties where
proof-based language are not as suited. Unlike proof-based methods, model checkers
can explore system behaviors exhaustively within bounded parameters, which may prove
particularly useful for handling temporal properties, availability constraints, or dynamic
system configurations. Incorporating such techniques into the toolchain could complement
the strengths of Event-B and offer a more comprehensive verification framework.
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In this chapter, we provide a comprehensive summary of the main contributions pre-
sented in this thesis. Additionally, we discuss potential directions for future research that
could extend and enhance the results and methodologies proposed in this work.

9.1 Summary

Security is increasingly recognized as a critical quality attribute in modern software-
intensive systems, attracting significant attention from both the research and industrial
communities. In this work, we proposed a methodological approach to support secu-
rity modeling and analysis within the context of component-based software architecture.
Our approach addresses the positive aspect of security, such as security objectives, re-
quirements and policies. It emphasizes the role of the software architecture model, the
underlying communication model, and the explicit representation security objectives, re-
quirements and policies as first-class modeling entities. This enables the specification and
analysis of applications within specific domains. Furthermore, our method promotes a
design philosophy centered on reusability, facilitating the systematic engineering of secure
software system architectures.

This approach has the potential to significantly reduce the cost of engineering secure
systems by allowing security concerns to be addressed early in the software development
lifecycle—specifically during the architectural design phase—while abstracting away low-

143
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level technical complexities for the developer. The process begins with the specification
of a conceptual model that represents both the target system and its associated concerns.
This is followed by the formulation of a logical specification of the system architecture and
computational model, wherein concerns are expressed as properties using first-order and
modal logic. These formalism choices provide a high-level, technology-agnostic means of
representation.

Subsequently, tailored modeling languages and their interpretations are developed
using tooled formal languages that support the intended design and verification tasks. The
outcomes of these efforts are leveraged to formally define models of security objectives,
as well as corresponding solutions—such as security mechanisms. Ultimately, this work
contributes to establishing a systematic bridge between abstract security models and
concrete system implementations.

In Chapter [ we proposed a methodology for the creation of a design and analy-
sisframework and provided some guidelines on how the resulting methodology may be
used to achieve security within exiting SDLC methodologies (answering part of RO1 and
RO2).

In Chapter B, we present a model-based representation of component-based systems
(CBS) incorporating different communication paradigms, namely Message-Passing Sys-
tems (MPS) and Remote Procedure Calls (RPC) (Answering RO1.1). Building on this
foundation, we propose an extension of the metamodel to capture both functional and
non-functional requirements through the definition of properties and constraints (An-
swering RO1.1). Finally, we introduce a further extension dedicated to security require-
ments, which encompasses both domain-independent and domain-specific properties and
constraints (Answering part of RO2 and RO3).

In Chapter [6], we present a formal interpretation of the proposed metamodels using
the Event-B formal method. This interpretation leverages the refinement mechanism of
Event-B to incrementally introduce the structural and behavioral details of the meta-
models (Answering RO1.2). The objective of this formal representation is to promote
reusability by enabling the definition of reusable connector structures, along with libraries
of both functional and non-functional properties and constraints. We also provide a for-
mal representation of the security concepts introduced in the previous chapter, capturing
both domain-independent and domain-specific security properties and constraints. This
formalization enables the rigorous analysis and verification of security aspects within the
system architecture, ensuring that the modeled requirements can be validated through
proof-based techniques (Answering the rest of RO2 and RO3).

In Chapter [7], we propose a complete toolchain that forms a comprehensive framework
for the specification and validation of CBS. This framework is built upon the Eclipse
Modeling Framework (EMF) and integrates tools such as Sirius and Acceleo to provide
graphical modeling and model-to-text transformation capabilities. The toolchain is com-
plemented by the Rodin platform, which enables formal verification using the Event-B
method. Together, these tools establish an integrated environment where both the archi-
tectural models and their corresponding formal verification can be developed, analyzed,
and validated within a unified workflow. This chapter integrates RO1, RO2 and RO3
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while addressing ROA4.

Finally, Chapter |8 presents an evaluation of the proposed approach through a case
study based on a Smart Meter Gateway. This evaluation aims to validate each step of
the methodology, as well as the integration and effectiveness of the supporting toolchain.
Through this example, we demonstrate that the approach is applicable to a real-world
scenario and can be generalized to a broader range of CBSE projects (Answering RO5).

9.2 Limitations and Future Work

In this section, we consider the limitations and future work of different parts of the
approach.

1. Property Relationship. The representation of security property relationships can be
significantly enriched by introducing a theoretical framework that formalizes the
various types of interactions between properties. To this end, we propose an ex-
tension of the property metamodel that incorporates new constructs for capturing
such relationships. These constructs may include semantic types such as implica-
tion, conflict, complementarity, or composition. Each type of relationship provides
valuable insights into how properties influence, reinforce, or contradict one another.

To maintain tool and language independence, the semantics of these relationships
should be described in a language-agnostic manner, aligned with the semantic princi-
ples discussed in Section[6.2.1] By adopting this approach, we can develop a reusable
and extensible library of security properties that are grouped and categorized based
on their interrelationships.

For instance, if a system architect specifies a general requirement for confidentiality,
the framework could automatically suggest the use of more specific properties such as
payload confidentiality or message confidentiality, based on an implied relationship.
Similarly, in a scenario where a requirement for role-based access control is specified,
the system could recommend a composition of source authenticity and authorization
properties, since together they fulfill the access control requirement.

Such a framework not only enhances the expressiveness and usability of the property
model but also provides architects and security experts with intelligent guidance for
the selection and composition of security properties, fostering a more structured and
consistent security design process.

2. Time based properties. The Event-B formalism proved to be ill-suited for the repre-
sentation and verification of time-based properties, such as availability. During our
implementation attempts, we encountered limitations primarily rooted in the chal-
lenges associated with modeling time in Event-B. In particular, we faced difficulties
related to Zeno’s paradox, which arises from the theoretical possibility of an infinite
number of events occurring within a finite time frame. This paradox highlighted the
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inadequacy of Event-B’s refinement-based approach for expressing temporal prop-
erties in a precise and verifiable manner. To address this limitation, we concluded
that model checking techniques offer a more appropriate formalism for modeling
and verifying time-sensitive constraints. Tools such as ProB—which supports both
animation and model checking of Event-B models—or other formal languages with
native support for temporal logic may provide viable solutions. These tools allow
the expression of temporal properties and enable the exploration of execution traces
to detect violations of availability constraints. Therefore, integrating model check-
ers with the proposed framework may be a promising direction for extending the
verification capabilities to encompass time-based security properties.

Tool support. The tool support presented in Chapter [7| presents an acceptable level
of automation, but it could be improved in several key areas.

(a) Results report. Currently, the verification status of the system is closely tied to
the Rodin platform, particularly through its native interface for managing and
displaying proof obligations. While this integration offers a seamless develop-
ment and verification environment, it limits the portability and accessibility
of verification results outside of Rodin. To address this limitation, an effec-
tive enhancement would be to extract the results of the proof obligations and
generate structured reports.

These reports could provide a comprehensive summary of the verification sta-
tus, explicitly indicating which security and functional properties have been
successfully proven and which remain unverified. Additionally, the report
could include diagnostic information about failed or unprovable properties,
and propose corresponding mitigation strategies or mechanisms that could be
integrated into the system model to address the identified gaps. Such recom-
mendations could be drawn from a predefined library of security mechanisms
aligned with the properties, allowing the tool to suggest targeted improvements.

This decoupling of the verification status from the Rodin interface would not
only improve traceability and documentation of the verification process, but
also facilitate communication between system architects, security experts, and
other stakeholders who may not be familiar with formal verification environ-
ments. Moreover, it would support automated reporting pipelines and contin-
uous integration of formal verification into the software development lifecycle.

(b) Reuse. The reuse enabled by the property and constraint libraries facilitates a
clear separation of concerns between domain experts, such as system architects
and security specialists. These libraries encapsulate reusable knowledge, allow-
ing security expertise to be captured once and applied across multiple systems.
However, the current creation and usage of such libraries require familiarity
with the Eclipse Modeling Framework (EMF), which presents a barrier to en-
try for practitioners without expertise in model-driven engineering.
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A more user-friendly interface for the tool could significantly facilitate the cre-
ation of additional libraries. Furthermore, the establishment of clear guidelines
for the development of these libraries would help ensure a consistent level of
quality and maintainability across contributions.

4. Approach Generalization. We aim to explore new opportunities to apply the pro-
posed approach across a broader range of application domains. This effort involves
the instantiation of the complete software engineering methodology and supporting
toolchain in diverse contexts, accompanied by the systematic evaluation of user ex-
periences from multiple sectors. In doing so, we seek to validate the generalizability
and adaptability of the framework.

Furthermore, we plan to enhance the proposed approach by integrating it with
other model-driven engineering practices, architectural frameworks, and security
models—such as the ENISA threat taxonomy [I54]. Our goal is also to support in-
teroperability with a wider range of formal verification techniques, including Compu-
tation Tree Logic (CTL), and NuSMV. Finally, we intend to align our methodology
with contemporary software development life cycles, such as Agile and DevOps, to
ensure its practical applicability in modern development environments.

9.3 Perspectives

In this Section, we present the perspectives for comprehensive work based on the work
presented in this thesis.

1. Collaborative security libraries To improve accessibility and foster broader partici-
pation, a potential enhancement would be the development of a collaborative, web-
based platform for the creation, management, and sharing of security property and
constraint libraries. Such a tool could allow contributors to define and refine se-
curity artifacts through intuitive interfaces, supported by guidance and validation
mechanisms. By opening the development process to a wider community, this ap-
proach could enrich the diversity of available properties and constraints, while also
encouraging peer review and increased scrutiny of individual entries.

This collaborative model would not only improve the usability and scalability of the
libraries but also support their integration into various modeling projects, thereby
promoting consistency, transparency, and trust in the application of security re-
quirements across systems.

2. Security in the Age of AI The rise of artificial intelligence (AI) in recent years
raises pressing concerns about the level of confidence we can place in systems whose
internal decision-making processes are often opaque or not fully understood. This
challenge is particularly acute in the context of critical systems, such as those used in
healthcare, autonomous vehicles, energy management, or aerospace, where security
and correctness are paramount and failures can have catastrophic consequences.
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Traditional formal methods rely on precise, mathematical modeling and complete
control over the system’s behavior to verify its correctness with respect to a set
of specified properties. This approach stands in contrast with the data-driven
and probabilistic nature of most Al techniques, especially those based on machine
learning, which learn behavior from large datasets rather than being explicitly pro-
grammed.

In this context, applying formal methods to Al-based systems presents significant
obstacles. One possible direction is the integration of formal constraints within
the AI system design process. For example, one could formally specify safety en-
velopes or allowable action spaces that AI components must respect at runtime.
Alternatively, AI modules could be encapsulated within formally verified wrappers
or monitored by runtime verification systems to ensure they do not violate critical
system properties.

These strategies require new methodologies to bridge the gap between formal verifi-
cation and AT’s inherent uncertainty and adaptiveness. Research in this area is still
emerging, but it is critical for ensuring that the benefits of Al can be safely realized
in domains where reliability, security, and trustworthiness are non-negotiable.

3. Formal Assurance Cases Certification of safety-critical systems requires the sub-
mission of assurance cases to demonstrate that a system meets the required safety
standards. These assurance cases are typically constructed using safety cases, which
may rely on either formal or informal argumentation to provide evidence supporting
the system’s safety. For high-assurance systems, the use of formal argumentation
is strongly recommended. Event-B has been shown to be a suitable formalism for
expressing safety cases [I55]. In this context, it is pertinent to investigate whether
the combination of MBE and formal methods can facilitate the construction of
trustworthy assurance cases. Such a combination could not only increase the rigor
and reliability of the safety arguments but also streamline the certification process,
making it both more secure and more efficient.

9.4 Concluding Remarks

With security becoming a critical concern in the development of modern software sys-
tems—particularly in the context of increasingly distributed architectures—it is essential
to address security considerations at the earliest stages of system conception. In this
work, we propose a model-based approach to this challenge, supported by a comprehen-
sive toolchain that integrates formal methods to enhance the level of trust in the resulting
architectures. Rooted in the principles of separation of concerns and reusability, our ap-
proach aims to equip all stakeholders with the tools necessary to design secure systems
with high assurance. We believe that this represents a significant step toward establishing
an environment in which security is systematically integrated into the SDLC, achieving
parity with traditional functional requirements.
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Les objectifs de ce travail incluent :

(1) explorer l'utilisation des méthodes formelles basées sur la preuve pour la spécification et la vérification des propriétés structurelles et
comportementales des systémes a base de composants,

(2) décrire et valider des propriétés de sécurité dans des bibliothéques réutilisables,

(3) décrire et classifier les relations entre les propriétés de sécurité,

et (4) développer un ensemble d’outils.

Pour atteindre ces objectifs, nous cherchons a:

(a) décrire les concepts de haut niveau pour l'architecture systéme selon une approche composant-port-connecteur sous forme de métamodele

’

(b) développer une interprétation Event-B de ce métamodéle en y ajoutant des caractéristiques de communication telles que le tamponage, le
premier entré-premier sorti (FIFO) et la synchronicité ;

(c) étendre ce modéle formel pour représenter les propriétés de sécurité ;

et (d) créer une suite d’outils automatisés basée sur ce modeéle formel, pouvant étre intégrée dans un cycle de développement.

L'approche combine a la fois I'ingénierie dirigée par les modéles (IDM) et les techniques formelles afin de créer des méthodes et des outils pour la
conception, la vérification et la validation des architectures systémes complexes. Les méthodes et outils proposés s’intéressent non seulement
aux exigences fonctionnelles, mais aussi aux exigences non fonctionnelles, en s’appuyant sur des bibliotheques réutilisables de propriétés de
sécurité, utilisables dés la phase de conception. Pour valider notre travail, nous étudions un ensemble d’objectifs de sécurité représentatifs issus
de la classification confidentialité, intégrité, disponibilité (CIA), ainsi qu’une étude de cas sur le protocole TLS (Transport Layer Security).
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Abstract: The development of distributed computing systems and of their usage in domains such as the Internet of Things, Big Data, etc., raises
numerous questions on the tools available to model the complexity of such systems. Non-formal modeling methods fail to create a rigorous
way to describe and analyze these systems. In this thesis, we propose to find an approach to model and analyze both functional and non-
functional aspects of these systems using formal techniques.

The objectives of this work include: (1) exploring the use of proof-based formal methods for the specification and verification of both structural
and behavioral properties of component-based systems, (2) describing and validating security properties in reusable libraries, (3) describing and
classifying the relationships between security properties, and (4) developing a set of supporting tools.

To achieve these objectives, we seek to:

(a) describe high-level concepts for system architecture in a component-port-connector fashion as a metamodel; (b) develop an Event-B
interpretation of the metamodel adding communication characteristics such as buffering, first-in-first-out (FIFO), and synchronicity; (c) extend
this formal model to represent security properties; and (d) create an automated tool suite using the formal model that can be integrated into a
systems development lifecycle.

The approach leverages both model-driven engineering (MDE) and formal techniques to create methods and tools for designing, verifying, and
validating complex system architectures. The methods and tools will not only focus on functional requirements, but also on non-functional
requirements by creating reusable libraries of security properties that can be used during the design phase. To validate our work, we explore a
set of representative security objectives extracted from the confidentiality, integrity, availability (CIA) classification and a case study on the
Transport Layer Security (TLS) protocol.
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